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| Growing Complexity of Embedded Systems
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Siemens, “Ford Motor Company Case Study,” Siemens PLM Software, 2014
McKendrick, J. “Cars become ‘datacenters on wheels’, carmakers become software companies,” ZDJNet, 2013
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| Growing Complexity
Challenges the Traditional Development Process

= Find requirements defects later in the process
= Find specification issues later in the process

= Find design issues later in the process

TIRA-R0 Y’ m‘&’\ m‘.“

Requirements Specification _ ) C /C:i'%l)!% m% m

Hand code

l— Design & Code Verification—J
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| Using Simulink Models for Specification

« Find requirements defects
earlier in the process

= Find specification issues
earlier in the process

= Find design issues
later in the process

Reaquirements Executable =5 : e 2oz amy Mmm
L Specification Sl C/C+§};§g§;¥,“gg§§
Hand Code

l— Design & Code Verification—J
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| Complete Model Based Design

Executable

OGRS Specification

Simulink Models

Model used for
production code
generation

MATLAB EXPO 2018

Design Verification

Find requirements defects
earlier in the process

Find specification issues
earlier in the process

Find design issues
earlier in the process

l— Code Verification —J

Code Generation
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Model Based Design Verification Workflow

Equivalence

Component and Design Review and Testing
System Level Testing Static Analysis POl Il T
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\4 Simulink Models v \  Checking /
Model used for Ty Bl
. Executable . TSI Mg caey
Requirements e o production code CIC geioan (,,\13
Specification . LY
generation
Generated Code

l— Design Verification 4’ l— Code Verification 4’

MATLAB EXPO 2018



4\ MathWorks

Key Takeaways

Author, manage requirements in Simulink System Verified & Validated

Requirements
= s

Early verification to find defects sooner

Automate static and dynamic verification HighLevel lane;gsr;:;n

Design

Workflow that conforms to safety standards o udl

Design Testing
“Reduce costs and project risk through early
verification, shorten time to market on a certified
system, and deliver high-quality production code that Fegeg
was first-time right” Michael Schwarz, ITK Engineering

MATLAB EXPO 2018
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Why do 71% of Embedded Projects Fail?

Poor Requirements Management

Sources: Christopher Lindquist, Fixing the Requirements Mess, CIO Magazine, Nov 2005
MATLAB EXPO 2018
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Challenges with Requirements

Where are
they
implemented?

Are they
consistent with
the design?

Simulink Models

Model used for e
. Executable . e %m
Requirements PR production code CIC S m
Specification el I B2 %1 LR
generation :

Generated Code
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Gap Between Requirements and Design

/Requirements\

K IBM Rational DOORS j
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Simulink Models
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Model used for
production code
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Simulink Requirements R2017b

Link & Track

{#31: Increment mode Bw

~

Author // IMPLEMENTS
Summary: |Cancel Switch Detection a e Manage Updates

opMode.Increment

Description ~ Rationale

Goln e 7 u @ =

*  »

~l ~AN Issue: Destination Changed.
If the Cancel switch is pressed, the value of
reqDrv should be set to regMode.Cancel. Stored: Revision: 15
Dashboard image Actual: Revision: 18
Clear Issue

MATLAB EXPO 2018
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|
Requirements Editor

& Requirements Editor

File Edit Display Analysis Report Help
{10 e (S
View: |Requirements ~

Index | Summary

Search

MATLAB EXPO 2018

To create a new requirement set to store requirements, click New
Requirement Set 2. Save the requirement set to assign a name.

To add a requirement to a requirement set, select the requirement set
and click Add Requirement L. In the Properties pane, enter details for
the requirement.

To add a child requirement, right-click a requirement and select Add
Child Requirement.

To link a requirement to a block in your model, select the block, then
right-click the requirement and select Link from "object name" (object
type). A link appears in the Links pane.

For information on linking using the Requirements Perspective, see

Getting Started in the documentation.

To view a list of links, select Links from the View dropdown list in the
toolstrip.

Change the source - destination relationship by selecting a link, and
choosing a Type from the dropdown list in the Properties pane.

4\ MathWorks
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Requirements Editor

|5 Requirements Editor
File Edit Display Analysis Report Help

5[0k S
View: Requirements ~

Index ' Summary

R

[Seavch [

MATLAB EXPO 2018

To create a new requirement set to store requirements, click New
Requirement Set '&. Save the requirement set to assign a name.

To add a requirement to a requirement set, select the requirement set
and click Add Requirement L<. In the Properties pane, enter details for
the requirement.

To add a child requirement, right-click a requirement and select Add
Child Requirement.

To link a requirement to a block in your model, select the block, then
right-click the requirement and select Link from "object name" (object
type). Alink appears in the Links pane.

For information on linking using the Requirements Perspective, see
Getting Started in the documentation.

To view a list of links, select Links from the View dropdown list in the
toolstrip.

Change the source - destination relationship by selecting a link, and
choosing a Type from the dropdown list in the Properties pane.

4\ MathWorks
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Import Requirements from External Sources

IBM Rational
DOORS

Form

3---e--'-q|:|R2O18¢:l j

Import

| rm———
File Edit Display Analyg
=]

View: Requirements -

B

*3 - - FUNCTIONAL-REQUIREMENTSY] Index 10
Sors_req
vE1 crs_req
"3.1 - ENABLING CRUISE-CONTROLY| 1.1 1 Overview
Cruis b bled-when the-followi iti S | | ~81.2 2 System overview
ki e - T T ~21.2.1 2.1 System inputs
: Ke\l-posit;n.(;.cN_“ it it A0 £1.2.1.1 2.1.1 Cruise control buttons
. Gear-position-is-Drive.§ £1.2,1.2 2.1.2 Other inputs
i Crulse-button-is-pushed-while th i \-mode-is-disabl ‘_q $1.2.2 2.2 Cruise control mode indi...
21.2.3 2.3 Cruise control modes
Dashboardimagey ~21.3 3 Functional Requirements
£1.31 3.1 Enabling cruise control
£1.3.2 3.2 Disabling cruise control
$£1.33 3.3 Activating cruise control
2134 3.4 Deactivating cruise control
£1.35 3.5 Target Speed Increment
0 21.36 3.6 Target speed decrement
4137 3.7 Successive Target Speed..
9 £1.38 3.8 Successive Target Speed...
3.2 - DisABUNG-CRUISE-CONTROLY| 2139 3.9 Adjusting Target Speed ...
Cruise-controlis-disabled when-one-or-more-of the-following-are-met:q £1.3.10  3.10 Resuming cruise control
* -+ Keypositionissettoany-other-positionthan-ON. 21.3.11  3.11 Throttle value calculation
* - Whenthevehicle-is-started -Cruise button is pushed while| trol- £1.3.12  3.12 Cruise Control SET Indi...
enabled-cractivated 14 4 Interface specification
= - Gearpositionis-not-Drived]
Dashboard-image
- L] L)

MATLAB EXPO 2018

Simulink Requirements Editor

- Properties

Index: 131

Custom ID: 3.1 Enabling cruise control

Summary: Enabling cruise control Cruise control is enabled when the following conditi...
References to crs_req.docx Description  Rationale

Overview This document describes a %
System overview 3.1 Enabling cruise control

System inputs

Cruise control buttons Five buttons are
Other inputs Current vehicle speed The
Cruise control mode indicator Two indi

Search

Summary

Cruise control is enabled when the following conditions are met:

Cruise control modes There are three T ' ‘ehicle speed is within the target speed range (40km/h - 100km/h),
Functional Requirements bieis
L / Pos s ON,
Enabling cruise control Cruise control i Key position iz O]
Disabling cruise control Cruise control 5 o .
. Giear position is Drive.
Activating cruise control Cruise control T p = *
Desictvating cnulse;contyol Crise cont . l'."ruisI button is pushed while the cruise control mode is disabled.
Target Speed Increment While the cru
Target speed decrement While the cru Dashboard image

Successive Target Speed Increment W
Successive Target Speed Decrement W
Adjusting Target Speed with Acceleratt
Resuming cruise control Cruise control
Throttle value calculation The cruise cc
Cruise Control SET Indicator Light Crui -
Interface specification Keywords:
* Revision information:
Show in document
* Links

emmll
Show in document

4\ MathWorks
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|
Requirements Perspective View of Model

"i crs_controller - Simulink
File Edit View Display Diagram Simulation Analysis Code Tools Help
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|
Requirements Perspective View of Model

Py crs_controller - Simulink

File Edt View Diply Diogram Simulation Analysis Code Tools Help
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Requirements Traceability

E High Level Reqgs

REQ 3.1 ENABLING CRUISE CONTROL

Derives

Low Level Req —
ENABLE SWITCH DETECTIUN

Cruise control is enabled

void CruiseControl_Req_step(void)

boolean_T AccelResSw_prev;
boolean_T CoastSetSw_prev;

rget speed’ incorporates:

* Block requirements for ‘<Rpots;
* 1. Resume Speed/Accelerate Button (MW CruiseControl#4)

t>/AccelRessw’:

* Block requirements for |'<Root>/Brake’

* 1. Vehicle Brake Input  fwiirestes

If the Enable switch is <

Implemented
By

reqMode.Cruise =

—

J 1

ik

i

‘Hie

Design Model

Generated Code

MATLAB EXPO 2018

Verified
By

4\ Test Manager

C = ] cot @ | >

iy Copy
Mew Open Save - elete Run Stop
- - ~ (R Paste - -
FILE | EDIT | RUN
Test Brow
Faill 1
[
~ =1 BallDetectionTe
~ [7] MNoise reductio
= Pass
v [£] Noise redug]
» [£] Noise redud]
- =] Green pixel def
v [£| Green pixcH
ntest o
» [£] Threshold t Untested
~ [ Ball data estin 0 1

Test Case
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|
Track Implementation and Verification Status

Requirements - crs_controller

View: |Requirements v | % g - ) & || & @ m c |E~ea|'|:h

A |h| crs_req_func_spec* = —

I'E'I 1 #1 Driver Switch Request Handling
viE 2 #19 Cruise Control Mode
= 21 #20 Disable Cruise Control system
=] 2.2 724 Operation mode determination
€
Ready ‘ « diagnostics
Implementation Status Verification Status
- Implemented Bl Passed
. - Failed
Justified
No Result
Missin .
J |:| Missing

MATLAB EXPO 2018
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Respond to Requirements Change

Implements |
=

Original Requirement

N .
If the switch is pressed and the counter reaches D0 —p bo‘émert(_‘é'gts) S
then it shall be recognized as a long press of the  itch. ount.
counter

Updated Requirement

If the switch is pressed and the counter reaches 75 = a.:-l |mp|EmE“tEd hy'

then it shall be recognized as a long press of the switch.

L} counter

Issue: Destination Changed.

MATLAB EXPO 2018
19



| Verify Design to Guidelines and Standards

Ready for code
generation?

Is the design
built right?

Too
complex?

Review and
static analysis

-y
PSRN

2 \
1

Simulink Models

Model used for ‘“’?“
Requirements SIEL production code S
q Specification : C/ C"'*‘E. A3 ‘f:
generation

Generated code

MATLAB EXPO 2018
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| Automated Static Analysis of the Design

- Check for blocks not €jce+

Anabyuis
Tdenty bikcks not supperted by code peneration or not recommended for C/C++
depioyment..

| (@ Code

Model Advisor Analysis

4\ MathWorks

Check the model for

production code

Readability and Semantics
Performance and Efficiency
Clones

And more......

Executable

RO Specification

Simulink Models

Model used for
production code
generation

il T R n"E‘ ]
In 4 '“EStam Bl el

[Frn spr nefgn %ﬁ 2%2;65%4%

CIC +§"’=strcst E;g, £

Generated code

MATLAB EXPO 2018
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Navigate to Problematic Blocks

& Madel Achviven © slcberme fombiy - o *

::.“;:;:mmm Jes ; Mmmw'ﬂ!m:":b::llllIlllllllllllllll.....
13 Hodein Sgnahand Paamets s Bises Y ‘;321., code generation o nct /s production code Ny ..

‘ Recommendation for C/C++ i
generation production code deployment
support

..../Intake Manifold/p0  Integrator Yesl.2 No RTVM
= (0.589 bar p0 = 0.589 bar
sldemo_fuelsys/Throttle Repeating Yes3 No
Command table (2 }{radfs}
emm p— > N (rad/sec)
Model Advisor Analysis -

Simulink Models

Model used for

. Executable » . s 2525am mysiagec s
PR roduction code - PR,
Requirements -' Specification il p ) C/C"';*Eé?‘%s Fy
generation

SOy e ]

Generated code

MATLAB EXPO 2018
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Gwdance Provided to Address Issues w/ Auto-Correct

Check for blocks not clee+
Anabysis

Idenbiy biccis not supported by code generation or not recommended for C/C++ production code
depioyment

fun This Check

Recommended Action

Although Embedded Coder supports these blocks, they are not recommended for C/C++
production code deployment. Review the support notes for these blocks and follow the
given advice.

Model Advisor Analysis h

Simulink Models

Model used for
production code
generation

Executable

RO Specification

iR TR v

T etec
rl Jhe tamp \n
nCFC W Es oot B

CIC+§"‘=$§ cs‘x 5 15}3

8

MATLAB EXPO 2018

Generated code
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|
Modeling Guidelines for High-Integrity Systems

= Leverage industry-best practices
and MathWorks tool expertise when
developing high-integrity systems

= Modeling Guidelines with
corresponding Model Advisor checks

= Mapped to the modeling standards
and guidelines objectives of industry
standards like ISO 26262 and
MISRA-C

MATLAB EXPO 2018

Simulink®

Modeling Guidelines for High-Integrity Systems

hisl_0007: Usage of For Iterator or While Iterator subsystems

1D: Title

hisl_0007: Usage of For or While 3

Description

To support unambiguous behavior, when using For Iterator Subsystem or
While Iterator Subsystem, avoid using sample time-dependent blocks, such as
integrators, filters, and transfer functions within the subsystems.

Rationale

Avoid ambiguous behavior from the subsystem.

Model Advisor
Checks

+ By Task > Modeling Standards for DO-178C/D0-331 > High-
Integrity Systems > Simulink > Check sample time-dependent
blocks

* By Task > Modeling Standards for IEC 61508 > High-Integrity
Systems > Simulink > Check sample time-dependent blocks

+ By Task > Modeling Standards for IEC 62304 > High-Integrity
Systems > Simulink > Check sample time-dependent blocks

*| By Task > Modeling Standards for ISO 26262 > High-Integrity
Systems > Simulink > Check sample time-dependent blocks

+ By Task > Modeling Standards for EN 50128 > High-Integrity
Systems > Simulink > Check sample time-dependent blocks

For check details, see Check sample time-dependent blocks.

References

» DO0-331, Section MB.6.3.1.e "High-level requirements conform to
standards’
D0-331, Section MB.6.3.2.e "Low-level requirements conform to standards
Sections MB.6.3.1.g and MB.6.3.2.g 'Algorithms are accurate
+ IEC 61508-3, Table A 3 (3) "‘Language subset’
IEC 61508-3, Table A 4 (3) "Defensive programming’
+ IEC 62304 5.5.3 - Suftwge Unit acceptance crite_ria
+ | 150 26262-6, Table 1 (1b) 'Use of language subsets*
IS0 26262-6, Table 1 (1d) 'Use of defensive implementation techniques®
+ EN 50128, Table A4 (11) 'Language Subset'
EN 50128, Table A.3 (1) 'Defensive Programming’
« MISRA C:2012, Rule 14.2
MISRA C:2012, Rule 16.4
MISRA C:2012, Dir 4.1

Last Changed

R2018b

http://www.mathworks.com/help/pdf doc/simulink/hi_guidelines.pdf

4\ MathWorks
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'Built in Checks for Industry Standards and Guideline

« DO-178/DO-331

MISRA C:2012

+ 1SO 26262 .
« |IEC 61508 .
« |IEC 62304 .
« EN 50128
Simulink Models
Executable Model used for

Requirements

MATLAB EXPO 2018

Specification

production code

generation

CERT C, CWE, ISO/IEC TS 17961

qu..m-{u_;’i‘@\“‘“.

s

7 Timest ‘
Hrn sprq ﬁ?gﬁ“%gﬁz%ﬁs%k
l + SEr sy, £
C ( : *ﬁsucst &, 2y
- 0, 4

substrisy’ y

Generated code
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S

MAAB (MathWorks Automotive Advisory Board)

JMAAB (Japan MATLAB Automotive Advisory Board)
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| i
Configure and Customize Static Analysis

v [m]

[@, My Custom Checks
@, My Company's Modeling Standards

& Check state machine type of Stateflow charts
ﬁ Check safety-related sclver settings for simulation time

D ~Check usage of Stateflow constructs

3 IC1 My Company's Metrics
) IC3) My Company's Guideline Checks
> |E| [El Modeling Standards for IEC 61508

Requirements -

Simulink Models

Executable
Specification

muyp

Model used for
production code
generation

e
L L TR -m?at‘“‘w

7 Timestan,
brn sprj "‘gﬂﬁg?iﬁz&“‘

CHanhs

ey
substrisy, o, 1%

MATLAB EXPO 2018

Generated code
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| Generate Reports for Reviews and Documentation

3 Modl Adviuex - tdamo fosbeys
File St Run Setings Highlighting Help
T D™ g MFSES

8] 8 Model Referencing
3 Modeling Physical Systerms

3 Modeling Single-Frecision Syt
[ &3 Modeling Standards for DO-178C/D0-331

L3l Modeling Standards for EN S0128
Gl Modeling Startaeds for JEC 61508
) ion management data
s and o report
unconnected cbjects
Gty Systerns
~ (8] @ Swank

| @ Check usage of lockup table Bocks
= i Check for Inconsistent vector indexing methods

[ i Check for blocks not recommended for C/C++ production code deployment
| (0 Check for variant blacks weh 'Gonesate preprocessar conditionals’ active
=] € Check for root Inports. with missing propesties

) “Check usage of Math Operations blocks.

) ~Check wsage of Signal Routing Biocks

1 *Check usage of Loght ind Bt Operstiorn blocks,
_1 ~Creck usage of Ports and Subsystems blocks
1) ~Check for rook inports with missing range definitions
L] *Check for rect Dutports with missing range definitions

1 C Configuration
162 faming

] L Requirements
] i Code

Model Advisor Analysis

C/C++ production code

Check for CjC++
Anaiysis.

Tdentty biccis code Qeneration of not
deployment.

#um This Check

Result: [y Warning

Mentify blocks mot supported by code generation of not recommended for C/C++

production code deployment.

The following blocks are not supported or not recommended for C/C++ production code

deployment:

nifiold pl

Recommended Action

Insegrator  Yesl. 2

yu Thiottle Repeating  Yes! No

table

Althosigh Embedied Coder suppons these blocks, they are not recomimendd for /0
productson code deployment. Review the suppart notes. for these blocks and follow the

given advice.

* Help Anply

4\ MathWorks

W s Buuerier Ml At et e sderres Sty 8 x
Waxtel Achisior Report fos e ey ¥ | BOE0
S M Loction e Demenvprimodeladvivor e Salrpuispon, 185 kil

Fiter ek Model Advisor Report - sidemo_fuelsys six

Simulink version: 8.1

Model version: 1.748
# © Passed

iy System: sidemo_fuelsys Current run: 11-Mar-2018 13:31:16
= > Treat as Referenced Model: ofl
# & Waming
@ [CINot Run Run Summary
Pass Fail W Not Run Total
G203 Qo &215 1196 614
Navigaion
= By Task
% 1 Code Generation Efficiency @3 @0 &3 _a
& Check optimization settings
Check for optimizations that can lead 1o jplimal code g and

0 canfigur
toring Boolean data (Dalaly

Model Advisor Reports

Use bitsa

el configuration parametirs

Simulink Models

Requirements

Executable
Specification

muyp

Model used for
production code

T S o
I timgstam SR T
[ SPrinctTRiETitaen

ER I
& oL T, e
[

generation

MATLAB EXPO 2018

Generated code
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|
Checks for Standards and Guidelines are often

Performed Late

Requirements

MATLAB EXPO 2018

Rework

| Static
Analysis

ir

Simulink Models

Executable

Specification

Model used for
production code

generation

Generated code

4\ MathWorks
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Shift Verification Earlier with Edit-Time Checking

» Highlight violations as you edit

 Fix issues earlier

Edit-Time
Checking

\Lal)

Simulink Models

}  Avoid rework

Model used for ‘“’?“
Requirements SIEL production code S
q Specification : C/ C"'*E o ‘f:
generation

Generated code

MATLAB EXPO 2018 2



| Find Compliance Issues while you Design

HO B 4O P « B | @[t

Brake —

impeller torque
L Ti
Ne L 2 » Ne - = Ti
gear |
Engine
——————————
Nout L output torque

‘hrottie

MATLAB EXPO 2018

engine RPM .
transmission .
gear transmission speed
>
shifflogic vehicle
speed
vehicle mph

4\ MathWorks
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Modeling Standards Checking with Simulink Check

METRIC

ME

& Mo
Met

Co|

% DASHDOARD
- @ P

‘:‘M—»‘.

g

[OFF
an:
engaged = false;
tspeed = 0;

-+
15

[CruiseOnOff]

o4

grouping.

[~CruiseOnOff]

£ oback d S ofChaske D dlinel D "l

\

Check safety-related diagnostic settings for data s
Check model object names

Check safety-related diagnostic settings for sampl
Check safety-related diagnostic settings for param
Check safety-related model referencing settings
Check for model elements that do not link to requi
Check usage of Logic and Bit Operations blocks

Check safety-related optimization settings for loop
threshold

Check assignment operations in Stateflow charts
Check usage of shift operations for Stateflow data
Check configuration parameters for MISRA C:2012
Check safety-related diagnostic settings for signal
Check for root Inports with missing properties

Check for blocks not recommended for C/C++ pro
deployment

Check safety-related solver settings for tasking an
time

Check safety-related diagnostic settings for Statef

Check safety-related diagnostic settings that appl
call connectivity

Check Stateflow charts for uniquely defined data ol

dvisor Report - CruiseControl_Check.slx

Model version: 1.455
System: CruiseCantrol_Check Current run: 09-Oct-2018 19:46:10
Treat as Referenced Model: off

Run Summary
Pass Fail Warning Not Run Total
@0 Qo A1 =0 1

& Check Stateflow charts for strong data typing

Identify expressions with variables and parameters of different data types in Stateflow objects.
The following expressions consist of variables and parameters of different datatypes

State or Transition

CruiseControl_Check/Compute target speed/OFF

tspeed = 0;

CruiseControl_Check/Compute target speed/CRUISE

&8& tspeed!=0

Recommended Action
Revisit expressions listed above to avoid operations with different data types.

50

Open results in Model Advisor

Static analysis of models against
a set of checks

Modeling Standards Checks
— MAAB Style Guidelines V3.0
— 1SO 26262
— MISRA C:2012

Additional Checks
— Model Metrics

— Tool Bug Reports (Cert Kit)
— Requirements Consistency

31
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| Assess Quality with Metrics Dashboard

METRICS DASHBOARD (2]
HevMmReference... 21K 16 Models 0 MATLAB LOC 0 ] ®
Created by: The MathWorks, Inc Revision: 1.395 Blocks 16 16 R ———
Collected on: 7/28/2017, 10:52:33 AM 1 Warnings Files Stateflow LOC ystem Interface . .
« Consolidated view
e cois .
of metrics
MODELING GUIDELINE COMPLIANCE ARCHITECTURE

e Size

f\ { L | e pE—— — — « Compliance
47.2% 70.5%

High Integrity MAAB o o g CO m p I eXIty

Model Complexity :i. . " ™ X ° Identify Where
| problem areas may

Blocks

High Integrity MAAB be
Model Advisor Check Issues Siateliowioe .
0 40
Code Analyzer Diagnostic MATLAB LOC ; 1
Warnings Wamnings

MATLAB EXPO 2018
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| Grid View for Metrics Analysis R2018a

sl K = Visualize Standards
Model Advisor standards check compliance for MAAB ) _ CheCk Compliance

Metric that counts the percentage of checks that passed for the MAAB Model Advisor standards check grouping.

[ Open results in Model Advisor | .
Checks — Find Issues

TP TR TPURRET TOPRRT B TR e e OO Lt Yo F e e e T e ] —-Idenﬁﬁy;xaﬂerns
SISINIST [STRISIS! [T POl | [ [ (SISl KU IS B I B IS | B PRSI | [T
— See hot spots

Legend:

B Red:  Fail

[ Orange: Warning
| Green: Pass
| Gray: Notrun

Components
IEGECEEEENCECEEIRTGEEEcaRaE

I R S
T T e
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Static Analysis for Detecting Design Errors

'4 SimulinkDesignVeriﬁerRestr Integer Overflow

4\ Simulin

S T ]
‘ Back to summary - Close | | Back to summary - Close results
| antipatternla/Sum antipatternla/Abs

Overflow VALID

Derived Ranges:
Outport [-128..127]

Overflow ERROR - View test case

Derived Ranges:
Outport 1/[-128..127]

boolean

Abs

Static
Analysis

,f—-\

Out1

threshold

Constant

A Y
\

e

e e i i S et e i |

4\ MathWorks

‘Accel °®

{tspeed = tspeed + incdec;}

> maxispeed]

Dead Logic

(5_ [tspeed
2
A

{tspeed = maxtspeed;}

O

"i Results: CruiseControl

- m] X
~ @
Back to summary
Transition “[hasChangedTo... (AccelResS..." from “Accel” to "Steady”
Decision Objectives
trigger expression true  Active Logic - needs - View test case
simulation
trigger expression false  Active Logic - needs = View test case
simulation
Condition Objectives
“hasChangedTo... Active Logic - needs - View test case
(AccelResSw, false)” true simulation
“hasChangedTo... Active Logic - needs - View test case
(AccelResSw, false)” false simulation
“tspeed > maxtspeed” true  Dead Logic
“tspeed > maxtspeed” false  Active Logic - needs - View test case
simulation

[hasChangedTo
(AccelResSw, false) ...
|| tspeed > maxispeed]

.hasChangedTo
(CoastSetSw,true))

[hasChangedTo...

T ¥ L

Simulink Models

Executable

RO Specification

Model used for
production code

generation

il T

7, imest 5
Spri ntf( %n“d %zkdh)

CH#o™

substrisy

Find run-time design errors

MATLAB EXPO 2018

Generated code

Generates a test case to reproduce the issue for debugging

(CoastSelSw, false) ||
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| Functional Testing

Does the
design meet
requirements?

Is it functioning
correctly?

Is it completely
tested?

Component and
System Level Testing

|
“ -~ ~y
'l' N, Sso
A
' 2 \‘ Simulink Models ‘\
E tabl Model used for T
Requirements xecutan’e production code C/Cii.éﬁt g8 ;--

Specification . mestrai § )
generation X

Generated code
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| Systematic Functional Testing

Test Case
.'. Test Harness: bassc_inport_outport - Simulnk L=l@ ﬁ
Inputs ;me Edit View Display Diagram Simulation Analysic Code Tools Help
(=-8 He-EB-240Pp = FH-» (Hormo 2| @ -|dh -
- I hasic_inpart_outport
‘ & [ basic_inport_outport b -
! i o (|
= 4]
MAT file (input) ; .............. |
Signal 1 o e :
..... L i
Signal Builder
: R Test Harness .
Ready oded
; :
24
3
Test Sequence oo =
and more! 2
R2017b . IS e L

N

-

[ (= .
| E enie "
e T
e
x Dauble-click fo H
open the GUI
.........
linput manewver

Excel file (input)

MATLAB EXPO 2018

Main Model

4\ MathWorks

Assessments

4

MAT file (baseline)

v function customCriteria
» Perform custom criteria

1 test.verifyThat(test.sl

MATLAB Unit Test

1

9 Inpat /
3

Test Assessment

and more!

= R201/b

Excel file (baseline)
-

36



est Execution and Results Analysis

-

A\ Test Manager

» Ganeral Parforma

» [ Funcbonal and Ry

4 Signat

osts

line samples

[5] Slow Accel

» [ ExameMBasslinnTessng

RESULTE RESTUACEE
BA sanPage Slow AccHl

Slow Accel

.« SlowhcalnaselineCracipeint] mat

4\ MathWorks

MATLAB EXPO 2018

4\ Test Manager

VISUALIZE FORMAT

ciesr it | G, £ [T§] | Data cursors Higniiont
- - in Hodel

EDIT ‘zoou & PAN ‘ MEASURE & TRACE

4 Results : 2015-Jan-12 17:35:31
4[7) Signal Builder Baseline examples

Slow Accel

- D Fast Accel
4 ﬂu Baseline Criteria Result

(@ gear
() throttle —
() vehicle speed —
» P Sim Output (sf_car : normal)
» E| Decel

b
Send to Figurs.
_SHeRE
7
2@ 10
2@ 10
(-]
o
[x]
o
o
[x]
@

Name

Status

Absolute Tolerance
Relative Tolerance
Block Path

[2] gear
o

o
0.00%
SigBdriven/shift_logic

[} StartPage  x  [5] SlowAccel % [ Comparison %

Baseline

= Compare TO

fourth

third

second

first

Hone:

(] 2 4 L} 8 10 12 14

== Tolerance

16 18 20

= Difference

0s

24
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| Coverage Analysis to Measure Test Completeness

Simulink

|dentify testing gaps

»u2D " N -
T(u) > PE T
— plu i s | . . .
: « Missing requirements
enaine i 1 femeall
________________________________________
L Stateflow
H— —1 | . . .
2/
, ) * Unintended Functionality
DOWN DOWN @ Vich ¢ 0
_________________________________________ wwcns GENETAted Code | gpap
L L % .‘g Location: i/slkcov_output/shmvdemo_counter/slvnvdemo_counter_slny
g Con car o PR, Sl lakeE” D 1 E
_ S— « Design Errors
| « Switch: sho citch =
—21 1 [Transition "UP" from "third - * fapert: 'sHoocd/ dper’
E|
© | |UP was never true.
Decisions analyzed: Summa ry
| ' Coverage Reports
[speed < up_th] false 51/51 Model Hierarchy/Complexin: Testl .
true 051 Decision Condition MCDC Execution 2‘1‘:::_1 ?::'r".u
= verflow
s 1. gldemo _fuelsys 50 4% = it T4 ® o0t o 10% = 50%  —
Conditions analyzed A - N — %%,
Description: True | False 3 67% emmme XA XA 100% XA 50% e
slunvdems_counter_U.upper >= reb_input | 51 0 1 100% ee— WA NA A NA NA
et s1 | o ¥A ¥a ¥A 100% sem—NA NA
== = 10 73% e NA NA 100% oo 50% - S0% -
MC/DC analysis (combinations in parentheses did not occur) R b b . b e
S True False 2 100% e A NA NA NA NA
nnnnnnnnn tcomes: R
6 §3% N4 NA 100% o— 0% —— (% m—
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| Test Case Generation for Functional Testing

Test Objective : :
) / . = Specify functional test
O = B 4\ A objectives
raw (1] debounced — Define custom objectives that signals
febounce Jin O must satisfy in test cases
Masked Objective
Test Condition 5 Specjf_y functional test
conditions
— Define constraints on signal values to
constrain test generator
true
< Edge
- 1 ﬁw) <«— Test Objective

MATLAB EXPO 2018
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| Prove Design Meets Requirements

= Prove design properties using formal
speed .
speed
i - requirement models
throttle
st - Model functional and safety requirements
T O - Generates counter example for analysis and
T debuggin
Safety Properties gg g
Simulink Models
Model used for T
Requirements SCRUEE roduction code AT Ty |
au Specification P : CIC+%:0 5y
generation 0
Generated code
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| Static Code Analysis

Is integrated |s interface between

Is the code code free of generated and other
compliant run-time code fully tested?
to MISRA? errors?

Simulink Models

Model used for
production code
generation I

Executable
Specification

Requirements

strige’ 3" 54
L HAEER

—-— e s o o o o o o e o

Generated Code is integrated

MATLAB EXPO 2018 with Hand Code 1
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| Static Code Analysis with Polyspace

= Code metrics and standards
— Comment density, cyclomatic complexity,...
— MISRA and Cybersecurity standards
— Support for DO-178, ISO 26262, ....

= Bug finding and code proving
— Check data and control flow of software
— Detect bugs and security vulnerabilities
— Prove absence of runtime errors

MATLAB EXPO 2018

Green: reliable

safe pointer access \

Red: faulty

out of bounds error

Gray: dead

unreachable code \

Yrar oy Y-
Jrange. unproven
: i s0me

onditions

Purple: violation
MISRA-C/C++ or JSF++

4\ MathWorks

int array[100];
int *p = array;

Inkt: i

static void pointer arithmetic (void) {

\for (i=0; i< 100; i++) {
fie G &

code rules

Range data

5() > 0) {

}
if (get bus statu
if (get oil pressure() > 0) {
*n = 5;
}
}

i = get bus status();
if (i >= 0) {
(e - 1V =10

variable 1" (int32): [0 .. 99]
assignment of 1" (int32): [1 .. 100]

tool tip

Results from Polyspace Code Prover
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‘Equivalence Testing

Requirements

MATLAB EXPO 2018

|s the code
functionally
equivalent to
model?

4\ MathWorks

Equivalence

Testing
,’¢ ‘\\ Equivalence
V \' Checking

Simulink Models

Executable
Specification

Model used for
production code

generation

’

RO iy R vt

"7 timest
Hrn spreq ﬁ??ﬂﬁgv%ﬁs%k
l + Strise, (:, £
(: ‘ &%str(st. 8,
substrist, o ‘Pl

Generated code

Is all the
code tested?
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| Equivalence Testing

= Software in the Loop (SIL)
— Show functional equivalence, model to code
— Execute on desktop / laptop computer

= Processor in the Loop (PIL)
— Numerical equivalence, model to target code coverage
— Execute on target board

4\ MathWorks

= Re-use tests developed for model to test code

= Check for equivalent outputs model to code

= Collect code coverage, compare to model

Requirements

-~ ~
Ce -y
/ - S
vV ¥ .
\
Simulink Models SIL Desktop
Executable B0 R R T Computer
Y roduction code ClC+ s
Specification P ) C/C+%: %Y

generation :

MATLAB EXPO 2018
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| Qualify tools with IEC Certification Kit and
DO Qualification Kit

= Qualify code generation and verification tools

= Includes documentation, test cases and procedures

KOSTAL Asia R&D Center Receives ISO 26262 BAE Systems Delivers DO-178B Level A Flight

ASIL D Certification for Automotive Software Software on Schedule with Model-Based Design
Developed with Model-Based Design

Kostal's electronic steering column lock module. Primary flight control computers from BAE Systems.

MATLAB EXPO 2018
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| Lear Delivers Quality Body Control Electronics
Faster Using Model-Based Design

Challenge
Design, verify, and implement high-quality automotive
body control electronics

Solution

Use Model-Based Design to enable early and
continuous verification via simulation, SIL, and HIL
testing

Results

= Requirements validated early. Over 95% of
issues fixed before implementation, versus 30%
previously

= Development time cut by 40%. 700,000 lines of
code generated and test cases reused
throughout the development cycle

= Zero warranty issues reported

MATLAB EXPO 2018 Link to user story

Lear automotive body electronic control
unit.

“We adopted Model-Based Design not only to deliver better-
quality systems faster, but because we believe it is a smart
choice. Recently we won a project that several of our
competitors declined to bid on because of its tight time
constraints. Using Model-Based Design, we met the original

delivery date with no problem."
- Jason Bauman, Lear Corporation
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| Customer References and Applications

Airbus Helicopters Accelerates Development of DO-178B Certified Software
with Model-Based Design

Software testing time cut by two-thirds

LS Automotive Reduces Development Time for Automotive Component
Software with Model-Based Design

Specification errors detected early

Continental Develops Electronically Controlled Air Suspension for Heavy-
Duty Trucks

Verification time cut by up to 50 percent

More User Stories: www.mathworks.com/company/user stories.html
MATLAB EXPO 2018
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| Summary

1. Author and manage requirements within Simulink
2. Find defects earlier
3. Automate static and dynamic verification

4. Reference workflow that conforms to safety standards

Component Review and Equivalence
and system _ static analysis testing
. -—— LR -—y
testlng ,’¢ ~~\ ,,—-~\ ’—‘—— ] ~-~~~
’ \ "2 \ »” _==o_ Equivalence SS
V4 \ 1 Cd ,’ ~ . ~
/ . Vl ’ N checking N
\4 Simulink Models v \ !
Executable Model used for T
Requirements P roduction code o ol - RECHERS
q Specification P . C/C+&:0 0
generation L

Generated code
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|
Learn More

Visit MathWorks Verification, Validation and Test Solution Page:
mathworks.com/solutions/verification-validation.html

‘\ MathWorks Froducls Solullons Academi  Support  Communily  Events

Verification, Validation, and Test

Verify and validate embedded systems
using Model-Based Design

MATLAB EXPO 2018

4\ MathWorks
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Thank You!
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