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Do Polyspace Bug Finder & Code Prover!
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Do Polyspace as You Code!

MATLAB EXPPO

Review Guidelines Violations in your Visual Studio, Visual Studio Code, and Eclipse
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Do Polyspace as You Code!

example.c L] sectestc &3 - O EE Outline &2 [E] Task List (@) Build Targets - O Th|S can be
. B SIS T

5 #define BUFF_SIZE 128 o g - z WX hacked...
6 - 4@ stdioh

7 M string.h

8= int secure print(char *str) { M iostream O

9 char dst[BUFF_SIZE]; = # BUFF_SIZE

10 int r = ©; @ secure_print(char®) : int

o)
@ -
12 if (sprintf(dst, "%s", str) == 1) {
13 ro+=1;
14 dst[BUFF SIZE-1] = '\@'; ‘n‘

' Result Details 5% T WRe [Ble. ma. Bec. . Weo.o & O | diat

L5 [ |Variable trace sectest.c A mmediate

= Result Review Risk feed baCk
Status  |Unreviewed Enter comment here... These functions can cause buffer overflow, which attackers can & |e arn | N
Severity Unset g

=
=
0

0

use to infiltrate your program.

0 Use of dangerous standard function (Impact: Low) @

Using 'sprintf' can cause the destination buffer to overflow. Fix /-\ WE
The output length depends on unknown values that 'sprintf' cannot control. )
P 2 Pe P The fix depends on the root cause of the defect. Often the result CERT '

Event o File  Scope Line details show a sequence of events that led to the defect. You
M Take the address of variable dst sectest.c secure_print() 12 can implement the fix on any event in the sequence. If the result
details do not show the event history, you can trace back using

Use of dangerous standard function sectest.c File Scope 12




Do Polyspace as You Code!

) File Edit Selection View

POLYSPAC

~ QUALITY MONITORING

b

\/ RESULT DETAILS

~ Missing reset of freed pointer
common.c [344, 8]
After free(), local variable 'c...
Defect:MISSING_FREED_PT...
= Traceback

K4

>

~ BASELINE
[E] Mode: Show local findings o...

“ CONFIGURATION
=l Build setting: Get from build ...
v
=] Build command: C\Workspa...
=] Checkers file: Pa¥C_Checkers...
[E Other Analysis Options file: P...

¥ accepted/tizen_common* <

Run

®@50A 0

Terminal Help

ommon.c

common.c
if (!(fname_str = malloc(fname_len)))
goto make_failed;
sprintf(fname_str, "%s¥%s", dir,
*fname_ret = fname_str;

®
free(lcpyls

344
common.c 1

Missing reset of freed pointer

L

#ifdef |
name = mktemp(fname_str);
*fname_ret = name;
if ((fd = fopen(fname_str, W_C
goto make_failed;
#else
if ((fd = mkstemp(fname_str)) == -1)
goto make_failed;
#endif

L)) ==

PROBLEMS 50

v common.c (50

Use of a forbidden function p
Use of a forbidden function p
Use of a forbidden function p
Use of a forbidden function p
Use of a forbidden function
Use of a forbidden function p
Use of a forbidden function
Use of a forbidden function

[OLx50

common.c - dos2unix - Visual Studio Code

Ln 344, Col 8 Spaces: 2
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Do Polyspace Bug Finder & Code Prover!
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Do Polyspace Bug Finder from Simulink!

Y Palyspace R2020b - palyspace_controller_demao C:\Waorkspace\MATLAB Waorkspace DemoPolyspaceSimpleMdlresults_palyspace_controller_demolpolyspace_controller_dema - o x

File Reporting Access Tools ‘Window Help
% 4 [F] [» run Code Prover ~ @ stop ||

K4 Re: e 3
Al resuits v TNew [Ev <@ showing 201/201 + | | € | =5 g M| & = polyspace_contreler_demo.c / polyspace_controler_demeo_enter_internal _entry()
Famiy & Information « File Result Review
Rur-time Check 26417 Qut of bounds array index (&
B-Red Check 2 ‘Warning: array index may be outside bounds : [0..99] g Stateflow (chart) polyspace_cantraller_dema/synch_and_asynch_manitoring - Simulink - [m] x
-llegaly dereferenced pointer 1 array size: 100 0 POLYSPACE
@-0ut of bounds array index 1 graylindedvalied ROP ]
Analyze Code fram > Copy Annotation
Gray Check B © 5 - 2
g Code  Setings  PoMSRace_contrler demo ¥ e Analysis Open Access Remowe B o Paste Annatation
& | |polyspace_controller_demo.c x| b E Prover v = Code Generated as Top Model + fnalysis | Resuts  Earlier.., Highlighti | Delete nnotation
i -~ MODE PREPARE AN ALYZE REMEW RESULTS BLOCKS ry
) ) <« 4F  polyspace_controlier_demo synch_and_asynch_manitoring % z
/x Qutport: ' <Foot>/FaultTable' =/ @ |Falpolyspace controlier demo » F3synch_and_asynch_ manitoring I/ELS'EH: condition? %
Green Check ) m po lyspace_contral ler_demo_Y .FaultT 0, @ BosaGuiiSpasd El 5F action3 %
Global Variable 1 rint Source Code: polyspace_controller_demo.c ) b
<
et shared ! /% Qutpart: '<Root>/Max Pressure' =/ earchFor "i" in Current Source File Cirl+F = entry l\P
polyspace_control le r,demO,v-MaKP[Q§§E!ﬁE EASN arch For "i" in All Source Files o
Sect Results At This Location (Ctrl+Click) “ £ Compute the prassure threshold *
Lo ' ' Sefych For All References
/« Transition: '«<54>:73"' «/ = i = index;
& 2 & Go To Definition @] <tmax/K
o Project Browser |[E]Results List [ Dashboard | [¥i Source | Bl Output Summary | ElRun Log| o Graph| Go WLine Culsl ” 1 [i<{masdKmax)]
*& GoTo Model = o
*& Annotate Block o [i<max]
2% Show Call Graph 14"?
) ® 12 }-
L open Editor i=0;
=] FaultTablefi] = 7;
Add Pre-Justification To Clipboard Press{ireThd = 0
}
¥ Expand All Macros
< Collapse All Macros
Create Duplicate Code \Window
S I f | f - ‘MonitoringStrategy
. eamless workflow for gene rated code review ST
[
[race back from code to model at once Cmm——
G
. . . . . &
— Easy conflguratlon for static anaIyS|s with less effort > |8 :
Ready 131% FixedstepDiscrete

— Simple annotation for Simulink blocks to justify issues



Do Polyspace Bug Finder from Simulink!
Use the Existing Configurations for HMC Secure Coding Guidelines

> SecureCodingStandardsViolation * - Simulink
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Do Polyspace Server & Access in Continuous Integration!
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Do Polyspace Server & Access in Continuous Integration!
Submitting source code, Automatic Analysis and Collaborative Review

Execute shell —
?
Command

# Change directory
cd dosZunix

# Create a project automatically
make clean ) )
polyspace-configure -prog dosZunix_on_linux -author jenkins -allow-build-error -allow-overwrite —output-options-file OptionsFromBuild.opts make

# Run Bug Finder Analysis
polyspace-bug-finder-server -options—file ./OptionsFromBuild.opts -options-file ../../../ConmonOpt i ons/HMCSecureCodingForC_R2022a.opts -results—dir ./BF_Result

See the list of available environment variables

" Execute shell
?

Command

# Change directory
cd dosZunix

# Upload results on Polyspace Access
ps_helper_access -create-project /Tean/dosZunix
ps_helper_access -upload ./BF_Result -parent-project /Team/dos2unix -project dosZunix_on_linux —o uploadBF.output —

# Assign owners if there is no owner ) ) ) )
$ps_helper_access -set-unassigned-findings "Tean/dos2unix/dosZunix_on_l inuwx" -owner garyryu -source-contains common

See the list of available environment variables




Do Polyspace Server & Access in Continuous Integration!

[im] dos2unix_on linux - Polyspace

A oHEsiA g8E

G m

DASHBOARD

hitps

access.polyspace.ga

Current| ID 127 - Labels 1.0 -... | * | for EI QI
\:E| Project Code  SEICERTC  Quality Layout Open in Desktop  Review
Overview Metries QObjectives -
RUN DASHEOARDS ENVIROMMENT REVIEW

Project Explorer Project Qverview
Filter
» T3 public EI Summary dos2unix_on_linux
~ '3 Team

» 3 DemeCode Open Results 5Q0 for HMC Secure C Coding in R2022a o Code Metrics @

» 31 DemoGenCode

~ 3 dos2unix

. - — 292 xes 0 0 = 2,582
dos2unix_on_linux = — = N
o = == 5 Open ) MNew L Sub Projects —  Uncommented
los2unix_on_windows
40%
0
@
e 43 o 249 b4 31 y’ $QO-1 [ 4 <
M s gned To Me L= Unassigned Remaining Threshold Files

Project Details
Project
Name dos2unix_on_linux
Author jenkins
Language C
Tools Bug Finder
Coding Standards SE| CERT C
Number of Runs 22

Run (ID 127)

Upload Date 4/23/22, 10:05 AM
Labels | 1.0

& .

Support Report
4

b

Defects m Coding Standards
® To Do 230 ® To Do
@ In Progress 1 @ In Progress
89 Done 21 24 Done
Density Density
o 231 s 0 « 61 -
Open New Open
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Qpen findings over time
-o-o,
150
50
: BE

New
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