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JVN.JP: Japan Vulnerability Notes
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https://jvn.jp/
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A ( ‘ JVN Japan Vulnerability Notes

(D) Ry hT—O XTI ADEH S £(20200112)

HEIA S

JVNVU#98542645:

JVN#50890770:

JVNVU#92184689:

JVNVU#92773731:

JVNVU#99081767:
JVNVU#93330893:

JVNTA#98870234:

JVNVU#98069467:
JVNVU#96372881:

JVN#88315581:

JVNTA#95473801:

JVNVU#96514651:
JVNVU#99606488:
JVNVU#90099158:

InterScan Web Security > —X @ ICEEOIESFEME [2020/08/25
14:00]

Apache Struts 2 Ic U —EZERIEE (DoS) DiESHE [2020/08/25
12:00]

Apache HTTP Web Server 2.4 IC& 1} 2 EHOMHBEICHTZ7 v 7T
— bk [2020/08/24 16:30]

Diebold Nixdorf ProCash 2100xe USB ATM IC & |F 3 BES{LDRIAIC
B9 35 [2020/08/24 15:00]

NCR SelfServ ATM BNA I£& 7 288D [2020/08/24 15:00]
NCR SelfServ ATM £ & F 2 EH DI85  [2020/08/24 15:00]

EEAORY MIBADY 7 Y 2 7Y RATLIE T ZHE
[2020/08/21 18:45]

ISC BIND 9 [cE¥ D% [2020/08/21 17:15]

Philips 8 SureSigns VS4 IZ& 1 28 OMHEME [2020/08/21
17:15]

Exment &I 3EHEO I/ OV NRI Y FT7 14 VT DIfs5H
[2020/08/21 12:00]

==& b330 59—~y REOBENREERY N T—JILE T 2ER
RAVWODEEFEM [2020/08/20 16:30]

Siemens HF@ICEHOETME [2020/08/13 15:30]
Intel R ICEBOMEFE [2020/08/13 11:00]

Schneider Electric # APC Easy UPS On-Line Software [c/XZ k Z/¢
—+ ILMEEERME [2020/02/12 17-001

Copyright ©2020 JPCERT/CC Al rights reserved.

- ( ( JVN iPedia RE{HHMINET—5~—2

SEMAAK | JVN iPedia English Version

JVN iPedialc &5 2%
sk S XLt

CAAENTLEHE

BHENERRT — 5 N—2RFR

[

IS

BH5E

B7YT—hesHhEEn
IPABARLTVWEY —LPENOREM LD, ZYIr—hecBEhEBBVWRLET,
TRYYIDOZYT—hT7a—LEDSEELLS W,

FoT—h74=L@FZE5

JVN iPediaTEHEEIhTWB EHHE

£E5HHAR : 2020/08/16 - 2020/08/22
1. JVNDB-2020-007506
TNGINX Controller 8327 0XYA MNUITRRT74—Y U DHEEHE,

2. JVNDB-2020-007553
frails KEFZIARYA MIIIARTA—T ) OESHEME

3. JUNDB-2020-007552
THelpdesk [£# 7 /\— K1 — R f

JPCERT CC’



https://jvn.jp/
http://jvndb.jvn.jp/index.html

MessIE S EF17I—51 >IN

CCFRTEHAEm))—ARICHEIENER SN
ImE DR (BEXID)

THETEBMREEZI/EDIAFTIRNTIEUL)...

a7 7aA—574>7

8 ‘ Copyright ©2020 JPCERT/CC Al rights reserved.




3 o L=

RmAFEDOHIRAEED SiEssENtZERING

WEssIE  HEsEiE il

ipEEfs

;
3
.
3
!

- - ‘
a1 Z?*f{ > TFa2773 || MEEsHARE || MEEs XTI
BHET > —F4>0 | o7z
UZOTEIA ~

9 | Copyright©2020 JPCERT/CC All rights reserved.

EpENNCOMPUIEIAETETGENCY AR ESPONSEN EMEO0Id i nati




RmAFEDOHIRAEED SiEssENtZERING

a{(i UHhsttFxa1Ur~+ J
o

TFITTHA> TFI17 || REMERE || MRESSIEE
BRETYU D e 20/
DRDOTECAAZ

d722
10 ‘ Copyright ©2020 JPCERT/CC All rights reserved. Jaigzln) Gogrlguise Epdreanay Hasgansa Tozun Ceoo o RETe]




¥+ 735+ >V DEE LRI

IBfE T S
- BeS9 eI ICDEEE
BRSSEDIRE EIRDA—F« 2T )\HF—2"HD

Xik9 D

BB ERD -T2\ G-, TF1T7R
d—krzEL

A— RO EF2 7 THDIT L =R T D

11 ‘ Copyright ©2020 JPCERT/CC Al rights reserved. JERENNCO NP UtEEMETGENCY MRESPONSENE AT N EO0IG




X1 7I1—F1>20%HHITD

https://cwe.mitre.org/top25/archive/2020/2020 cwe top25.html

Common Weakness Enumeration Dangerous
- AC ity-Developed List of Hardware Weakness Types Software

Weaknesses

Home > CWE Top 25 > 2020 1D Lookup: [ ©

2020 CWE Top 25 Most Dangerous Software Weaknesses

Top 25 Analysis Methodology Scoring Metrics On the Cusp Limitations Remapping

Introduction

The 2020 Common Weakness Enumeration (CWE™) Top 25 Most Dangerous Software Weaknesses (CWE Top 25) is a
demonstrative list of the most common and impactful issues experienced over the previous two calendar years. These
weaknesses are dangerous because they are often easy to find, exploit, and can allow adversaries to completely take over
a system, steal data, or prevent an application from working. The CWE Top 25 is a valuable community resource that can
help developers, testers, and users — as well as project managers, security researchers, and educators — provide insight
into the most severe and current security weaknesses.

To create the 2020 list, the CWE Team leveraged Common Vulnerabilities and Exposures (CVE®) data found within the
National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD), as well as the Common

weakness based on prevalence and severity.
The CWE Top 25

Below is a brief listing of the weaknesses in the 2020 CWE Top 25, including the overall score of each.

Rank ID Name Score
[1] |[CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 46.82
[2] ||CWE-787 |Out-of-bounds Write 46.17
[3] |[CWE-20 Improper Input Validation 33.47
[4] |[CWE-125 |[Out-of-bounds Read 26.50
[5] |[CWE-119 [Improper Restriction of Operations within the Bounds of a Memory Buffer 23.73
[6] |[CWE-89 Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') 20.69
[71 [CWE-200 | [Exposure of Sensitive Information to an Unauthorized Actor 19.16

12 ‘ Copyright ©2020 JPCERT/CC All rights reserved. Jeiozin) Gaglgtise Spldrganay Hasgganss Tzl Goore mation@gifé‘r J PCERT CC &
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To create the 2020 list, the CWE Team leve
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Below is a brief listing of the weaknesses in

Rank ID

[1] |[CWE-79 Improper Neutralizatio|
[2] ||CWE-787 ||Out-of-bounds Write
[3] |[CWE-20 Improper Input Valida
[4] |[CWE-125 ||Out-of-bounds Read
[5] ||CWE-119 |Improper Restriction o
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[71 [CWE-200 [[Exposure of Sensitive

https://owasp.org/www-project-top-ten/

—

)ownsp,

OWASP Top Ten

{ Main H Translation Efforts H Sponsors H Data 2020 l

The OWASP Top 10 is a standard awareness document for developers and
web application security. It represents a broad consensus about the most
critical security risks to web applications.

Globally recognized by developers as
the first step towards more secure
coding.

Companies should adopt this document and start the process of ensuring
that their web applications minimize these risks. Using the OWASP Top 10 is
perhaps the most effective first step towards changing the software
development culture within your organization into one that produces more
secure code.

Top 10 Web Application Security Risks

1. Injection. Injection flaws, such as SQL, NoSQL, OS, and LDAP
injection, occur when untrusted data is sent to an interpreter as part of a

® Watch 70 Yy Star | 215

The OWASP® Foundation
works to improve the
security of software through
its community-led open
source software projects,
hundreds of chapters
worldwide, tens of
thousands of members,
and by hosting local and
global conferences.

Project Information
F Flagship Project
E Documentation

& Builder

© Defender

Current Version (2017)

Downloads or Social
Links

Download
Other languages — tab
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To create the 2020 list, the CWE Team level
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Below is a brief listing of the weaknesses in

Rank ID

[1] |[CWE-79 Improper Neutralizatio|

[2] ||CWE-787 ||Out-of-bounds Write

[3] |[CWE-20 Improper Input Valida

[4] ||CWE-125 |Out-of-bounds Read

[5] ||CWE-119 |Improper Restriction o

[6] |[CWE-89 Improper Neutralizatiol

[71 [CWE-200 [[Exposure of Sensitive
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OWASP Top Ten

{ Main H Translation Efforts H Sponsors ” Da

The OWASP Top 10 is a standard awareness
web application security. It represents a broag
critical security risks to web applications.

Globally recognized by
the first step toward

Companies should adopt this document and s
that their web applications minimize these risK
perhaps the most effective first step towards d
development culture within your organization
secure code.

Top 10 Web Application Sect

1. Injection. Injection flaws, such as SQL,
injection, occur when untrusted data is s

@@owasp

OWASP Application Security Verification
Standard

[ Main ” News and Events H Acknowledgements H Glossary H ASVS Users ‘
() Stars ASVS 987 W Follow 717

What is the ASVS?

The OWASP Application Security Verification Standard (ASVS) Project
provides a basis for testing web application technical security controls and
also provides developers with a list of requirements for secure development.

The primary aim of the OWASP Application Security Verification Standard
(ASVS) Project is to normalize the range in the coverage and level of rigor
available in the market when it comes to performing Web application security
verification using a commercially-workable open standard. The standard
provides a basis for testing application technical security controls, as well as
any technical security controls in the environment, that are relied on to
protect against vulnerabilities such as Cross-Site Scripting (XSS) and SQL
injection. This standard can be used to establish a level of confidence in the
security of Web applications. The requirements were developed with the
following objectives in mind:

«_Use as a metric - Provide application developers and application

Copyright ©2020 JPCERT/CC All rights reserved.
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The OWASP® Foundation
works to improve the
security of software
through its community-led
open source software
projects, hundreds of
chapters worldwide, tens of
thousands of members,
and by hosting local and
global conferences.

Source in GitHub
Stable Release 4.0.1
“Bleeding Edge” version
Downloads (ASVS
4.0.1)

English PDF
Enaglich \Ward
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https://www.misra.org.uk/

MISRA C:2012 Amendme

Updates for ISO/IEC 9899:2011
Core functionality
February 2020

SEC BOOKS | (==~

https://www.ipa.go.jp/sec/publish/tn18-004.html https://wiki.sei.cmu.edu/

Ay 7O TP KA
A—FaO€EHA R
[CE%EHR]
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SEl CERT
C Coding Standard

Rules for Developing Safe, Reliable, and Secure Systems

2016 Edition

IPA
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OpenSSL Security Advisory [21 April 2020]
(https://www.openssl.org/news/secadv/20200421 .txt) O e n SS L

@)

ryptography and SSL/TLS Toolkit

Segmentation fault in SSL_check chain (CVE-2020-1967)

This issue was found by Bernd Edlinger and reported to OpenSSL on 7th April 2020.
It was found using the new static analysis pass being implemented in GCC, -fanalyzer.

£2&: Static analysis in GCC 10

(https://developers.redhat.com/blog/2020/03/26/static-analysis-in-gcc-10/)

17 ‘ Copyright ©2020 JPCERT/CC Al rights reserved. J AP aNNCO M PUtEREMErGENCYARESPOHSENEAMNEOOIG
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https://clang-analyzer.llvm.org/

Clang Static Analyzer ano r—
» b Example.m:24:1 ¢ 1 foo) ¢
2. Object allocated on line 13 is no longer referenced after this|
}

The Clang Static Analyzer is a source code analysis tool that finds
void foolint x, in

. . " . ty) {
bugs in C, C++, and Objective-C programs. 3 id obj = [[NSstring alloc] initl;
pwiten (x] { T Method returns an Objective-C of

Currently it can be run either from the command line or if you use | | [obi, reteasels
macOS then within Xcode. When invoked from the command line, 9
it is intended to be run in tandem with a build of a codebase.

[obj autoreleasel;

The analyzer is 100% open source and is part of the Clang

https://gcc.gnu.org/wiki/DavidMalcolm/StaticAnalyzer

Static Analyzer project

Status

Initial implementation is on gcc "master” branch for GCC 10.

Only C is supported for GCC 10 (I hope to eventually support C++, but it is out-of-scope for this
rel )

project. Like the rest of Clang, the analyzer is implemented as a
C++ library that can be used by other tools and applications.

Viewing static analyzer res

Download ano

2 | void foo(int x, int y) {
1| id obj = [INSString alloc) init]:

1 Method returns an Objective-C abject with a +1 retain cof

Mac OS X 1| switeh () (
« Latest build (10.8+): 9 criomntome it i8]
1 case ®
« Release notes 3 fob] release]:
,/
« This build can be used both from the command line and from - case 1
his s 17 [obj autorelease]
within Xcode » break
« Installation and usage () C L O )

n default
2 break:
n| )

u |y

4 Object alocated on fine 13 8 o langer referenced atter ths pont ar

Other Platforms

For other platforms, please follow the instructions for building_the
analyzer from source code. Viewing static analyzer results

What is Static Analysis?

The term "static analysis" is conflated, but here we use it to mean a collection of algorithms and techniques usg
order to automatically find bugs. The idea is similar in spirit to compiler warnings (which can be useful for find

take that idea a step further and find bugs that are traditionally found using run-time debugging techniques sy

Internal documentation: @ prebuilt HTML

Git branch with some additional material: @ devel/analyzer (though this is now a long way behind
"master" in other areas)

Bugs filed against "analyzer" component

e @open bugs

o @all bugs (including closed)

e @closed bugs

e @chart

« @ tracker bug for reintroducing -Wanalyzer-use-of-uninitialized-value

History

* 2020-08-13: @ Major rewrite of how state is tracked within the analyzer fixing numerous bugs
and simplifying the implementation
« 2020-04-28: Removal of @ -Wanalyzer-use-of-uninitialized-value for GCC 10
e 2020-04-21: First CVE found using -fanalyzer, ® CVE-2020-1967
« 2020-03-26: Blog post: @ Static analysis in GCC 10
* 2020-01-15:
o @ Updated branch from dmalcolm/analyzer to @ devel/analyzer
-_2020.01.14-

Copyright ©2020 JPCERT/CC All rights reserved.
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EE. Analyzers

Created by Barbara White, last modified on Dec 13, 2016

B Astrée

B Axivion Bauhaus Suite
B Clang

B CodeSonar

B Coverity

B Cppcheck

B ECLAR

[=le

B cce

B Klocwork

B LDRA

B Parasoft

B Polyspace Bug Finder
B PRQA QA-C

B Pvs-Studio

B Rose

B RuleChecker

B SonarQube C/C++ Plugin
B splint

B TrustinSoft Analyzer

The information in the automated detection sections on thi
* provided by the vendors
o determined by CERT by informally evaluating the ang

20 |

C

a K B

Dashboard / SEI CERT C++ Coding

CC. Analyzers

Created by Sandy Shrum, last modified b

B Axivion Bauhaus Suite
B Clang

B Coverity

B ECLAR

=[]

B cce

B Klocwork

B LDRA

B Parasoft

B Polyspace Bug Finder
B PRQA QA-C++

B PVs-Studio

B Rose

B SonarQube C/C++ Plugin
B splint

The information in the automated d
e provided by the vendors
o determined by CERT by infor
e determined by CERT by reviej

Where possible, we try to reference
Because these tools evolve continul

Copyright ©2020 JPCERT/CC Al rights reserved.

https://wiki.sei.cmu.edu/confluence/x/sTVGBQ

& N 8 m@

Dashboard / SEI CERT Oracle Coding Standard for Java / 4 Back Matter

Rule or Rec. CC. Analyzers

Created by Barbara White, last modified on Dec 13, 2016

B CodeSonar
B Coverity
B Eclipse

B Findbugs
B Fortify

B Klocwork
B Parasoft
B Pmd

B SonarQube
B The Checker Framework
B ThreadSafe

The information in the automated detection sections on this wiki may be
e provided by the vendors
e determined by CERT by informally evaluating the analyzer
e determined by CERT by reviewing the vendor documentation

Where possible, we try to reference the exact version of the tool for which the results were
obtained. Because these tools evolve continuously, this information can rapidly become
dated and obsolete.
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JVNVU#925211: Debian 35 XU Ubuntu @ OpenSSL
I\ T —Z (CFHI ] ge/RELEI DN Rk =N D REET %

(https://jvn.jp/vu/JVNVU925211/)

= Debian @ OpenSSL /\w 4o —= X > 52—, Valgrind D
T\ ITS—RHRBRWKDC2TOAXT KT T .

= ssh-keygen DELENERMEEE (CRZE U, 3276 7{E DR UME
B UIR<71&D>CULVIZ

= 2FR(CKX DV HENER SELE.

= 3 Lessons from the Debian/OpenSSL Fiasco
(https://research.swtch.com/openssil)
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= False positive (FED L 5012
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https://www.ipa.go.jp/files/000049412.pdf
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0 SAMATE - Software Assurance Metrics And Tool Evaluation
(https://samate.nist.gov/Main Page.html)

O Lessons from Building Static Analysis Tools at Google

(https://cacm.acm.org/magazines/2018/4/22637 1-lessons-from-building-
static-analysis-tools-at-google/fulltext)
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— https://www.jpcert.or.ijp/
— Email: pr@jpcert.or.jp
12372 MRS
— https://www.jpcert.or.jp/form/
— Email: info@jpcert.or.jp
TFa1 73151 >VCATBIHRVEaDHE
— https://www.jpcert.or.jp/securecoding /
— Email: secure-coding@jpcert.or.jp
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