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HACRERS REMOTELY RILL A JEEP ON THE
HIGHWAY—WITH ME IN T

AT o

AL

Miller (left) and Valasek demonstrated the rest of their attacks on the Jeep
drove it around an empty parking lot. FO] WHITNEY CURTIS FOR WIRED

8. 201545 https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-
acceleration-hacks,



https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-hacks/

&\ MathWorks

BEBEQN\YF VIOV TOHEEDRH
HERRTFIVT 1 ZEEZRLTNS

70%

82%

SE& S FLAICHDOED BULI\WF>IEN5, e DBEEE
INE IV ENBEIEEEZOELTVS A=N—=n52ELBALRV

HEl : 20164 G Consum



https://info.kpmg.us/content/dam/info/consumer-loss-barometer/pdfs/CLB10-11.pdf

&\ MathWorks

fHAH#YIMNI I DCFIVFT4 — AEBBAH—-TI—-R
NEBA A —JI—AENUTWESNBVAINSFOTNS
-

3rd){—71—
YIh

Control Utility RTOS,
Algorithm, (I/0 Driver, Fault Logging,
Fault Detection, Lookup Service Tool

Supervisory
Logic

Table,

Interface
etc.)




4\ MathWorks

HIAHYIMNIIF DEF1VUFT1 — Hessld
HaBAL>5-T1—-ADBITNEMEBETNBIVAVEICETS

_ i /
r \ \ - ; 4 N :-
o TS —RNBSOMEERNRIALALES ‘ “
. BESSRERMUELI S TR —F— L - BERENET—4

% =T XEUNUI—ZHICRI)T J <

- . L N g/
o« RYNT—IEEHREOIE B ous e saiamm 3rd){—F1—
o R
- BRENLT -5 T
4 -
I74 ) - TOCTOUIRZE . :
SAFA . BESERCRIRIE (JCARSN—HL) . BRENLT Y 1-Y A7
o RESNTORWVW—EFI71ILDOER




4\ MathWorks

fHAHYIMI I DEF1VFTHess1E

50%

47%

Improper Input Validation

ICS Security Configuration and = =]

Mainenance - A DREIRE:
Credentials Management
Improper Authentication

Permissions, Privileges, and — H| *iﬁﬂ]@lﬁﬁﬁ%ﬂg

Access Controls

20%21% a ILFoIvIIER

18% -
15%15%

40%

30%

20%

10%

6% 5%
0% | |
ICS-CERT 2009-2010 2004-2008
Published CSSP ICS CSSP ICS
Vulnerabilities Product Assessments
Assessments

{88 : 20164 Industrial Control Systems (ICS) Cyber Emergency Response Team (ICS-CERT) 10
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char *get password ()
{

int ¢ max = 12;

int ¢ min = 8;

S M unsigned int t = time (NULL); tlme() — Integer
0 szand (5); 2,147,483,647 wliE (232-1)
o] unsigned int len = (EEBQ() % (c_max
char *password = malloc(len);
int v9 = 0;
do{
(o] unsigned int v10 = 5339();
int vll = convert byte to ascii letter(vl0 % 62);
password[v9] = vll;
vO++;
} while (len > v9); E}

return password;

Polyspace Bug Finder
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File Reporting Metrics Tools Window Help
& N l&l | [» Run Bug Finder v W Stop | (4

BcFl DEBES 7 A

Family # Information

i Data flow 1164

+| Good practice 1663

+Numerical 273

+ Programming 501

+ Security 155

1-Static memory 375

41 Tainted data 1352
+] MISRA C:2012 16084

[N

< Flle

: ;ul results | Tulew [Slv <2 5> & Shovang 21,567/21, 56‘7 '\ I:IVaﬂab‘etface (4 - _““JaZb\“ﬁ wﬁ)

8niEz(A>TvIA

Display: Top 10
CWE194_s01_C version 1.0 (15/04/2017) - Author: chris - Views configuration for results
Review Scope: All results - View all results in this scope

(CfsEF

w| defeas and violations by Category ~ s New

Defect distribution by impact N
Total: 5463 defect(s) found Code covered by analysis
Medium (2128) ;

| | F— aDEDOFIYIN

Low (2826) ———

Defect distribution by category (Top 10 only)
Total: 5,483 defect(s) found

Hard-coded buffer size
T'amted sign change corvers i -| 5 —
D - -

Ursafa corversion from string to numerical value iy
Write w%huut a further read (1) 7‘\ \ \ —
Sign change nteger canverskon averfiow &
Irvalid use of standard Ibrary memary routre
Array access with tanted index

c i —
Taintad NULL or non-nulkterminated string | r E E h ’ 9 J
Retumed vale of a sensitive function not checked I L

Polyspace Bug Finder
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HEEERICRSN3I-—FT 10T =S & Eik
CERT C : t¥173—F7 1> AH—R

ISO/IEC TS 17961 : Ctx17I1-F1>4L—) CERT

T
SO
CWE : @SS 14517 CW .

MISRA-C:2012 Amendment 1 : 2&zT1 A

SAE - Vehicle Cybersecurity Systems Engineering Committee

SAE 13061 - Cybersecurity Guidebook for Cyber-Physical Vehicle Systems
SAE ]3101 - Requirements for Hardware-Protected Security for Ground Vehicle Applications (WIP)
SAE “Cybersecurity Assurance Testing Task Force” (TEVEES18A1)
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CW

CWE™ IDICHFT2\HIER
- CERT-rules : t¥+a17)l-)l

— CERT CIL=)UCx S92\ JIEE
- CERT-all : 17—l /#EL2

CERT ClL—Jb. B&U. (I BINIIEE
- IS0-17961 : C+a73-F1>7)—-)

ISO/IEC TS 179611—7 1> %Y
(S9N JIEE

RFIA>T—

Omzeim s FIUAL (& M
Encryption algorithm of 'EVP_Encryp
The encrypted data can be retrieved.

IIse a strong dpher with a strong mode, for example, AES with CBC mode.

fhzure a sufficent security level.

A b el 2317 i1
? 1 Call to EVP_des_chc security.c bug_cryptodpherweakcpher( 1145
@ = O Sl 2 Assignment to local pointer 'cph’ security.c bug_cryptocpherweakcpher) 1143
e o= i | e I R security.c bug_cryptodpherweakcpher) 1149

pCELA = R =N

S 7HA MOEEMN T SNEESEF LT VLN

B
BRHBESFILIVZAG. BSI27

s CWE Webb”( h

—ERDEESE T ILT U T LT ISR
TEDREFRINERZDEEA

BSTILTUZXANRSHRES.

‘Home About CWE List ‘Snnrlu Community News

BELZE CWE-325: Missing Required Cryptographic Step
2L <HRSh. ZeTHBED o %

ZEAIF. BERS{EEE (AES)

¥ Description
Description Summary

1| The software does not implement a required step in a cryptographic algorithm, resulting in weaker encryption
than advertised by that algorithm.

Extended Description

Cryptographic implementations should follow the algorithms that define them exactly, otherwise encryption can

> DES 7"/:' ] RJ-\ (D[i’ be weaker than expected.
¥ Applicable Platforms
Languages
All
HRIER A
Common Consequences

IN—T: tFaUF o Scope Effect
Access Technical Impact: Bypass protection mechanism

EE:C|C++ Control If the cryptographic algorithm is used for authentication and authorization, then an attacker

could gain unauthorized access to the system.
Confidentiality Techalcal Impact: Read application data; Mocily appiication data

o_ciphel https: //cwe mitre. orq/data/defnltlons/325 html?browser Flhelp

BEEfE: A7

¥ E S
-
CWE ID:

225, 426, o7 r

23> & WEDII3D
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- MISRA C®: 2004 FIvh—

- MISRA C®: 2004 AC AGC F1vh—
— B#ARkI-RA

. MISRA C® : 2012 FIvh— A

» MISRA®C++ F1vh—

- JSF®++ F1vh—

Jr— ARl 0y MISRA C:201238F (LG 101D H)
RS 1 Se1 ROk X L

21.6 | [ P ——
8.2 - I R ——
15,6 || I N ——
10,3 - [ N —
8.5 | | —
21.3 | [ N ——
17.7 [ .
14,4 - -
5.8 - - —_—
, . .

4\ MathWorks

MISRA C:2012 Amendment 1

Additional security
guidelines for MISRA C:2012

April 2016

v #

RLWI—T 188 (TS

(27T required & mandatory)

v F

RFUWEET (directive) : 1

v #RLVIL=Jb (rules) : 13
v BIHFOI—IVZFE [21.8]
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MISRA-C:2012 eX&T1 OFLWEET4.14DF)

int corrected taintedintdivision(int usernum, int userden) {

—

int r = U;

if (userden!=0 && !'(usernum=INT MIN && userden==-1)) {

r = usernum/userden;

print int(r);
return r;

BRENET-IICLBRE

OF Tainted division operand (Impact: Low)
*  MISRA C:2012 D4.14 (Required)

¥ MISRA C:2012 D4.14 (Required) 2/

The validity of values received from external sources shall be checked.
Division (/) operation operands are from an unsecure source. Check for:
- Denominator of zero.

- Numerator of minimum value and denominator of -1.

4\ MathWorks
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TEEERE SRS | Where SreTheErrors o

int ;ew_positiom(int sensor_posl, int sensor_pos?)
{
int actuator_position;

int %, ¥, tmp, maznitude;

actuator_position = 7; /% default*/
tmp = 0; A ovalues #/
magnitude = sensor_posl /4 100;

v = magnitude + 5;

while (actuator_position < 10)
[
actuator_position++;
tmp += sensor_pos? /7 100;
v = 3;
1
if ((S*¥magnitude + 1007 > 43)
{

maznitude+t;

¥ = actuator position:
| actuator_position = x / (x - v); i

return actuator_position¥magnitude; A ovalue ®/

!

4

m

FREIAAEDRTEEE

A—=I\=JO—-0o]gEM

tOEoelge

actuator_position = x / (X - y);

&\ MathWorks
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Polyspace Code Prover DSR{TH#ER

o &=

TEFEFEROFET | WhereAreTheErrors c |

int new positionlint sensor_posl, int sensor_pos?)

v HPWPBREMETI— ROEZ L %R

int x, v, tmp, maegnitude;

actuator_position = 2; /% default®/ v 7__1 h%?fbﬁ(:%lﬂﬁﬂg (:ﬁg*ﬁ
= (; A values ®/
- RTIFIS—
{ . BRI EBRITIIS -

tmp += sensor_posZd / 100; ® E“E*ﬁgnj_ F

I
if ((8tmagnitude + 100) > 43)
{

magnitudet++;

¥ = actuator position

actuator_position = % / (x - v);

operator / on type int 32
left: 10
nght: [-21474835 .. -1]
result: [-10 .. 0]

22
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Polyspace Code Prover TJ1—RF®DIELEZEIERA

ETORITNADFERZAATS |

Quality (&)

— IAMLMAIS—DsiEA

— HIZE., mLt, EH

Usage (fEA7GE)

— IVNAN. TOVSAET
A&

— MIHSEE : C/C++/Ada

Process (2’'0tR)

— I91AIS—DRHARL

— BEEMRI— R, )\ RI—ROAEIFOIEE

- J—-FoEEEZAE

EH¥EERRIIC]— MEFTEZ
HELRL TFEDZHIiR

TAM A

static void pointer_arithmetic (void) {
int array[100];
int *p = array;
inti;

N\Jor (i = 0; i < 100; i++) {
?2 =0; s
++;
b
if (get bus status() > 0) {
\f (get oil pressure() > 0) {
*p = 5;

[ : TYRI-R 1
\} else {
i++;
[ Points to 4 bytes at offset 400 in

by
b
. buffer of 400 bytes, so is outside
I =get bt pounds.

if (i >= 0) {
*(p - i)N= 10;

[zﬁﬁﬁm

Y- FyT

Dereference of local pointer ‘p’
(pointer to int 32, size: 32bits):

AL > : Unproven
FEHCEOTIIHAMAIS—

23
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- MISRAN-IiERDZLEDELA

@

- J0-)NVERORIFP I ADIFE

tasksl.c tasks1i.c
procl SHRS5 READ
tasks1.c tasks1.c
proc2 SHRS WRITE

4\ MathWorks

- HEET SRR (CHEHL

IEC Certification Kit
User’s Guide

R201

- MBD¢ODR&EICELD

3b

i CERTIFICATE
MMMMMMM

Model(s):

........

vvvvv

Pohnsac - ettt C Do e S i b, bt

Mo S ETEEE

Z2EDHER
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MISRAI—-IIERDE DL

flnat risk of floatdivisicnbyzerc{int p)

|E|D€ 'E |LL:;| . | ﬁc M| Misra_C2004.c frisk_of_floatdivisionby

-  MISRA C:2004 10.1
) &
MISRA ~ID 7: MISRA C:2004 10.1

lassification
.Nnt a defect
The value of an expression of integer type shall not be implicity -
—_ 3= converted to a different underlying type.
W—IER

Status
Implicit conversion of the binary - right hand aperand of underlying type

ad) o action planned -
memumww . |
" ID 130: Overflow Justified
ﬁé'fiﬂ)ﬁ[ﬂﬂ Dp:;::::tr; r[—! :: :;;?et 1;1::5 ;;t overflow in FLOAT32 range oroven comect
(j_}\_jn_ﬂb) left: 1.0

right: [-2.14756%%% .. -0.9999] or [0.0 .. 2.1475E 09
\___result: [-2.1475E 703 . 2. 1475609

19 tmp = - p:

Polyspace Code Prover
W
i = 0.

: MISRAI—IERDIEX{LD
S iR L TPolyspace%;E ATl 4E
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J)0-NIWVELDORE7 I ADYE
NIWFHIRIRFDLE1—2FHFR(E

tasks1.c ::-::]
static int 2HES = h:

XEHENRLE1—FiE D374 hIVRLVEI—-FiE
. (m tasks1.c tasksl.c
Visggahirs D
Variable 'tasks 1.5HR.T is shared among several tasks., 0 Q
s kMR koo 249 procl proc? procl SHRS5 READ
& EFAMTE A2 procl
- - - — - pmTTmTmmmm T \\
A 2 B 27 A3-7F 1T tacked ¢ ! tasked ¢ !
& F32 il 5 _init_globals() 29 ® i Q i
4 |EILHE: 28 tasks1.c procl() 103 i :
, proc2 \ SHRS5 WRITE 1
b SNAHRLINE: 5 tasks1.c proc1() 103 S ’
b ENAEREHE: Sor 28 tasksl.c proc2() 112 D)= - EET7HITAHBARE

Jb— : EEULTLWSHRMER
AT BREOREEESD 26



Polyspace Code Prover — 1S026262j&EHH

5 75% | B CheckReview
CEE =1 1R _of floatdvisonby| | ¥ MISRA C:200410.1
L Jassifcati

sh:

ll not be implicit!
con tatus
Impli perand of underlying type
b r i No action planned
v Justified
s AR proven correct
2147579

ain.c X | single_fie_analysis. 4 » B
R L

129 static woid Recursion{int# depth)

-------- Recursion_caller ()
190 /W if depth<D, recursion will lead to division by zerc [ dom_int()
131 1 B
132 float advance: P tecursion()
133 i B random_int{)
134 #depth = #depth + 13 B b Re{EEEFEL
195 advance 1.0 7 [Float) (depth)s /4 potential div || o b Recorsion)
136 E- 4 RTEQ
137 i A main{)
138 if (#depth < B0) {
m Recursiontdepth);
140 }
141}

main.c

BIEFUHLOFR!

v E g ahiws (2
Variable 'tasks1.5HR.5' is shared among several tasks.

SEAMLUIT R AS: procl proc2 tasksl.c

A ez b T procl

&= FAL{E: 5

4 &= FiA okl 23 tasksl.c pr]
P ERAEERLME: S tasks1.c pr]
» St HER kIl 50r 28 tasksl.c pri

= FAMITT R AL procl ‘ ‘

tasks1.c

SHR5 READ

tasks1.c

©

SHR5 WRITE

J0-)NVE ;Aw)nlﬁ DEADKFE

1 No implicit e conversions
J P typ #wa&mw

No recursions BIFEUHULOZELE

1g Data flow analysis ¥—470—f#ifr

4\ MathWorks

Table 8 — Design principles for software unit design
and implementation YJ M 171y hEEHEERDERFER

ASIL (z2utExLAN)

mnn

++ ++ ++

= | [ | s
+ + ; GECHERE, + R

Table 9 — Methods for the verification of software unit design
and implementation YJ ;I 71Zy MsEt DIREESG iE

ASIL (z2rERiAN)

ﬂ-

++  ++
+ + @ GECHELE, + R

INTERNATIONAL ISO
STANDARD 26262-6

First edition
2011-11-15

27
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— MISRA-C
— MISRA-C++
— JSF++

« YIRNITTANIIR
— HIS Source Code Metrics

= http://www.automotive-his.de/

" n:b\nIE%ﬁ}%
— DO-178B
= DO Qualification Kit
— IEC 61508, ISO 26262,
EN 50128
= IEC Certification Kit

—
<<
(&)
e
[
(= =
(5%}
(&)
L 2
(=]
(=]
<<
(&
w
-
o
i
Q
L 4
-
<<
x
=
©
=
-
a.
[V8)
(&
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fio
R

CERTIFICATE

No. Z1009 07 67052 003

Holder of Certificate: The MathWorks, Inc.

Factory(ies):

Certification Mark:

Product:

Model(s):

Parameters:

3 Apple Hill Drive
Natick MA 01760-2098
USA

63726

Software Tool for Safety Related
Development

PolySpace® Client™ for C/C++
PolySpace® Server™ for C/C++

The verification tools are fit for purpose to verify safety
related software according to IEC 61508, EN 50128,

ISO 26262, and derivative standards.

The verification tools are qualified tools according to

I1SO 26262.

The report MN74651C is a mandatory part of this certificate.

28
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ETIWNR=ATHA L EDIRE
Polyspace®SimulinkiEiE#EE TETIIVEIEDN S S

- Simulink®IRtEHSPolyspacef# iz =T
- Polyspacef#tfriER% 5% =7 0y TR R e
- JOvJICPolyspace®;EfRzENN "“ EETEE e
- S-Functiond— ROI&EE e o

¢ St s s = 8 R |

o o 1"‘ i
= .

5 bl

100.3  Detsls: Ponter & witwe its bourds

" J :-ﬂv ; : 100% FuesizepDiscrete :
Polyspace
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7, inZE. BEVEER EfRA hﬁﬂi"t FATNTVEY

Miracor Eliminates Run-Time
Errors and Reduces Testing Time
for Class II1I Medical Device
Software

“From a developer’s perspective, the main advantage of Polyspace Code
Prover is a higher level of quality and correctness in the code. Polyspace
Code Prover helps Miracor demonstrate this quality and correctness to
the regulatory community, including the FDA, to prove that our device is

safe.”
- Lars Schiemanck, Miracor Medical Systems

https://jp.mathworks.com/company/user stories/miracor-eliminates-run-time-errors-and-reduces-
testing-time-for-class-iii-medical-device-software.html

Solar Impulse Develops
Advanced Solar-Powered
Airplane

“From a developer’s perspective,
the main advantage of Polyspace
Code Prover is a higher level of
guality and correctness in the
code. Polyspace Code Prover
helps Miracor demonstrate this
guality and correctness to the
regulatory community, including
the FDA, to prove that our device

is safe.”
- Lars Schiemanck, Miracor Medical
Systems

https://jp.mathworks.com/company/user_stories/solar-impulse-develops-advanced-solar-
powered-airplane.html

HEBENE
VIRII7 DiEREZR L

[Polyspace ®#mlc&O>T. S
LARIWRYI MII7 OS5 E%Z
HRIBENTEET ., Chid.
EFRADOMDY-IICIETER
WCETT, |

- BUHKEE, BEEDE
BN
VINII7mEBZzE EEE3HIC. BENREERSOHIILIS—
ZHFTEIT D

Yyi-33>
MathWorks DPolyspace®EmzERALT. BELY IS5 —
OJ—RzEIEMICEETT S

&R

BIT54v7 -0\ J =B U TEHE

VIR 7 DERE N[
HEODYTS1417 -1 Polyspace & m%xixF
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