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Growing Complexity of Embedded Systems
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Siemens, “Ford Motor Company Case Study,” Siemens PLM Software, 2014
McKendrick, J. “Cars become ‘datacenters on wheels’, carmakers become software companies,” ZDJNet, 2013



http://www.plm.automation.siemens.com/en_us/about_us/success/case_study.cfm?Component=63184&ComponentTemplate=1481
http://www.zdnet.com/article/cars-become-datacenters-on-wheels-car-makers-become-software-companies/
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Why do /1% of Embedded Projects Fail?

Poor Requirements Management

Sources: Christopher Lindquist, Fixing the Requirements Mess, CIO Magazine, Nov 2005
MATLAB EXPO 2018
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Key Takeaways

Author, manage requirements in Simulink

System Verified & Validated

Requirements
.

= Early verification to find defects sooner

=  Automate manual verification tasks

High Level In:[re;gsrt?rt]i;n
- Reference Workflow that conforms to safety Design
standards
Detailed Unit
Design Testing

“Reduce costs and project risk through early
verification, shorten time to market on a certified

system, and deliver high-quality production code that Cod‘mg
was first-time right” Michael Schwarz, ITK Engineering
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Challenge with Traditional Development Process

Requirements '»

MATLAB EXPO 2018

Specification

Hand code
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Simulink Models for Specification
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Complete Model Based Design

|
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[WehicleSpeed <= down_ih
{gear_state DOWN}

Requirements '»

Simulink Models

Specification
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Model Based Design Verification Workflow
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Review and
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Challenges with Requirements

Where are Is design and
requirements requirements
Implemented? consistent?

\

Simulink Models

How are
they tested?

Model used for e S = e

Requirements EXEELEI production code WA et
Specification . C/CH+Exa Ty
generation 5. %

Generated code
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Gap Between Requirements and Design
-

Simulink Models

Model used for ey
Requirements Executable production code | 0| A a s (I
Specification _ C/CH+aty
generation ‘

Generated code
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Simulink Requirements

#31: Increment mode

AUthor /MPLEMENTS

Summary: |Cancel Switch Detection opMode.IncrementE‘ B

Description  Rationale

[ [ z U B =

If the Cancel switch is pressed, the value of
reqDrv should be set to regMode.Cancel. Tra C k

.t »

Dashboard image

MATLAB EXPO 2018

R2017b

Manage
Issue: Destination Changed.
Stored: Revision: 15
Actual: Revision: 18

Clear Issue
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Requirements Editor

3 Requirements Editor
File Edit Display Analysis Report Help

]| ] ed e
View: Requirements ~

Index 7Summary

Search

MATLAB EXPO 2018
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To create a new requirement set to store requirements, click New
Requirement Set . Save the requirement set to assign a name.

To add a requirement to a requirement set, select the requirement set
and click Add Requirement <. In the Properties pane, enter details for
the requirement.

To add a child requirement, right-click a requirement and select Add
Child Requirement.

To link a requirement to a block in your model, select the block, then
right-click the requirement and select Link from "object name" (object
type). Alink appears in the Links pane.

For information on linking using the Requirements Perspective, see

Getting Started in the documentation.

To view a list of links, select Links from the View dropdown list in the
toolstrip.

Change the source - destination relationship by selecting a link, and
choosing a Type from the dropdown list in the Properties pane.

12



Requirements Editor

% Requirements Editor
File Edit Display Analysis Report Help

( [| el c

View: Requirements ~

Index Summary

R

Search
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To create a new requirement set to store requirements, click New
Requirement Set . Save the requirement set to assign a name.

To add a requirement to a requirement set, select the requirement set
and click Add Requirement L. In the Properties pane, enter details for
the requirement.

To add a child requirement, right-click a requirement and select Add
Child Requirement.

To link a requirement to a block in your model, select the block, then
right-click the requirement and select Link from "object name" (object
type). A link appears in the Links pane.

For information on linking using the Requirements Perspective, see
Getting Started in the documentation.

To view a list of links, select Links from the View dropdown list in the
toolstrip.

Change the source - destination relationship by selecting a link, and
choosing a Type from the dropdown list in the Properties pane.
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Import Requirements from External Sources

@M Rational DOORS/

R2018a}”

Import

Microsoft Word

=3 - - FUNCTIONAL-REQUIREMENTSY]

"3.1 - ENABLING-CRUISE-CONTROLY|
Cruise-control-is-enabled-when-the-following-conditions-are-met:1|

+ - Vehicle-speed-is-within-the-target-speed-range-(40km/h-—100km/h).1

* - Key-position-is-ON.q

* - Gear-position-is-Drive.

. - Cruise-button‘is-pushed-while-the-cruise‘contro\‘mode-is-disabled.ﬂ:[
Dashboard-image"

.
3.2 - DISABLING-CRUISE-CONTROLY|
Cruise-controlis-disabled-when-one-or-more-of the-following-are-met:q

* - Key-position-is:set-to-any-other-position-than-ON.9

* - Whenthe-wvehicleis-started.-Cruise-button-is-pushed-while-the-cruise-control-

enabled-or-activated.
* - Gear-position-is-not-Drived

Dashboard-image

Simulink Requirements Editor

&\ MathWorks

vi71.2.1

Req[F

MATLAB EXPO 2018

(&4 Requirements Editor
File Edit Display Help
Oa &

View: Requirements -

Index D
M crs_req
via1 crs_req
211 1 Overview
v21.2 2 System overview

2.1 System inputs
21.2.1.1 2.1.1 Cruise control buttons
21.2.1.2 2.1.2 Other inputs

11.2.2 2.2 Cruise control mode indi...
21.2.3 2.3 Cruise control modes
v21.3 3 Functional Requirements
@131 3.1 Enabling cruise control
21.3.2 3.2 Disabling cruise control
2133 3.3 Activating cruise control
11.34 3.4 Deactivating cruise control
2135 3.5 Target Speed Increment
21.3.6 3.6 Target speed decrement
11.3.7 3.7 Successive Target Speed..
21.3.8 3.8 Successive Target Speed..
21.3.9 3.9 Adjusting Target Speed ...
21.3.10  3.10 Resuming cruise control
21.3.11  3.11 Throttle value calculation
21.3.12  3.12 Cruise Control SET Indi...
21.4 4 Interface specification

Search

Summary

References to crs_req.docx

Overview This document describes a re¢
System overview

System inputs

Cruise control buttons Five buttons are
Other inputs Current vehicle speed Thi
Cruise control mode indicator Two indi
Cruise control modes There are three 1
Functional Requirements

Enabling cruise control Cruise control i

Disabling cruise control Cruise control |.

Activating cruise control Cruise control
Deactivating cruise control Cruise cont
Target Speed Increment While the cru
Target speed decrement While the cru
Successive Target Speed Increment W
Successive Target Speed Decrement W
Adjusting Target Speed with Accelerats
Resuming cruise control Cruise control
Throttle value calculation The cruise cc
Cruise Control SET Indicator Light Crui
Interface specification

~Properties
Index: 1.3.1
Custom ID: 3.1 Enabling cruise control

Summary: Enabling cruise control Cruise control is enabled when the following conditi...

Description Rationale

3.1 Enabling cruise control

Cruise control is enabled when the following conditions are met:

. Vehicle speed is within the target speed range (40km/h — 100km/h).
. Key position is ON.

. Gear position is Drive.

. Cruisl button is pushed while the cruise control mode is disabled.

Dashboard image

Keywords:
» Revision information:

» Links

4

Show in document

Show in document
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Requirements Perspective

Py, crs_controller - Simulink
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Requirements Perspective

#y ers_controller - Simulink

File Edit Wiew Display Diagram Simulation Analysis Code Tools Help
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Link Requirements, Designs and Tests

I e—
REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

when .....
17 - 3

38 Suorsave Tancer Srei DEcRvENT
i the cruise cortred e v c

.................

MATLAB EXPO 2018

&\ MathWorks
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Link Requirements, Designs and Tests

oem—

REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

ENABLE SWITCH DETECTION
If the Enable switch is
pressed ......

MATLAB EXPO 2018

4\ MathWorks
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Link Requirements, Designs and Tests

.

REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

........

MATLAB EXPO 2018

Derives
ENABLE SWITCH DETECTION
If the Enable switch is
pressed ......
Implemented
By

reqMode.Cruise =

&\ MathWorks
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Link Requirements, Designs and Tests

oo

REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

........

MATLAB EXPO 2018

4\ MathWorks

Derives
ENABLE SWITCH DETECTION
If the Enable switchis <&
pressed ......
Implemen .
B plemented Verified
<\ Test Manager i
reqMode Cruise & = T
: T T e "
T T
Test Brow Eail
~= BaIIDetectim:lTag: Amg
T e el Pass [ococecoos -
» [=] MNoise reduc} °
~ [ Green pixel de_
» |=| Green pixcd
t;L.l"ltq:tstlz';::l i [
Test Case 0 1
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Track Implementation and Verification

Requirements - crs_controller F X

View: |Reguirements ¥ | | % 1 d H = o ﬁl S

Search

b |h| crs_req_func_spec* — _

I'E'I 1 #1 Driver Switch Reguest Handling
wilE 2 #19 Cruise Control Mode
= 241 #20 Disable Cruise Control system
= 2.2 #29 Operation mode determination
£
Rea dI ‘ " diaﬁnnstics

Implementation Status Verification Status

- Implemented - Passed
B ailed

No Result
Missing

Justified

Missing

MATLAB EXPO 2018
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Respond to Change

Implements ™
=

Original Requirement

A :
If the switch is pressed and the counter reaches 50 —» bo‘éntert(lélgt8) .
then it shall be recognized as a long press of the  tch. QUL
counter

Updated Requirement

If the switch is pressed and the counter reaches 75 =] '-.:—l Implemented hy

then it shall be recognized as a long press of the switch.

L} counter

Issue: Destination Changed. |

MATLAB EXPO 2018
22



Verify Design to Guidelines and Standards

Is the design

built right?

IS It ready
for code
generation?

IS It too
complex?

Review and
static analysis

Requirements

AN
"2 \
|
Simulink Models
Model used for ey e
Executable oroduction code P ShEIRTRA e ¢ I
Specification ; C/C+a iy
generation L 38

Generated code

MATLAB EXPO 2018
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Automate verification with static analysis

@ Model Advisor - sldemo_fuelsys
File Edit Run Settings Highlighting Help
%P @S ® And e

> [®] g Model Referencing
» [ G Modeling Physical Systems
> [W) G§ Modeling Signals and Parameters using Buses
» [J i Modeling Single-Precision Systems
» [[] & Modeling Standards for DO-178C/D0-331
» [m] g Modeling Standards for EN 50128
v [W] g Modeling Standards for IEC 61508
[]2) ~Display configuration management data
G Display model metrics and complexity report
[] @ Check for unconnected objects
v [m] G High-Integrity Systems
~ (W] E& Simulink
@ Check usage of lookup table blocks
[] & Check for inconsistent vector indexing methods
[] &y Check for blocks not recommended for C/C++ production code deployment
@ Check for variant blocks with 'Generate preprocessor conditionals’ active
[ €@ Check for root Inports with missing properties
2] ~Check usage of Math Operations blocks
[[]12) ~Check usage of Signal Routing blocks
1] ~Check usage of Logic and Bit Operations blocks
12 ~Check usage of Ports and Subsystems blocks
[[]2] ~Check for root Inports with missing range definitions
1) ~Check for root Outports with missing range definitions
(8] C§ Stateflow
[ Cal MATLAB
[~] E& configuration
] & Naming
[ E& Requirements
[ C& Code

Model Advisor Analysis

Check for blocks not
Analysis
Identify blocks not supported by code generation or not recommended for C/C++ production code
deployment.

Run This Check

for C/C++ production code

Result: A\ Warning

Identify blocks not supported by code generation or not recommended for C/C++ ~

production code deployment.

The following blocks are not supported or not recommended for C/C++ production code
deployment:

Block Code Recommendation for C/C++
generation production code deployment
support

_/Intake Manifold/p0  Integrator YesL. No
=0.589 bar

sldemo_fuclsys/Throttle Repeating  Yes® No
LCommand table

Recommended Action

Although Embedded Coder supports these blocks, they are not recommended for C/C++
production code deployment. Review the support notes for these blocks and follow the
given advice,

* Help Apply

Check for:

Simulink Models

Requirements '»

Executable
Specification

I-u»

generation

Model used for
production code

MATLAB EXPO 2018

Readability and Semantics
Performance and Efficiency
Clones

And more......

" Timesty
Hrn Springgf'-"‘;’«s’%hz er sy

2 402d %naan
Shbst aQ"
I ghbst‘;—(&t{_ B 17? )

substr(sy, g %

Generated code
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Generate reports for reviews and documentation

@ Model Advisor - sidemo_fuelsys

File Edit Run Settings Highlighting Help @ Web Browser - Model Advisor Report for ‘sidemo_fuelsys’

= =] X
TP S ® A B M Ao Rt for s ey~ % [ soag -
S ® S A Location: files//C/D i X t 385 html v
Check for blocks not for C/C++ production code a
> E“ﬁ Model Referencing o Arclysis Filter checks Model Advisor Report - sidemo_fuelsys.six
> [W] (@ Modeling Physical Systems . 5
> [m] &g Modeling Signals and Parameters using Buses Identify blocks not supported by code generation or not recommended for C/C++ production code v @ Passed Slmulln.k verslon 9.1 _ Model verslon..1.7.49
> [] & Modeling Single-Precision Systems deployment. @ ©Faiod System: sldemo_fuelsys Current run: 11-Mar-2018 13:31:16
» [J &2 Modeling Standards for DO-178C/D0O-331 Treat as Referenced Model: off
> [® (@ Modeling Standards for EN 50128 Run This Check ¥ A Waming
v [W] (g Modeling Standards for IEC 61508 § ¥ [INotRun Run Summary
[J 2] ~Display configuration management data Result: A\ Waming

e Display model metrics and complexity report

Identify blocks not supported by code generation or not recommended for C/C++ & PaosZos Fa°"0 w;';:’;g Not fg‘;" ;:’:‘"'
7] @ Check for unconnected objects production code deployment. [Kaywords d
v [m] G High-Integrity Systems
~ (W] E& Simulink Warning Navigation =
@ Check usage of lookup table blocks The following blocks are not supported or not recommended for C/C++ production code = By Task
i\ Check for inconsistent vector indexing methoeds deployment: By Task A
4\ Check for blocks not recommended for C/C++ production code deployment 1 Code Generation ;00 &
Check for variant blocks with 'Generate preprocessor conditionals’ active H T 5 1 Efficiency = 1 Code Generation Efficiency 3 @0 &3 L3
@ Check for root Inports with missing properties i Block Recommendation for C/C| |} Y

[]5) ~Check usage of Math Operations blocks
[[]12) ~Check usage of Signal Routing blocks

production code deploymd ||| N Data Transfer Efficiency

Frequency. esponse A\ Check optimization settings

[ 21 ACheck usage of Logic and Bit Operations blocks .../Intake Manifold/p0  Integrator YesL. 2 No Estimation

12 ~Check usage of Ports and Subsystems blocks: =10.589 bar 4 Managing Data Store Check for optimizations that can lead to non-optimal code generation and simulation.

(L] ~Check for root Inperts with missing range definitions sldemo_fuelsys/Throttle Repeating  Yes? No Memory Blocks Warning *
.- E ;a:gheck for root Outports with missing range definitions Command table 5 Managing Library Links

eflow
And Variants
> d@mans 2 [Parameter ____________|CurrentValue |Recommended Values
. g g ﬁ::;ﬁ“’“m Recommended Action o Use bitsets for storing state configuration (StateBitsets) off on
> A Requlr‘:m ents Although Embedded Coder supports these blocks, they are not recommended for C/C++ Use bitsets for storing Boolean data (DataBitsets. off on
> €@ code production code deployment. Review the support notes for these blocks and follow the
= 1= given advice.

Model Advisor Analysis N L

Model Advisor Reports  fremsenpsnas

Simulink Models

Model used for .
production code C"/r&“"*ﬁd-?‘%'z%‘% .

Skbstr(s
+ bstr $tt'. &

H ubstr($t &2
generation g

: Executable
Requirements

Specification

Generated code

MATLAB EXPO 2018
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Navigate to Problematic Blocks

Code Recommendation for C/C++
generation production code deployment 0.41328
support

..../Intake Manifold/p0  Integrator Yesl.2 RT/Nm
— 0.589 bar p0 = 0.589 bar
sldemo_fuelsvs/Throttle Repeating Yes3 No (rad/s)
Command table @
N (rad/sec)

Simulink Models

Executable el Wsee e Dt
- i 7 JPrAFATAIGY &
Requirements e . » roduction code L shbeoad Xt
b Specification —— P : C/C+sub§§::§z:3;- B
generation ;

Generated code

MATLAB EXPO 2018
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Guidance Provided to Address Issues or Automatically Correct

Recommended Action

Although Embedded Coder supports these blocks, they are not recommended for C/C+
production code deployment. Review the support notes for these blocks and follow the

given advice.

Simulink Models

Requirements '»

Model used for

Executable I- 11 » production code

Specification

generation

ROy o o

MATLAB EXPO 2018

Generated code
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Built in checks for industry standards and guidelines

DO-178/D0O-331

MISRA C:2012

* 1SO 26262 .
« |IEC 61508 .
 IEC 62304 .
« EN 50128
Simulink Models
Executable Model used for

Requirements

Specification

MATLAB EXPO 2018

production code

generation

CERT C, CWE, ISO/IEC TS 17961
MAAB (MathWorks Automotive Advisory Board)

JMAAB (Japan MATLAB Automotive Advisory Board)

Generated code
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Configure and customize analysis

v [m] CA My Custom Checks
v [ E& My Company’s Modeling Standards

v & Check state machine type of Stateflow charts

v 0 Check safety-related solver settings for simulation time

V| -] ~Check usage of Stateflow constructs

> M 3 My Company's Metrics

[ My Company's Guideline Checks

[C Modeling Standards for IEC 61508

<

Simulink Models

Executable Model used for 5 T
Requirements P ] » roduction code o R
d Specification 1l P ; C/C +HEE Y
generation

Generated code

MATLAB EXPO 2018
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Detect Design Errors with Formal Methods

41 Simulink Design Verifier Restr

‘). Simulink Design Verifier Results
=

— =
Back to summary - Close
antipatternla/Sum
Overflow VALID

Back to summary - Close results
antipatternla/Abs
Overflow ERROR - View test case

Derived Ranges: Derived Ranges:
Outport  [-128..427] Outport 1/[-128..127]
8 b

o=\ J

4\ MathWorks

« Find run-time design errors:
 Integer overflow
* Dead Logic
* Division by zero
» Array out-of-bounds
* Range violations

|mS ful int8 |_> m
| e - Generate counter example to reproduce
S
| In2 I(:reshuld p e rro r
Simulink Models
Model used for = ey
Requirements Executable roduction code = ‘a”"%guxmw |
k Specification P ; C/C"'E%‘a; RS
generation 4

MATLAB EXPO 2018

Generated code
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Prove That Design Meets Requirements

= Prove design properties using formal
L) T et requirement models
speed
i gear
throttle ’
throttle
shift logie = Model functional and safety requirements
——P|gear .
L lepeed = (Generates counter example for analysis
Safety Properties and debugglng
Simulink Models
Executable Model used for T e
. c or %Zd %w%s&\‘ﬁ
Requirements i production code C/C+ Ry I
generation o’

Generated code

MATLAB EXPO 2018
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Checks for standards and guidelines are often performed late

Requirements

MATLAB EXPO 2018

Rework

Static
Analysis

|

L)

Simulink Models

Executable
Specification

Model used for
production code | |

generation

v

BT AT

n me tamp_mys 12 s Syqf
PrRTRAT I gn ) ¢

C/CH+aina vy

Str(st_ a', )

substr(sy, g A\

Generated code
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Shift Verification Earlier With Edit-Time Checking

Requirements

MATLAB EXPO 2018

« Highlight violations as you edit

 Fix issues earlier

|

Edit-Timﬂ e Avoid rework

Checking

\ & |

Simulink Models

Executable
Specification

Model used for
production code

generation

C/C+i‘é%

TR0 2 8 B
P ode
Aoy A
%

Generated code

&\ MathWorks

33



4\ MathWorks

Find Compliance Issues as you Edit with Edit-Time Checking

B O-EH-=4¢g b e [0

- (Jv@v

' impellar torque
—p T
Ne Ne T
gear
el =
Nout Tout s >
engine RPM| ™
— P transmission
Brake
gear transmission spesd
‘Twottle 4 »
) shifflogic vemvce
speed
, =

MATLAB EXPO 2018
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Assess Quality with Metrics Dashboard

METRICS DASHBOARD (2}
HevMmReference... 2 1K 16 Models 0 MATLAB LOC 0 ik
Created by: The MathWorks, Inc Revision: 1.395 Bl-ocks
Collected on: 7/28/2017, 10:52:33 AM 1 Warnings 16 Files 18 stateflow LOC System Interface
m E |
MODELING GUIDELINE COMPLIANCE ARCHITECTURE

47.2% ‘ 70.5% 1

High Integrity MAAB
3168
1165
High Integrity MAAB

Model Advisor Check Issues

Code Analyzer Diagnostic
Warnings Warnings

MATLAB EXPO 2018

Library Reuse

Model Complexity

Blocks

Stateflow LOC

MATLAB LOC

L

&\ MathWorks

Consolidated view of
metrics

 Size

« Compliance

« Complexity

|Identify where problem
areas may be
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Grid Visualization for Metrics R2018a

= Visualize Standards
Model Advisor standards check compliance for MAAB _ ) ChECk Compllance

Metric that counts the percentage of checks that passed for the MAAB Model Advisor standards check grouping.

( Open results in Model Advisor | .
Checks — Find Issues

SESSSSSSSSESSSEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES — Identn‘y patterns
SESEEESSESEESEEEEEESEEENEESENEEESEEEEEESEEENEEENESEENNEEENEEEN
llllllllllllllllllllIlIlIlIlIlllllllIlIllllllllllllllllllllll
SESESESSENERENEneNsT;. ... . — See hot spots
SSEEEESEEEEEEsEEE

Components
SN EEEEEEEEEE
SSSEESENEEEEEEEEEEEEEEEEEE
SSSEESEEEEEEEEEEEEEEEEEEE

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

Legend:

B Red: Fail

|| Orange: Warning
~ Green: Pass
. Gray: Notrun

I SNENEESEENEENNENES
MATLAB EXPO 2018
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Ad-Hoc Simulation

rust Control

RehssiDa s

rocmDemana

Tt

ekt

Braking Control
‘anrake0smans oraksDsmany
on on
o on

asLam
D 13345678 910111213 74151617 181920

'
# it St Dt o ===
"

VISUALIZE COMPARE FORMAT

¥

W GenSignals.GenTrg m ClutchSignals.ClutchPos m GenSignals.GenPwrElec
T~
i e -
N ~_
N /
2205 2210 2215 21948 052 22000 220.5 2210 221.5
pd_Ref_kph M VehsignalsVeh_Spd W GenSignals.GenEfl_k M Oper_Cmds.Acc_Cmd

r

21948 052 22000 2205 221.0 2215 21948 052 22000 2205 221.0 221.5

Requirements -'

Simulink Models

MATLAB EXPO 2018

Executable

Specification

I-u»

Model used for
production code

generation

N time
birn spr‘lntf ;"0 ?‘0 Sty

C/CHaa

substr(sy

“RO2a-30T R Sdeg

\g-

Generated code

4\ MathWorks
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Does the
design meet
requirements?

correctly?

IS It functioning

V \ Simulink Models 1

Model used for

Executable production code

Requirements Specification

generation

IS It
completely
tested?

TURA-%02a

fz"n?_\‘()ﬁ;:’\;
F( szc xoz%s s& \ﬁ l
C/C+ RN

(S,Az
bt L

MATLAB EXPO 2018

Generated code

4\ MathWorks

38



Functional Testing

IS It
completely
tested?

Is it functioning
correctly?

Does the
design meet
requirements?

, \A i
4 N : . (N
\'Z b Simulink Models \
Model used for e
Requirements SEEIElE production code ”‘“2“"“’*"’&*‘ I
b Specification : C/C'H*b R
generation 5

Generated code

MATLAB EXPO 2018
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Systematic Functional Testing
-

/Test Case
bﬁ Test Harness: basic_inport_outport - Simulink . - . p—— é‘m
I n p u tS File Edit View Display Diagram Simulation Analysis Code Tools Help AS S eS S m en tS
B8 EE@"@@@UD' A RE Nomal ] | @ v &~ L

MAT file (baseline)

MAT file (input)

Group 1
- Signal 1

v Perform custom criteria

‘ v function customCriteria‘

1 test.verifyThat(test.sl

-
Signal Builder MATLAB Unit Test
1 1
2 v w— Inpat l
3 3
Test Sequence »~,., — — Test Assessment
and more! - | and more!
& R2017b || . 'R2017b |
= g
o Main Model | =
- Excel file (input) a ode . 9 \Excel file (baseline)
- /

MATLAB EXPO 2018



Manage Testing and Test Results

4\ Test Manager

o= |

New Opsn Save

FILE

Cut ;-
g T} D d | = @ Al AL import
Copy
Delete  Run  Stop  Report Visualize Highight o Export Help
[Fraste = - ~  inhiodel — -
‘ EDIT ‘ RUN ‘ RESULTS |RE50URCE5

QTR g Results and Artifacts

[l StartPage x| [5] Slow Accel  x

&
4 [5] ComponentTesting
» [7] General Performance Test
4 [ Functional and Regression tests

a [ Signal Builder Baseline examples

» [T] ExcelDrivenExamples

» [ Software-in-the-loop Testing

Slow Accel

ComponentTesting > Functional and Regression tests > Signal Builder Baseline examples > Slow Accel

Baseline Test

» DESCRIPTION

E Slow Accel » REQUIREMENTS
E Fast Accel » SYSTEM UNDER TEST
[5) Decel

» PARAMETER OVERRIDES

» CALLBACKS

&\ MathWorks

b v SlowAcelbaselineCheckpointl.mat

k| 4[5 systemTesting » INPUTS
| » [ ExampleBaselineTesting » OUTPUTS Tes' cuse Te'm PIG'ES
» CONFIGURATION SETTINGS OVERRIDEY
\ ~ BASELINE CRITERIA Simulation Test

Input .bi Cutput

Baseline Test

| MName [E) Slow Accel
Input Cutput
Type Baseline Test > > -
Location CiUsersimoneinDeskto.
Enabled 04
Hierarchy ComponentTesting = Fu...
W File _ |Expected J
Model sf_car —_— D‘I.IEFILIIE —_—
Simulation Mode [Model Settings]
Harness Name SigBdriven

v

v

Equivalence Test

Input Cutput
- P4 .
Input .bi Cutput Y,

v

Assessmer|
Criteria

Assessmen
Criteria

Assessmen
Criteria

4\ Test Manager

VISUALIZE

fa @ o
clearPiot | €, [E31[T¥) | Data cursors Fighight
= = in Mol

EDIT |ZOOM & FAN | MEASURE & TRAGE |

FORMAT

Send to Figure

SHARE

[\ startPage  x  [E] SlowAccel x| Comparison  x
Baseline === Compare To
fourth
4 Results : 2015-Jan-12 17:35:31
4[] Signal Builder Baseline examples
v [=] Slow Accel (] o
4 [Z] Fast Accel (]
4 Baseline Criteria Result Q se=end '
@ gear o i
() thrattle [e——] first 1
() wvehicle speed — O
] Sim Output (sf_car : normal} None
v [E) Decel ] 0 z 2 6 10 12 14 18 18 20 2z 24 26 28 20
m Tolerance m— Difference
1.0
L
08
MName LT
Status
Absolute Tolerance 0 o
Relative Tolerance 0.00 %
Block Path SigBdriven/shift_lagic 1=
ol
] 2 [ 10 12 14 16 18 20 22 24 26 28 a0
= —
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Coverage Analysis to Measure Testing

- »uzDb

Simulink

4»7
RIS

engine
torque

=
—

engine + impeller
inertia

4\ MathWorks

 ldentify testing gaps

« Missing requirements

)

* Unintended Functionality

Code Coverag

Generated Code

BOEO

" Location: :/slcov_output/shvnvdemo_counter/slvnvdemo_counter_slvny

Transition "UP" from "third

UP was never true.

[speed < up_th]

MATLAB EXPO 2018

L RS

lower = (zth_input >= slvnvdemo counter U.lower) ;

Decisions analyzed:

false

true

vavdemo counter U.upper >= rth input) & rtbh _inputGElower

Conditions analyzed:

Description: True | False
slvnvdems_counter U.upper >= rtb_input 51 0
rtbh_inputSGElower 51 0

MC/DC analysis (combinations in parentheses did not occur)

23 True False
deﬂsmn outcomes:

Y

Summary
Coverage Reports
51/51 Model Hierarchy/Complexity Testl
’ Relational Saturation on
0/51 Decision Condition MCDC Execution = integer
Boundary
N overflow

1. sldemo_fuelsys 80 34% wm 34% wem 7% = 90°% we—— 10°% w® 50%  m—
2....Engine Gas Dvnamics 13 71% wsm== NA NA 100% v 50%: w— 30%  m—
3.......Mixing & Combustion 3 67% w—— NA NA 100% we——— NA 50% —
[ R—— EGO Sensor 2 100% wee——— NA NA NA NA NA
. S SvstemLag NA NA NA 100% we————— NA NA
6. Throttle & Manifold 10 73% wsssmmes NA NA 100% s 50°; ——— 50%  m—
Porcsiasicitnns Intake Manifold 2 100% w—— NA NA 100% weesm—— NA 50%  w—
e Sl 2 100% weesmm—m NA NA NA NA NA

« Design Errors

Function

— NA NA

AAAAAAAAAA 6 83%
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Test Case Generation for Functional Testing

/ Test Objective - Specify functional test

2
2 " rue . .
DO D AL T - objectives
raw N debounced — Define custom objectives that signals
debounce Jn O, must satisfy in test cases
Masked Objective
Test Condition : Spec_lf_y functional test
conditions
— Define constraints on signal values to
constrain test generator
1. Edge
SENE 1 wo —(¢) <= Test Objective

MATLAB EXPO 2018
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Static Code Analysis

IS integrated |s interface between

Is the code code free of generated and other
compliant run-time code fully tested?
to MISRA? errors?

I I
: : Other code

Simulink Models : T |
Model used for | |1 | [~ ===y

Requirements Szl production code | il |~ amen |
. Specification : 2 C/C"'E%%i‘!f%sf‘;'f’t;-%; |
generation L
1 Generated code |

The Generated Code is integrated

MATLAB EXPO 2018 with Other Code (Handwritten)
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Static Code Analysis with Polyspace

static void pointer arithmetic (void) {
. Green: reliable izt i;riyii:li,
= Code metrics and standards ssepoiteracesss n | i 5
— Comment density, cyclomatic complexity,... Red: faulty N 4= 0 4100 o o
— MISRA and Cybersecurity standards out of bounds error B wariale 1 (3210 9
assignment of ‘I’ (int32): [1 .. 100]
— Support for DO-178, ISO 26262, .... Gray: dead X( e g
unreachable code \ if (get oil pressure() > 0) |
*p =5
. . . Orange: unproven \ife {
= Bug finding and code proving may bo unsate or some |
conditions !
— Check data and control flow of software
. - i = get bus status():
— Detect bugs and security vulnerabilities Purple: violation |
) MISRA-C/C++ or JSF++ o - iY= 10;
— Prove absence of runtime errors code rules _——
Range data :
tool tip

Results from Polyspace Code Prover

MATLAB EXPO 2018
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Equivalence Testing

Requirements

MATLAB EXPO 2018

Is the code
functionally
equivalent to

model?

Simulink Models

Executable
Specification

Model used for
production code

generation

Is all the
code tested?

Generated code

4\ MathWorks
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Equivalence Testing

= Software in the Loop (SIL) = Re-use tests developed for model to test code
— Show functional equivalence, model to code
— Execute on desktop / laptop computer = Collect code coverage

= Processor in the Loop (PIL)
— Numerical equivalence, model to target code

— Execute on target board emmmm - ————_
’f N\
/ N
\4 ! \ [ ]
¥ ! —
Simulink Models SIL Desktop
Model used for e oo
Requirements Executable roduction code e St 16 Computer
q Specification P ; C/CHaaty
generation :

Generated code PJ|L

MATLAB EXPO 2018
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Qualify tools with IEC Certification Kit and DO Qualification Kit

= Qualify code generation and verification products

= Includes documentation, test cases and procedures

KOSTAL Asia R&D Center Receives ISO 26262 BAE Systems Delivers DO-178B Level A Flight

ASIL D Certification for Automotive Software Software on Schedule with Model-Based Design
Developed with Model-Based Design

Kostal's electronic steering column lock module. Primary flight control computers from BAE Systems.

MATLAB EXPO 2018
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Customer References and Applications

Airbus Helicopters Accelerates Development of DO-178B Certified Software
with Model-Based Design

Software testing time cut by two-thirds

LS Automotive Reduces Development Time for Automotive Component
Software with Model-Based Design

Specification errors detected early

Continental Develops Electronically Controlled Air Suspension for Heavy-
Duty Trucks

Verification time cut by up to 50 percent

More User Stories: www.mathworks.com/company/user stories.html
MATLAB EXPO 2018
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Summary

1. Author and manage requirements within Simulink
2. FInd defects earlier
3.  Automate manual verification tasks

4. Reference workflow that conforms to safety standards

Component Review and Equivalence
and system static analysis testing
- -y e Eay __-----—-
testing 27 TS 7T e ~=—a
\ 12 \ »”" _==o_ EQquivalence S
U \ 1 s P ~ ) ~
! . /v N\ Checking N
v Simulink Models V¥ \ '
Executable Model used for e T
Requirements P production code C/C‘_i_i‘g%ﬂ*%%«%n 1
Specification : SRS
generation ki

Generated code
MATLAB EXPO 2018
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Learn More

Visit MathWorks Verification, Validation and Test Solution

mathworks.com/solutions/verification-validation.html

'4\1\/12]11’1\/\/01’1(5 Products ~Solutions Academia Support Community Events

§ Trial software

Verify and validate embedded systems
using Model-Based Design

Engineering teams use Model-Based Design with MATLAB® and Simulink® to verify and
validate embedded systems. Teams author requirements directly in their models and can
then use those models to generate production code for certification

+ Author requirements in your model, and verify and trace them to the design, tests, and
code

+ Prove that your design meets requirements, and automatically generate tests

+ Check compliance of models and code using static analysis and formal methods

« Find bugs, security vulnerabilities, and prove the absence of critical run-time errors

« Produce reports and artifacts, and certify to standards (such as DO-178 and I1SO
26262)

MATLAB EXPO 2018

Page:

&\ MathWorks'
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Thank You!
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