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Meet Certification Standards with Automated
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Challenge to Deliver Complex Systems and Meet Standards

« Need to meet industry or customer’s standards

— DO-178C (Aero), ISO 26262 (Auto), IEC 62304 (Medical),
IEC 61508 (Industrial), MISRA, etc.

= Time and cost for safety critical projects estimated
20-30 times more costly*

= Finding defects late increases cost and time

*Source: Certification Requirements for Safety-Critical Software
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http://35.233.174.106/index.php/2015/08/06/aonix-3/

ISO 26262-6:2018 notes Simulink and Stateflow as Suitable for
Software Architecture, Design and as basis for Code Generation

Table 5 — Notations for software unit design

) ASIL
Notations
A B C D
la |Natural languagea ++ +4 4+ 4
1b |Informal notations 4+ ++ + +
1c |Semi-formal notations® + + 4+ +4
1d |Formal notations + + + +

a  Natural language can complement the use of notations for example where some topics are more readily expressed in
natural language or provide an explanation and rationale for decisions captured in the notations.

EXAMPLE To avoid possible ambiguity of natural language when designing complex elements, a combination of an activity
diagram with natural language can be used.

b Semi-formal notations can include pseundocode or modelling with UML®, SysML®, Simulink® or Stateflowi®.

NOTE UML®E, SysML®, Simulink® and Stateflow® are examples of suitable products available commercially. This
information is given for the convenience of users of this document and does not constitute an endorsement by 150 of these
products.

NOTE In the case of model-based development with automatic code generation, the methods for representing
the software unit design are applied to the model which serves as the basis for the code generation.

Table 2 Software Architecture Design Notations has similar suitability wording for use of Simulink and Stateflow
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Qualify tools with IEC Certification Kit and DO Qualification Kit

= Qualify code generation and verification products

= Includes documentation, test cases and procedures

@ Certification Artifacts Explorer - O X @] Certification Artif - t X
File Edit Help
3 - . 5 (= . . - ( )
IEC Certification Kit +tcde @ DO Qualification Kit al=1" [S @
Reference Workflow ~ IEC Cortification Kit Model-Based Design Workflow for DO-178C  SEGGYeIE T TRy
v 1S0O 26262, IEC 61508, IEC 62304, EN 50128, IEC 61511 v DO-178C, DO-278A, DO-330, DO-254
|=) Embedded Coder |2 Polyspace Code Prover
MIL Testing PIL Back-to-Back Testing
(Simulink Test, Simulink Requirements, Simulink Coverage) (Simulink Test)
poTTTTT T T I CTTTTTTTTT TS Requirements - 5 Dhe i pr B pand Expcutable
H H » ' R e
! Architecture Verification ! ] 3';5232;"3’;7.:‘..1’.1‘5’1% Functionality ! Allocated to “"-HF [SalTwarne frchibectung, Soaprre Coale Dbject T pie
' (Simulink Test, Simulink Requirements) ! ] (Simulink Test, Simulink Coverage) _ _ H Sodbaiar LLR]
| R - I
1 1 1 ' A 1
1 A ! static Model Analysis ! H : H i
! 1 | (Simulink Check, ! I ! Static Code Analysis H :
i i 1 Simulink Design Verifier) : : (Polyspfgg{ : h
| ' ' N | 7 H
y v ¥ I S | ) ¥ +
System " Software g Object Regarements Bloded Sapigri = gl 2 p—
Requirements Requirements Architecture Model C/C++ code Code ni‘lilﬂpmi“t milﬂm nim I'It “" i
Davslopesne
nEal -1 |WEA-T- 3.5 W B-LO) L E ] | A3 T
Requirements Architecture Development Modeling : o E e
Authoring (System Composer, (Simulink, Stateflow (éodbee:;ar;ercat:jon ’* o = "
(Simulink Requirements) Simulink, Stateflow) Fixed-Point Designer) (Eppetad e /=] qualkitdo_do254_workflow.pdf

; qualkitdo_psac.docx

|| certkitiec_mbd_iec62304.docx ,'Q qualkitdo _psac.pdf

,: certkitiec_mbd_iec62304.pdf
; certkitiec_mbd_is026262.docx

MATLAB&SIM Lyl 4 80 ‘- iec mbd 5026262.pdf

MATLAB&SIMULINK®

R2020a <} MathWorks®

) MathWorks®
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Qualify tools with IEC Certification Kit and DO Qualification Kit

= Qualify code generation and verification products

= Includes documentation, test cases and procedures

3 ’ (@ Certification Artifacts Explorer — O X
@ DO Qualification Kit +ddé€ @
Model-Based Design Workflow for DO-178C ‘ ~ DO Qualification Kit
. e ne v DO-178C, DO-278A, DO-330, DO-254
C E R T | F l C A T E |2 Polyspace Code Prover

No. Z10 15 11 67052 017 | I
Requinemenis _ sl pr B ped
R ST TE Exgciitabile
Holder of Certificate: The MathWorks, Inc mim""fim {HLR) mmmﬂlmu& e Coe gt Code ‘
Appe Ml Do
Nahch MA 0o-200
A 'i
]
Factory(les): ET082 | Regarements Bloded Sapigri = gl 2 u.ﬁ'“'l'._'::;
1 Denvalopment s | el Drvdogis nt ¥
Cortification Mark Do
o ﬂ FEAE 1-1 |WEA-T: 35 WE B L) |WE AT B |WEA-1.7)

; qualkitdo_psac.docx

= oT TOTRITOTTpT
;i qualkitdo_do254_workflow.pdf
e qualkitdo_psac.pdf

&7 1

Product Software Tool for Satety Related Development ’

MATLAB&SIMULINK®

Model(s) Embedded Coder™
Real-Time Workshop® Embedded Coder™

Parameters: he cote generwior 1w stebie 1r uae 10 Sevelon salety R2020a ) MathWorks®

% ¢ CEPTUOWUKAT & CERTIFICADO @ CERTIFICAT
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Qualify tools with IEC Certification Kit and DO Qualification Kit

= Qualify code generation and verification products

= Includes documentation, test cases and procedures

KOSTAL Asia R&D Center Receives |ISO 26262 ASIL D BAE Sysfems Delivers DO_]7SB Level A F||ghf
Certification for Automotive Software Developed with

Software on Schedule with Model-Based Design
Model-Based Desian

Kostal's electronic steering column lock module. Primary flight control computers from BAE Systems.

A MatWorks



Conform to Certification Standards with Reference Workflow

{ Model Verification ] [ Code Verification ]

Discover design errors at design time  Gain confidence in the generated code

Module and integration Back to Back
testing at the model level e, Testing

" Prevention of
.+ unintended functionality

-----------------------
----
e gy
......
. e
.* v,
* .
. .
. .
. .
. .
* '.
o* .

Reviews and analysis
at model level ..., B

0
N
&
L
v' g
o
L4
A\
*
*

Model used for
production
code generation

Generated | Object code
code

Textual Executable
— Ly — —

requirements specification

Code Compilation

Modeling and linking

generation
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Model Verification: Discover design errors at design time

[ Model Verification ]

Manage requirements
Systematically test
Measure model coverage

Check standard compliance
Detect design errors
Prove model behavior compliance

Module and integration

-----------------------
----
e gy
......
. e
.* v,
* .
. .
. .
. .
. .
* '.
o* N/

Reviews and analysis y
at model level .. N f
V K s -: v '
Textual Executable > TR Generated
. —> P —p — — =P production — ——» Object code
requirements specification . code
code generation

Modeling

" Prevention of
.+ unintended functionality

generation

Back to Back
.~ “eee.,,  Testing

Code Compilation

and linking
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Code Verification: Gain Confidence in the Generated Code

[ Code Verification ]

« Trace code to model and requirements « SIL/PIL equivalence testing
« Measure code coverage « Generate 100% coverage test vectors

Back to Back
.~ *+ee.,,,  Testing

Module and integration

+** Prevention of
unintended functionality

-----------------------
----
e gy
......
. e
.* v,
* .
. .
. .
. .
. .
. Y
o* .

*
Reviews and analysis
at model level ..., g
y PPN A 4
Y

Model used for

i — 2Ol —p — — P production ] CEEEIEE ——> Object code

requirements specification . code
code generation

Code Compilation

Modeling and linking

generation
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Manage Requirements

[ Model Verification

« Manage requirements

Module and integration

-----------------------
----
e gy
......
. e
.* v,
* .
. .
. .
. .
. .
* '.
o* .

Model used for

Textual . Executable > — — e i . Generated . Object code

requirements specification . code
code generation

Code Compilation

Modeling and linking

generation
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Manage Requirements

- Ensure all requirements implemented

External
Requirements

ﬂ 7 - Verify the implementation is correct

= Respond quickly to requirement changes

Requirements

Managements
Tools

Model used for

Textual . Executable > — — e i . Generated . Object code

requirements specification code

code generation
: Code Compilation
B EDPPO 4@\ MathWorks: 11




Work with Requirements, Architecture and Design Together

External
Requirements

xls

II;

Requirements
Managements
Tools

-

Simulink Requirements

Ihi Helicopter_System_Req...

W % Impaortl
w BT 4

References to Helicopter_System_Requ

External Requirements

Heliconter Fliaht Control Svstem Requi

v & 13
E 131
E 132

Ihi HelicopterSofowareReq...
o E 1

~

Implements

T H

Architecture

5}'5': e Domirgrnombe

Implemented Verified

I8

/ Design

Hi@icopter Hight Control Software Requi

E 1.1 Irfiroduction

13 Svsterm Dessrintinn
LT .

Euthored Requirements [*
= 1.3.7 Hydraulic Actuator Feedback
El 1.3.3 Hydraulic Actuator Drive
E 134 Hydraulic Actuator Loop Conbrol
E 135 Multi-Wariable Inner Loop Control

Implemented: 16, Justified: 0, Mone: 2, Total: 18

Verifies

4\ MathWorks
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Demo:

Requirements Perspective

& Controler Property Inspector
~
@ Requirement: ENABLE
Q [ENABLE: Engage cruise control Details
- -
74 o
- » Type: Functional v
enable Index: 3
= @ » Custom ID: ENABLE
= i Active Control
Summary: |Engage cruise cont
O brake
Determine if the Description  Rationale
control is active b | Aral vitio v|B J
The ENABLE button shall enga
(@D, I
speed "
_\ﬂ Target speed n
C3) | L error M
set | .F throt
Pl Controller
&> b
inc Compute the
speed
]
(@) |
dec
2 F aal nm v
uiseC: ¥ x
View: Requirements =~ % 1 B (8 P i | 'S
Iy - t ~
v B cunecaones S -~
. S s ———— W
& ke asergages e o EEE— » Revsion nformatin:
LE Engage cruse control e ¥ Links
o inremen st et G @
as o IEE— g s
T Tt 0 matn et s [  Loosal Ooeraor
B sweonn ( ) ) S
81 Disable Throttie when Braking ( | ) v|| » Comments
Mode! Data Editor
LReady
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Test and Requirements Traceability

* lﬁ]cruiseControIRBTCovExampIe } [Pa|Controller ¢ A
Q enable —
G r——— &
Active Control
@ brake
=3 control is active
5|
(&S] (&, [
speed _
|:| —& Target speed | E|
3 VAL LI (=) thist
set | F throt
m?\ Pl Controller
)
&
inc 1 Compute the
) |53 )
- e
m dec F -
previous target z :(az)
» rget ".
> |
Requirements - cruiseControlRBTCovExample X
View: Requirements -~ ,:a‘, ll g = £ S| @ @-
A
PV 4 ~
Vv [*a| cruiseControlRBTCovReqgs
S SET button locks set speed
El 2 Applying BRAKE disengages cruise control
= 3 ENABLE button engages cruise control
E 4 INCREMENT button increases set speed
& 5 DECREMENT button decreases set speed
&l 6 THROTTLE applied smoothly if speed differs from target v
Model Data Editor
Ready

4\ Test Manager

TESTS DATA INSPECTOR FORMAT

Results and Artifacts

|Filte’ tests by name or tags, e.g. tags: test

=1 cruiseControlRETCovTests

bl Cruise Control Test Suite
Set Speed Test
Brake Test

Enable Test

[ncrement Test

Decrement Test
Throttle Test

Verification Status
- Passed
B Failed

Unexecuted

Missing

4@\ MathWorks:
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Review and Analyze Traceability with Traceability Matrix

SET button locks set speed

Applying BRAKE disengages cruise control

Requirement is missing
link to Test Case

ENABLE button engages cruise control

INCREMENT button increases set speed
DECREMENT button decreases set speed

THROTTLE applied smoothly if speed differs from target

\B B>IPO 4@\ MathWorks: 15



Review and Analyze Traceability with Traceability Matrix

- Review links between
different requirements,
model, test

- Filter view to manage large
sets of artifacts

- Highlight missing links

HOME

4 Traceability Matrix

& L\;. (.’f::LLJ

Add Update Scope £ Collapse All

3% Expand All é 6‘?,4

Highlight  Create
Missing Links  Link

Simulink Requirements vs Simulink Test

- Directly add links to
address gaps

INCREMENT button increase:

's set speed
DECREMENT button decreases set speed

THROTTLE applied smoothly if speed differs from target

AB BXIPO

™ Top M cruiseControlRBTCovTests (Ciear Fiter] (TestCase x)
v Type ] cruiseControiRegs
TestAs
' :
. g i § 4
D : : :
) =6 N e
v Link Qi B g g =
&: - o : L = £ : o
aieisifigis
=i ®: ®: 51 B i o
Qi C e f 3 :
0 mim:miE:jo:iE
v Type
- = :1 cruiseControlReqs
v Link
& SET_SPEED Set target speed <«
Cell = BRAKE Brake disengages crui %
ENARIE Encana rses nondr -l
v Type & ENABLE Engage cruise contro
| = Left f
A Top =1 Brake Test
] - Link | None (Creale )
SET button locks set speed
Applying BRAKE disengages cruise control — ‘J
ENABLE button engages cruise control [ ]

&\ MathWorks
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Systematic Functional Testing of Model

[ Model Verification ]

« Systematically test .

Module and integration

-----------------------
u® a
s oy
[N "y
O e
.* .,
* ‘e
. .
. .
. 3
. .
- .
. %
o* .

Model used for

Textual > Executabl >
extua xecutable — — |  production —p Generated ——| Object code

requirements specification . code
code generation

Code
generation

Compilation

Modeling and linking
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Automate functional testing with Simulink Test

Systematic, integrated, and automated functional testing solution

) 4

sldemo_autotrans a

requirements ‘

true

4
- X »{a .

Requirements

24 BB% —

J

-----------------------
----
e gy
......
. e
.* v,
* .
. .
. .
. .
. .
. Y
o* .

Textual
requirements

Executable

cutave Ly — —
specification

-

2 )

Model used for
production

—>

Modeling

Generated
code

code generation
Code Compilation
generation and linking

\B EXIPO

. @) Jenkins
lZ ~<<~ Continuous
«<«.~ Integration
J
——»{ Object code

4@\ MathWorks:
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Requirements Based Verification with Simulink Test

Implemented _

FUNCTIONAL REQUIREMENTS By a S
The flight control system shall ... ] e p System Composer/

Simulink / Stateflow

Verified By

Test Case
Inputs S frim e Assessments
"y Sceraro Test Harness | . o 1
: B Signal 1 | e > xls
xls ana >| . \h_% ] === ’ |npgt J
Signal Editor L = '
= == MAT / Excel et
MAT / Excel L= > File (baseline) ~Assessments
file (input) 5 o y T e =
3 J - M . ”wr‘,mw.« [t > | I <7 function customCriteria
‘ » Perform custom criteria
S B 7 1 test.verifyThat(test.sl
Test Sequence i i
. Simulink Test MATLAB Unit Test

LAB BXIPO &\ MathWorks 19




Measure completeness of testing

[ Model Verification ]

* Measure model coverage -

Module and integration

-------
................
----
e L]
[N "y
O e
. .
. .
* ‘e
. .
. .
. 3
. .
- .
. %
o* .

Model used for

Textual > Executabl >
extua xecutable — — |  production —p Generated ——| Object code

requirements specification . code
code generation

Code
generation

Compilation

Modeling and linking
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Coverage Analysis to Measure Testing

Simulink

AND

[upper]

v

[lower]

previous_output

L 4 F

Stateflow

[hasChangedTo(AccelResSw,true)...
&&tspeed!=uint8(0)]
1

Code

Links to model

Coverage annotation

rtwdemo_sil [topmodel.c v Q Searct

ic void cqunterTypes(void)

element

if (enables) {

Tooltip with code
coverage results

LAB EXIPO

 ldentify testing gaps
« Missing requirements
« Unintended functionality

« Design errors

Coverage Reports

Summary
Model Hierarchy/Complexity Test1
g Saturation on
Decision Condition MCDC Execution e integer
Boundary
- overflow
80 34% wm 34% wem 7% = 90% ee—— 10% w 50%  m—
13 71% wessm— NA NA 100% we—— 50% w— 50% w—
on 3 67% e NA NA 100% we—— N 50%  m—
2 100% e NA NA NA NA NA
Svstem Lag NA NA NA 100% we——— NA NA
6 Throttle & Manifold 10 73% e NA NA 100% = 50% — 50%  w—
Intake Manifold 2 100% e NA NA 100% we——— N2 50%  w—
B s SR 2 100% me—NA Na Na NA NA
9 . Throttle 6 83% mmmmms NA NA 100% s 100°: =———— 50%; m—

&\ MathWorks
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Test and Requirements Traceability in Coverage Results

& 4f Controller X PIController e aE A '
® |[*a]cruiseControlRBTCovExample b [Pa|Controller b v | 2.SubSystem block "Controller" -
. _ @ enable _ 0 Justify or Exclude
e - 3 1 g Parent: cruiseControlRBTCovExample
= Active Control -
) ) ) 2 =] Child Systems: DI Controller
~ Results: 2020-Mar-02 22:14:00 =
. = Determine if the Coverage
- = |:|'U|SEE|:|HUDIH BTEOUT&StS = B control is active Metric Coverage (this object) (inc.
O descendants)
= . - . .
A . Cyclomatic Complexity 0 7
- Cruise Control Test Suite N RERD 100% (12/12)
Condition NA condition
b |=| Brake Test a outcomes
- 100% (12/12)
N spesd B Decision NA decision
¢ [£| Decrement Test T\ Target specd n= outcomes
3 q 5 error throt 1 100% (17/17)
1 set F throt E 1 NA biectiv
b E| Enable Test - Pl Controller Hecutien sui:g;;
. =
b |=| Increment Test . K
= S = Logic block "Logical Operator"
. F ompute the
¥ El Set Speed TESt = =) - target speed
& 4\7- Justify or Exclude
=| 6
r I:I Th rOttle TESt dec { Requirement Testing Details
@@ — F -
=
B previous target b 2 Imple.menled Verified by Tests Associated Runs
B target Requirements
> um| S
Requirements - cruiseControlRETCovExample % —Urm; c;ﬁ?flggﬁ Brake Test 12
View: Requirements - |0 H |5 ['e] Qe Engage cruise .
Enable Test 13
control
~ &g cruisngntmlRBTCovReqs Parent: cruiseControlRBTCovExample/Controller
E1 SET_SPEED Set speed Metric Coverage
B2 BRAKE Brake disengages cruise control Cyclomatic Complexity 0
E3 ENABLE Engage cruise control Condition 100% (6/6) condition outcomes
@4 INCREMENT Increment set speed Execution 100% (1/1) objective outcomes
E5 DECREMENT Decrement set speed Conditions analyzed
@6 THROTTLE Throttle to maintain set speed o [ e | T

&\ MathWorks




Scoping Model Coverage to Requirements-Based Tests 2020

+ Results: 2020-Mar-02 22-14-00 60 v AGGREGATED COVERAGE RESULTS
v [=] cruiseControlRBTCovTests 6O Create a coverage report from coverage results to justify or exclude missing coverage. The filters and
= Crulsa Conlrol Tost Sullo 60 updated coverage values will be displayed with this result.

» |=| Brake Test o ANALYZED MODE w REPORT COMPLE DECISIO! CONDITIC EXECUT +
» =] Decrement Test (V) [*a) cruiseControlRBTCovExample a s 02% i 100% s 76% s
» |=| Enable Test ()
» |=| Increment Test (V]
» |=| Set Speed Test (/)
» || Throttle Test o

"

[v’] Scope coverage results to linked requirements

4@\ MathWorks
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Scoping Model Coverage to Requirements-Based Tests

v Results: 2020-Mar-02 22:14:00

v ([=

- Cruise Control Test Suitg

W @ [

[

I

| cruiseControlRBTCovTests

Brake Test
Decrement Test
Enable Test
Increment Test
Set Speed Test
Throttle Test

9& cruiseControlRBTCovExample/Controller - Simulink

SIMULATION

Controller X PI Controlier

o oo SN0
b®

@® |[%acruiseControlRBTCovExample P [Pa| Controlier b

6@

Missing

D

control is active

Active Control

etermine if the

=
= Acti last step
requiremen t
links identified e 1
D Lo F throt
@ — 3
: [ \]
e D @ —F
—3l
. z ')
E previous targ 3 2
» ||E - nm|
Requirements - cruiseControlRBTCovExample ? X
View: |Requirements v | |[% | 3/ & |5 e LS 7‘

THROTTLE

T ——y

>

22020¢

Coverage Details

Constant block "Constant]l" -

P, - T
Uncovered
Links: b g

antrolRBTCovExample/Controller

Coverage

Metric
Cyclomatic Complexity 0
0% (0/1) objective

Execution

tion analyzed

Block executed

S~——_

Constant block "Constant3"

Justify or Exclude

Parent: cruiseControlRBTCovExample/Controller
Uncovered
Links: e
B b = M o s i 0 R
»
Property Inspector Coverage Details
83%
4@\ MathWorks: 24



Test and Requirements Traceability in Coverage Results

3. SubSystem block "PI Controller"

Justify or Exclude

Requirement Testing Details

error throt 1
throt . .
Pl Controller Implemented Verified by Associated
Requirements Tests Runs
/—\
Throttle to @tﬂc Test 1"6)
maintain set speed\\ ™
—_—
+
+
er
Kp
KTs f
z-1
Discrete-lime Ki
Integrator

LAB EXIPO

Discretelntegrator block "Discrete-Time Integrator"

Justify or Exclude

cruiseControlRBTCovExample Controller PI
Controller

Uncovered Links:

Parent:

Metric Coverage

Cyclomatic Complexity 2

Decision 75% (3/4) decision outcomes
Execution 100% (1/1) objective outcomes
Decisions analvzed
integration result <= lower limit 100%
- 391/8(
false 391 : 01
16
true 410/801
= I6
integration result >= upper limit 50%
- 801/8!
false 01 _Sjl
0/801
true o
T4
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Test and Requirements Traceability in Coverage Results

3. SubSystem block "PI Controller"

Justify or Exclude

peec n = : : .
ed = error haj 1 Requirement Testing Details
throt
Pl Controller Implemented Verified by Associate(
Requirements Tests Runs
Throttle to Throttle Test || T6
mantain set speed
1 Decision covered but
error

not by linked test

Discrete-lime Ki
Integrator

\B EXIPO

Discretelntegrator block "Discrete-Time Integrator"

Justify or Exclude

cruiseControlRBTCovExample Controller PI

Pareat: Controller

Uncovered Links: @

Metric Coverage

Cyclomatic Complexity 2
Decision
Execution

Decisions analvzed

75% (3/4) decision outcomes

100% (1/1) objective outcomes

integration result <= lower limit 100%
false 39 lT_;SOI
true 410/801

T6

integration result >= upper limit 50%
false 801 501
true

4@\ MathWorks:




Address missing Requirements Based Test Coverage

= Add missing implementation links to requirements

1 1EF

& B

Link to Selection in Requirements Browser
1 . S 15
; %) ™ \ { 3
- i

= Update test to increase target speed

* INPUTS

v Include input data in test result

+ Stop simulation at last time point

td_throttle. mat C:\Demos\examples\R2020a\sir Mapped

B |
(=¥ "1
1] 1=
= =
R I
R

v td_throttle updated mat C:\Demos'\examplesiR2020a\sin

LAB BXIPO &\ MathWorks 27



100% Coverage but Testing Identified Error in Implementation

+ AGGREGATED COVERAGE RESULTS

v Results: 2020-Mar-02 23:59:38 5 10
+ =1 cruiseControlRBTCovTests 5@ 10 Create a coverage report from coverage results to justify or exclude missing coverage. The filters and
» " D "_.“ | i va f .III b ‘.'. "ur ed '.'a"l:fh H".'. I .'f.
. Crulse Conirol Test Sulle 50 10 updated coverage values will be displayed s resu

=R T == - - R —— —

» =| Brake Test

» |=] Decrement Test P4l cruiseControlRBTCovExample a3 100 % m— 1 00 %o s 1 (/)% e
» = Enable Test

v =] Increment Test

» =] Set Speed Test

O 0 0 0 0 0O

v |=| Throttle Test

+'| Scope coverage results to linked requirements

4@\ MathWorks: 28




Additional Testing ldentified Error in Implementation

© Throrle changes within limits

~ Results: 2020-Mar-02

= ' al » = throttle_deriv o " Hltor
v cruiseControlRB » At any point of time, throttle_deriv must be greater than -1 and less than 1 le missing coverage. Tf]EJ.JfE#S and

~ Cruise Control

» |=| Brake Test < Eror 1 of 1 v CISION CONDITION  EXECUTION
v ) DECTEITIEI'I‘ 1 Expected Behavior Actual Result Explanation 0% 100% 100%
Assessment Throttle changes within limits' failed from
2.004 10.5si012s
» = Enable Test =%
= 1oolupperoound e « Expected ‘throftle_deriv' to be greater than -1
and less than "1
v | IncrementT ,p0p ,
o Al 11.67 s, expected value to be greater than -1
-1.00 1 and less than 1 actual value s
» =) Set Speed e e :
=l p 10.5 .o ns 12.0 2.30949999990999
v |=] Throttle Tes i
Q
2, =
+ Throttle changes within limits: At _ - e
any point of time, throttle_deriv 9 Fail bl Tordi £ Bt Sl — -
must be greater than -1 and less Pass - g 1esis 1o iviissing Loverage CAPL
than 1 |
10.2 0.4 10.5 10.8 11.0 11.2 11.4 1.6 11.8
» throttle_deriv must be greater True
than -1 and less than 1
False 0| False |l
Untasted 4
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2020c¢

Scoped Model Coverage to Requirements-Based Tests

4\ Test Manager

- O >

Results and Artifacts

|Fi|t'=' results by name ortags, e.g. tags:t | [§

Results: 2019-Oct-02 19:02:58

F SUMMARY

* AGGREGATED COVERAGE RESULTS

= Results: 2019-0ct-02 19:02:58 28
~ [=] dTestReqLinkBasic_Tests 20 ANALYZED MODEL REPORT COMPLEXI... DECISION EXECUTION +
+ [ MyTestSuite 20 mTestReqLinkBasic A s 33% mm 25% mm
b |E| Testcase 1 -]
b |=| Testcase 2 L]
=
Add Tests for Missing Coverage Export
Scope coverage results to linked reguirements l
! MultiPortSwitch block "MPSwitchl"
Requirement Testing Details
Implemented Requirements | Verified by Tests Associated Runs
DO-178C ... coverage information collected Requirement 1 Testcase 1 1 Q
6 4'4 o during requirements-based
SR testing to confirm that ... Metric _ Coverage
Cwclomatic Complexity 2 \
Decision 33% (1/3) decision outcomes \
Execution 100% (1/1) objective outcomes \
Decisions analyzed
truncated input value H 33% ‘ \
31/51 \
=1 {output 1s from input port 1 . . . P
(oute putport ) e - Hit by linked RBT -- Satisfied
0/51 \ I
= 2 (output 15 from 1nput port 2} = . i .
ne Hit, but not by linked RBT -- Unsatisfied
. : : 0/51 ‘
.3 (output 1s from input port 3) = ‘\ Mathworks 30




Check standard compliance

[ Model Verification ]

. * Check standard compliance

Reviews and analysis
at model level ..
*

Textual Executable M il vetl o Generated
—> —p — — =P production — ——» Object code

requirements specification . code
code generation

Code
generation

Compilation

Modeling and linking
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erify Design to Guidelines and Standards

4 Model Advisor - sldemo_fuelsys

File Edit Run Settings Highlighting Help

Check for: o
« Readability and Semantics

(] [ ] ] ]

<
[m]

« Performance and Efficiency v
« Clones

* And more......

S+ Find: M o

& Model Referencing
& Modeling Physical Systems
L@ Modeling Signals and Parameters using Buses
2 Modeling Single-Precision Systems
=3 Modeling Standards for DO-178C/D0O-331
-4 Modeling Standards for EN 50128
- Modeling Standards for IEC 61508
O ~Display configuration management data
V& Display model metrics and complexity report
] @ Check for unconnected objects
[w] C& High-Integrity Systems
~ [m] @ simulink
[+] €@ Check usage of lookup table blocks
A\ Check for inconsistent vector indexing methods
[/] &\ Check for blocks not recommended for C/C++ production code deployment
[+] € Check for variant blocks with 'Generate preprocessor conditionals' active
@ Check for root Inports with missing properties
~Check usage of Math Operations blocks
[[] 2] ~Check usage of Signal Routing blocks

Check for blocks not r

ded for C/C++ production code

Analysis
Identify blocks not supported by code generation or not recommended for C/C++ production code
deployment.

Run This Check

Result: A\ Warning

Identify blocks not supported by code generation or not recommended for C/C++
production code deployment

The following blocks are not supported or not recommended for C/C++ production code
deployment:

][] ~Check usage of Logic and Bit Operations blocks Intake Manifold/p0  Integrator Yesl.2 No
[[] ] ~Check usage of Ports and Subsystems blocks 0.589 bar
(][5 ~Check for root Inports with missing range definitions sldemo_fuelsys/Throttle Repeating Yes3 No
[[1[21 ~Check for root Outports with missing range definitions Command table
[w] i Stateflow
[ Gl MATLAB
fﬁi::ﬁ:rat‘on Rccummcpdcd Action )
F@r Lak L Embedded Coder supports these blocks, they are not recommended for C/C++
3 dl In code deployment. Review the support notes for these blocks and follow the

s\ Model Advisor Analysis [*

* Help Apply

-w
** ‘e
.
-

.
oo,

Textual
requirements

Executable
specification

> - - >

Model used for
production
code generation

Generated
code

Modeling

Object code

Code
generation

Compilation
and linking
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Built in checks for industry standards and guidelines

 DO-178/D0O-331

MISRA C:2012

« |SO 26262 « CERTC, CWE, ISO/IEC TS 17961

« |IEC 61508 « MAB (MathWorks Advisory Board)

« |[EC 62304 « JMAAB (Japan MATLAB Automotive Advisory Board)
- EN 50128

't
ot 0

Model used for

Textual . Executable > — — e i . Generated . Object code

requirements specification code

code generation
AB BXIPO &\ MathWorks




Shift Verification Earlier With Edit-Time Checking

« Highlight violations as you edit

 Fix issues earlier

 Avoid rework

Textual
requirements

Edit-Time
Checking

|

if

Executable
specification

'}

> - - >

Model used for
production

—>

Modeling

code generation
Code Compilation
generation and linking

Generated
code

>

\B EXIPO

Object code

4@\ MathWorks:
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Detect Design Errors with Formal Methods

[ Model Verification ]

. * Detect design errors

Reviews and analysis
at model level ..
*

M -
A\

-

0‘

Model used for

Textual . Executable > — — e i . Generated . Object code

requirements specification . code
code generation

Code
generation

Compilation

Modeling and linking
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Detect Design Errors Using Formal Methods

ey

-
o\ Simulink Design Verifier Resy

.
o\ Simulink Design Verifier Results

Back to summary - Close

Overflow VALID

' antipatternla/Sum

Derived Ranges:
Outport [-128..127]

N,

In1

| & \

o

Back to summary - Close results
antipatternla/Abs

Overflow ERROR - View test case

Derived Ranges:
Outport 1/[-128..127]

|

/

int8
Jul

? int8 >

|
Hl @ int8

In2

= boolean
ouble Relational Outt
threshold Operator

Constant

« Find design errors
* Integer overflow
« Dead Logic
 Division by zero
 Array out-of-bounds
« Range violations

= Generate counter example to
reproduce error

\B EXIPO

4@\ MathWorks
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Prove Model Behavior Compliance

[ Model Verification ]

. Prove model behavior compliance

Reviews and analysis
at model level ..
*

Textual Executable M il vetl o Generated
—> —p — — =P production — ——» Object code

requirements specification . code
code generation

Code
generation

Compilation

Modeling and linking
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Proving Model Meets Requirements

Safety Requirement:

When the brake is applied for three
consecutive steps, the throttle shall go to zero.

*
»
g
D
'.

Textual
requirements

Executable
—

specification

» Need to ensure the design performs

correctly

> - - >

Model used for
production

—>

Modeling

code generation
Code Compilation
generation and linking

Generated
code

>

AB BXIPO

Object code

&\ MathWorks
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Model functional and safety requirements

|-

sldvdemo_cruise_control_defective N
throt 1)
- InBus Throttle
InputData target =@
N A Target
Design Model
=
P Throttle_Out
P in
Safety Properties
<brake> "
[0 100] 1
| = P AND
z
<Actual_speed= L

P
Throttle_Out J—D
0

IA

E

BrakeAssertion

LAB EXIPO

&\ MathWorks
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Link requirements to properties

sldvdemo_cruise_control_defective N
throt 1)
- InBus Throttle
InputData target =@
N A Target
Design Model
=
P Throttle_Out
P in
Safety Properties

#1: Disable Throttle when Braking]

When the brake is applied for

three consecutive steps, the
<brake> q \ throttle shall go to zero.

[0 100] o Ao \\ N
|+ —PA\"’%
J—os A=s® | \\Z) I

e

<Actual_speed>

e

|

BrakeAssertion

Throttle_Out jb
0

LAB BXIPO &\ MathWorks 40




Prove That Design Meets Requirements

>

Prove
Froperties =

sldvdemo_cruise_control_defective N
throt 1)
Throttle
: InBus
InputData |
putbata | _ targeth——————»(2)
4
File Edit Group Signal Axes Help »
FH @ oo~ T M FREE o ow | A
Active Group: | |Counterexample 1 ™ @- - w
1—
o—InputData.Actual_speed
« | \
1
05| InputData.Switches.enable
0= | | |
1
05— InputData.Switches.brake
0 Il L
1
05— InputData.Switches.set
o= | | |
1
0.5
0= |
1
op—InputData.Switches.setincDec.dec
| | | | | | | | | |
10 0.005 0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05

Click to select signal
I Nrote_uwut

Time (sec)

InputData. Switches_enable

InputData. Switches.brake

InputData. Switches set

InputData. Switches.setin... v

'D'} Results: sldvdemo_cruise_control_wverification —

Back to summary

Assert Objectives
Assert  ERROR

sldvdemo_cruise_control_verification/Safety Properties/BrakeAssertion

4@\ MathWorks
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Debugging Property Proving Violations

InputData

sldvdemo_cruise_control_defective N
throt 1)
InBus Throttle
target » 2 )
N A Target
Design Model
=
P Throttle_Out
»in

Safety Properties

'b'a Results: sldvdemo_cruise_control_verification — O pd

Model Slicer

} Slice configuration list

Name: ‘ontrol_verification/Safety Properties/BrakeAssertion : Assert .

Description:

e @

#1: Disable Throttle when Braking'

When the brake is applied for
three consecutive steps, the
throttle shall go to zero.

N
VERIFIES
\

\'\

BrakeAssertion

LAB EXIPO

| BrakeAssertion ; Assert’

This slice configuration is autogenerated for debugging the falsified A
property ‘sldvdemo_cruise_cbntro\_veriﬂcation/Safety Properties/

Signal propagation: 4= |upstream

Starting Points [clear all
= L BrakeAssertion

} Simulation time window (Enabled)

-

m

hafety Properties/BrakeAssertion

ample Debug

T

.

Debug Using
Slice

&\ MathWorks
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Resolve unexpected behavior in a model with Model Slicer

Isolate
Find the area of the model responsible
for unexpected behavior

Analyze dependencies
Understand data & control dependencies
in large or complex models

Inspect slice regions
Highlight model slices for time windows or
failure states & transitions for state flow.

Debug simulation behavior
Step through precompiled slices to
understand signal and port value propagation

Correct Model

TLAB EXPO

Iterate

® | < |Pw|Test Unit (copied from sidvdemo_cruise_control) P ¥y Controller b
G—l enable
1
El - Active Control
orake
= Determine if the
control is active
(&=] Active last step
(4
5 dl‘lﬁ ﬂu'l.l'.-"! et
- v T t speed I Il
3 arge —F@—harmr [alea] ] — A ]
. a -100 -2.02
set ‘ F .
Pl Controller
5
L= i l..n;:npu::a- the
target speed
B 1]
I_';El_.l dec
1
5 - *2)
: : target
pd
Paused 80% T=0.030* -aused FixedStepDiscrete
&\ MathWorks
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Code Verification: Gain Confidence in the Generated Code

[ Code Verification ]

« Trace code to model and requirements « SIL/PIL equivalence testing
« Measure code coverage « Generate 100% coverage test vectors

Back to Back
.~ *+ee.,,,  Testing

Module and integration

" Prevention of
A unintended functionality

-----------------------
----
e gy
......
. e
.* v,
* .
. .
. .
. .
. .
. Y
o* .

*
Reviews and analysis
at model level ..., g
y PPN A 4
Y

Model used for

i — 2Ol —p — — P production ] CEEEIEE ——> Object code

requirements specification . code
code generation

Code Compilation

Modeling and linking

generation

4@\ MathWorks



Back-to-Back Testing

Embedded

[
MJ Tests

PC

Coder

Model ——
_{ Desktop Simulation
(on PC)

N

Generated _Compiler
Code

\

Object
File

o

Object Code F - Automate SIL testing
Execution (on PC)

using Simulink Test.

/

|

4

Testing across releases.

Compare

m Results Results
AB P>IPO 4\ MathWorks
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Automate Test Creation using Test Manager Wizard

AUTO CREATE

Test File from Model

Create a test file from mode 'S

rtwdemo_sil_block Harness1

B2Btest » New Test Suite 1 » riwdemo =il block Hamessi

Test for Model Component

Create a new baseline or back-to-
Equivalence Test

Test from Spreadsheet Select releases for simulation: | Current +
Create a new test with data specif « DESCRIPTION®
e T — |
- Test generated for the subsystem ‘rtwdemo_sil_block/Controller.
- SIMULATION 1
» SYSTEM UNDER TEST*

Model: | rtwdemo_sil_block
» TEST HARNESS*

Hamess: | rtwdemo_sil_block_Harness1

» SIMULATION SETTINGS OVERRIDES*

Simulation Mode: | Normal hd

» SYSTEM UNDER TEST®

Model: | riwdemo_sil_block

+ TEST HARNESS*

Hamess: | rtwdemo_sil_block_SILHarness1

» SIMULATION SETTINGS OVERRIDES*

Simulation Mode: | Software-in-the-Loop (SIL) | ™

m%RAC

Override model blocks in SIL/PIL mede to normal mode

Im*%s&C

model blocks in SIL/PIL mode to normal mode

Guided steps to define component
to test, inputs, type of test and
format for output

Auto generate tests using Simulink
Design Verifier

&\ MathWorks
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Cross Release SIL/PIL Test Harness Generation

2020

« Create a SIL/PIL test harness using code that was generated in a previous release

« Modify existing SIL/PIL test harnesses to store the build folder path information which
can be used for rebuild

\ 4
E O] 9 Create Test Harness

Specify the properties of the test hamess. The component under test is the system for which the harness is

ﬂ Amplifierd ert rbw being created. After creation, use the block badge to find and open hamesses.

Component under Test: mriwdemo_counter/Amplifier
htel ¥ e R
| | Amplifier)_comp.rsp Basic Properties  Advanced Properties  Description
|_-| Amplifierﬁ ref rsp Harness Creation Options
AmpliﬁerD,bat Verification Mode: |Software-in-the-Loop (SIL) -
B AmpllflerD.c Use generated code to create SIL/PIL block ol - -
AmplifierD.h .
. Build folder: |H:\Simulink Test\SILHamess\Internal Demos\Amplifierd_ert_rtw Browse ... In
@1 Amplifierd.mk SIL oyt
2 ey . u
\] Ampllflerﬁ.ubj ey | Post-create callback method | | —_ Trigger
Amplifierd.rs 2 )

'—1 . P P Harness Rebuild Options - equal_to_count equal_to_count |l Amplifier
1 buildinfo.mat ] Trigger 4

. [ rRebuild hamess on open Al enpe o mm—m—— Signal spec
| | codedescriptor.dmr [] Undate Configuration P ters and Model Work dota on rebuild Signal spec. gd ltD .

pdate Configuration Parameters an el Workspace data on rebui and routin
1 codelnfo.mat and routing 9
. Post-rebuild callback method |

] compilelnfo.mat

|_-| defines.txt Harness Component Synchronization Options

EI ert_main.c Synchronization Mede |Synchronize only during rebuild
E ert_main.ohj

|=] modelsources.tet
|| rw_proj.tmw
setup_msvecl30.bat

Cancel Help

4@\ MathWorks: 47




Reference Workflow for Generated Code

Simulink Requirements IEC Cert Kit (for trace)

~asg Simulink Test and Simulink Coverage (for SIL)*

‘\ Simulink Test (for PIL)*

4

Simulink Test and Simulink Coverage (for MIL)*

Simulink Check*
Simulink Design Verifier*

| 4 . vy 3
Model used for
ft E tabl . G t .
requirements specification . code
code generation

‘\ Simulink / Stateflow / AUTOSAR Blockset

|

\B EXIPO

Modeling

Code
generation

‘\ Embedded Coder*

|

Compilation
and linking

*Qualifiable

4@\ MathWorks
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Customer References and Applications

Airbus Helicopters Accelerates Development of DO-178B Certified Software
with Model-Based Design

Software testing time cut by two-thirds

LS Automotive Reduces Development Time for Automotive Component
Software with Model-Based Design

Specification errors detected early

Continental Develops Electronically Controlled Air Suspension for Heavy-
Duty Trucks

Verification time cut by up to 50 percent

More User Stories: www.mathworks.com/company/user stories.html

Sativorks



https://www.mathworks.com/company/user_stories.html

Services

MathWorks Training Service MathWorks Consulting Service

Flexible delivery options: - Early Verification and Validation with Model-Based Design

Public training available in several cities

Onsite training with standard or ErH:I-InnEE
. YOUR SKILLS
customized courses

Meun TR I R, Ll

Web-based training with live, interactive ' = Model-Based Design Process Establishment

nstructor-led courses ; ‘ = Model-Based Design Process Assessment and Maturity Framework
More than 48 course offerings: - - Tools Integration

Introductory and intermediate training on MATLAB, Simulink,

Stateflow, code generation, and Polyspace products

Specialized coursesin control design, signal processing, parallel computing, = Ask about on how we can quickly get you started on System Composer for

code generation, communications, financial analysis, defining system architecture (contact consulting)

and other areas

N / -. = DO 178 Certification Advisory Service
. ISO 26262 Process Deployment Advisory Service

. Developing Embedded Software

Achieve Results Faster

Work with MathWorks to speed up your MATLAB and
Simulink projects.

Advance Your Skills with MATLAB

and Simulink Courses

Contact Consulting
Download course catalog

Expert Knowledge Proven Solutions Customer Success Stories

https://www.mathworks.com/services/training.html https://www.mathworks.com/services/consulting.html

B BXIPO 4@\ MathWorks:



https://www.mathworks.com/services/consulting/proven-solutions/early-verification-validation.html
https://www.mathworks.com/services/consulting/proven-solutions/do178.html
https://www.mathworks.com/services/consulting/proven-solutions/iso26262.html
https://www.mathworks.com/services/consulting/proven-solutions/model-based-design-process-establishment.html
https://www.mathworks.com/services/consulting/proven-solutions/mbd.html
https://www.mathworks.com/services/consulting/proven-solutions/tools-integration.html
https://www.mathworks.com/services/consulting/proven-solutions/developing-embedded-software.html
https://www.mathworks.com/services/consulting/contact.html
https://www.mathworks.com/services/consulting.html
https://www.mathworks.com/services/training.html

Use reference workflow to conform to standards

= Shift verification earlier

- Automate manual verification tasks (coding, compiling, back-to-back)

« Measure completeness of Requirements Based Testing

Module and integration
testing at the model level

Reviews and analysis

Back to Back
Testing

" Prevention of
.+ unintended functionality

g e 0 o
at model level ..., LU
v -:' M A 4

o"
Model used for
Textual Executable

requirements

>

specification

> - - >

production

—>

Generated
code

>

Object code

Modeling

code generation
Code Compilation
generation and linking

AB BXIPO
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Learn More

= Verification, Validation, and Test Solution Page

Requirements-Based Testing Workflow Example

= Verifying Models and Code for High-Integrity Systems

Getting Started with Model Verification and Validation

LAB BEXIPO &\ MathWorks


https://www.mathworks.com/solutions/verification-validation.html
https://www.mathworks.com/matlabcentral/fileexchange/72898-requirements-based-testing-workflow-example
https://www.mathworks.com/company/newsletters/articles/verifying-models-and-code-for-high-integrity-systems.html
https://www.mathworks.com/matlabcentral/fileexchange/71399-getting-started-with-model-verification-and-validation

Thank You!
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