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TUTI

Introduction

Aircraft Level _, _ Functions Aircraft Function
FHA / PASA Development

" Functional safety assessment is an integral part of software and
systems development according to SAE ARP 4754A
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Failure Condition, Effects, Y

= Task of functional safety assessment . e
o Establish relations between component faults and system | smeniew = i
fallure conditions = T —
o Validation & Verification of safety requirements i e
S | pssas F =
Typical methods: ] ||
= Failure Modes and Effects Analysis (FMEA) - ]
T = T implementation

o Determine system level effects from (single) component faults

PASA

= Fault Tree Analysis (FTA) Ve
o Find possible causes for system failure conditions

Y

System / Aircraft
Level Integration &
Verification

Results

Yy

Physical
A System

Development Complete & Ready for Certification

Safety Assessment Process System Development Process

[SAE ARP 4754A]

Julian Rhein — Model-based Safety Assessment

Institute of
3

Flight System Dynamics



The Big Picture TLTI

Our goal: Partially automated generation of safety
assessment artefacts from annotated models:

Executable :
Formalized ,
model of a :
. requirements
technical system
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Conventional vs. Model-Based Safety Assessment TUT

System Architecture Reliability Models Reliability Metrics
- %:> -
Conventional ' x10°
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o
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The ExCuSe Tool TUT

System Architecture

“uomate
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X
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Advantages of MBSA TLTI

v’ Support of analysts during repetitive, error-prone tasks

v’ Provides methods to system designers and software engineers to evaluate their designs prior to
formal safety assessment

v’ Enables modularity of safety assessment and reusability of artefacts

v’ Additional validation of manual assessment results
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Introduction to Property Proving TUT

Traditionally used in software verification

= Formal approach to prove that a property is satisfied or violated by a system

= Properties are disproved by counterexamples

Infinite state and continuous systems are treated by inductive proving and SMT satisfiability
Powerful free/open-source solvers available

Testing:
Test
vectors — Sa{igfféd
u ——> Model M — ¥ — Properties P Y
—> leed

Property proving:

Satigfied «——
" Model M — y* Properties P
Vi%ed < Y P

Counter U
example
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Safety Assessment as Property Proving Problem TUT

Formal concept % Intuitive explanation I:“
= Fault injection = Extension of the model by additional inputs to trigger fault
events
M) => M*(u,f),f €F
= Cut-sets computation = Computation of sets (combinations) of failures, which lead to

a requirements violation from the counterexamples
CS = {csi e F|M*(u",f*) ¥ AGP A3js. t.fi,j}

" Minimal cut-sets = Minimal combinations of failures, i.e. failure configurations

that are necessary for the occurrence of system failures
MCS := {cs € CS|Acs' € CSAcs' c cs }

" Verification: |F| = 0,|P]| > 0 = Verify that the system fulfills all requirements in the failure
free case
" FMEA: |F|=1,[P|>0 = Determine all possible effects (i.e. violation of requirements)
of single failures
" FTA: |F|>0,|P| =1 = Determine all possible causes of single a single effect (i.e. its
MCSSs)
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Fault Injection TUT

= Extension of the model by additional component failure models and additional inputs to trigger the activation
and deactivation of component faults

R B

Model M* — Yy Properties P
fi
_ *
> Component Model M; yomina
—Q_y
4 — © '
———0
> Component Model M;'zquisy
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Implementation

Implementation in Simulink/Stateflow by fault injection
interface

ldea:
o Extend the model by a nondeterministic layer

o Provide modelling facilities for failure logic modeling
or failure injection

o Provide interface for automatic analysis

Share failure flow information between components
without requiring additional signals

Allows common cause modeling
Predefined and custom fault models

Automatic cut-set analysis based on the Simulink Design
Verifier property proving function

) >

Fault Injector
|D:Failure

Block Parameters: Fault Injector X

Generic Failure Injector

This blocks implements a generic failure injector. It can be dragged to signal
lines in order to inject faults to that signals. The user can choose from a set
of predefined failure modes or define custom failure modes.

Main  Custom Failure Modes  Probabilistic Attributes

ID: |Failure

Generic Failure Modes

Active Mode: | Stuck
Bias
Stuck

Drift

Constant Error

[ Detected Failure

O Delay

Min Max

0 [ENE [E
Driftrate Min Max

0 ENE [E
Constant Min Max

0 [{ [2 [E
Pass-through Constant Coverage

0 0.99

Min Max
0 P

Cancel Help Apply
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Generic Fallure Models

Bias
2 T T 7N
Nominal
1t Failed 1 > >
\ ,_\ Y
0 Nominal '
Failed |+ Fault Injector
1t .
] |D:Failure
-2 " ' '
0 4 6 8 10 EI Block Parameters: Fault Injector X
Generic Failure Injector
Drift L This blocks implements a generic failure injector. It can be dragged to signal
2F f i T ] 8 10 lines in order to inject faults to that signals. The user can choose from a set
Nominal of predefined failure modes or define custom failure modes.
1 Failed N ) Constant Error Main  Custom Failure Modes  Probabilistic Attributes
0 \ Nominal I 1D: |Fa||ure Uﬂcei’tain|
05} Failed - Generic Failure Modes
a1t i / \ Active Mode: Stuck param eterS
0 Min Max
oL L : \ / \ Bias
0 4 6 8 10 05t \ / \ 0 !
Stuck
Detected -1 NS . Driftrate Min Max
1 ' ' 7N 0 4 6 8 10 Drift
Nominal E !
0.5r Failed . Constant Min Max
/ \ 1 . Delay i Constant Error H g
0 Nominal Pass-through Constant Coverage
0.5f Failed ] Detected Failure
-0.5¢ \
0 . Min Max
] . . . ] Delay
0 4 6 8 10 -0.5f
1 4 5 5 10 Cancel || Help || Apply
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Custom Failure Models um

>
= Enable definition of arbitrary, user-defined fault models >1

Fault Injector

. . . |D:Failure
= Uncertain parameters can be modelled using special source
b | OCkS Block Parameters: Fault Injector X
: Generic Failure Injector
C USto m fal I u re m Od eIS This blocks implements a generic failure injector. It can be dragged to signal
- . lines in order to inject faults to that signals. The user can choose from a set
demo_mdl Loss of Effectiveness Custom FM 2 Custom FM 3 of predefined failure modes or define custom failure modes.
Main  Custom Failure Modes  Probabilistic Attributes
® demﬂ_mdl > Fault Injector P Loss of Effectiveness v v Loss of Effectiveness

Name: |Loss of Effectiveness

Open in new tab

Open in new window
Delete

¥ Custom FM 2
Name: |Custom FM 2

Open in new tab
Open in new window

] 5 Delete
02,1 F—M™ :) » Custom FM 3

Add custom failures modes and click

BEUES

livesne th link to modify thei Add
chncer bei:&ii: ink to modify their
- parameter
L
Ready 100% FixedStepDiscrete Cancel || Help Apply
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Probabilistic Attributes um

) >

= Distributions of the component lifetime and repair time _
= Similar to basic event models in fault tree analysis Fault Injector
o ID:Failure
= Common models are built-in:
. . . . EI Block Parameters: Fault Injector X
O EXpOﬂentlal dIStI’IbUtIOn Generic Failure Injector
. . . . 'I_'his I_Jlocks implgnjents a generic failgre injector. It can be dragged to signal
o Weibull distribution O e e gy o o 2 e
1 I Main  Custom Failure Modes  Probabilistic Attributes
© PerIOdIC teSt Model: |Exponential
= Custom models can be specified as custom expressions or Rzpfw;ibu..
. Model |Periodic test
h |Stog rams Eailure Custom (Histogram)
Custom (Expression)
[1e-5 |Custom (Distribution Object)

- Repair rate (1/h):
4 X 104 ' 015 P (1/h)
[1e-1 E
0.8 Failure on demand probability:
o1l |1e-6 E
= 0.6 = Test coverage:
= = 0.99
0.4r
0.05} » Advanced
0.2
0 0
0 2 4 6 8 10
¢ x 10
Cancel Help Apply
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Model-Based Safety Assessment with ExCuSe TUT

\ 4

Inject failuresto |~ ____.| Create failure logic model
design model Design model from design model

Using the ExCuSe

blockset for failure
modelling v

[ Formalize functional J Using the SLDV blockset

requirements for modelling of temporal
properties

A 4

»
»

A\ 4

Modify system Refine failure Anal del Minimal combinations of
de3|gn modelling nalyze mode failures that cause a
requirements violation
N N A 4

Satisfactory? _éPIausible? Evaluate safet Evaluate quantitative and
Y 'é‘ Y <O { rveaqtjﬁ eer::n(tesy probabilistic safety

requirements
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Demo: Ground Spoiler Deployment Logic

SPEED BRAKES NOT RETRACTED I ™
CONF 3 or FULL ;E
GND SPOILERS ARMED —E

BOTH MLG COMPRESSED

= Example problem: A320 SEC decision logic for BELOW IDLE | T ATIOR
ground SpOiler deployment ONE THRUST LEVERIN REV —JE

OTHER THRUST LEVER AT/OR. ABOVE
IDLE AND BELOW MCT

GND SPOILERS NOT ARMED

" Hazards BOTH MLG COMPRESSED i .
o Inadvertent full/partial spoiler deflection inflight ONE THRUST LEVER IN REV | 9 2 o | comeere
|
1
|
|

o ] ] ] OTHER THRUST LEVER BELOW MCT “Q“"‘E{'PEfﬁngﬁ
o Missing full/partial spoiler deflection on ground WHEEL SPD >72 KT (BOTH MLG)
RA<LGFT
BOTH MLG COMPRESSED

OR)

[ S v
GND SPLRS ARMED JoR)

= Question: Which combinations of sensor failures can
. SPD BRAKES NOT RETRACTED
potentially cause the hazards CoNFaORFUL— 1 |AND

|
OME MLG COMPRESSED I

BOTH THRUST LEVERS AT/IOR
BELOW IDLE PARTIAL

OR }————»=GND SPLRS

GND SPLRS NOT ARMED | EXTENSION
ONE MLG COMPRESSED AHD
OMNE THRUST LEVER IN RE\.I" |

AND

OTHER THRUST LEVER BELCJW MCT

[Airbus A320 AMM]
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Demo: Ground Spoiler Deployment Logic

>3 — O X |4 - o X
File Edit View Display Diagram Simulation Analysis Code Tools Help HOME UBLISH VEW 4 =] (2] search Documentation P
o = Ao = . = =g A P 5 > =3 HE . New Variable o Analyze Code Preferences
= BN L5 Find Files & [ @ - OBl &
5 LI open Variable ~ [ Run and Time (5 Set Path

Spoiler_Deployment_demo_excuse MNew  New Open Lj_;;]cuuwe Import Save ; Simulink Add-Ons = PRESCURCES

c Seript v v Data Workspace [ Clear Workspace v [ Clear Commands v = Il paratel v -
@ E‘Swlbﬁtﬁﬂep\uymentﬁdﬁmﬁexcuse 3 hdl | i . > = ) e e L = -

] FILE 1 VARIABLE 1 CODE | SIMULINK | ENVIRONMENT | |
@ e EA « Julian Rhein * Documents » TUM + 01 Research b 01_Model Based_Safety Assessment b ExCuSe » debug * demo b Spoiler Deflection b+ 2
il @ Editor - C:\Users\Julian Rhein\Documents\TUM\01_Research\01_Model_Based_Safety_Assessment\ExCuSe\debug\demo\Spoiler_Deflection\Spoiler_Deployment_d.. (0 x

=
& S - | Spoiler_Deployment_demoom 3 | WBS_.demom % | + |
= % T clear =
= 3 2 = clc
4 % Initialization
= init
D &
T % Compute cut-sets
8 - [C5S, status] = excuse('Spoiler Deployment demo sxcuse',
g '
10
I 4,
12
153, false,
14 'Car vRecompile', false);
mdl_out
Kinematics_maodel a Command Window =
= . 0 fx =
1) P Env mdl_out >
Env !
spoiler_figs
Sensors Spoller_Deployment_Logics full_deployment_airborme
Recording... —
@ @)
00:00:00 — 9 s
»
Ready 126% FixedStepDiscrete -
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Summary & Outlook

Summary
= Model checking provides a powerful method for model-based safety assessment
= Cut-set analysis can be expressed as property proving problem

o Performance enhancement by incremental search
o Anytime approximation of probability boundaries

= Successful integration in Simulink/Stateflow

Outlook

Scalability considerations

Creation of structured fault trees from the minimal cut-sets

Using structural analysis to obtain initial guess of the minimal cut-sets
Extension to undirected models
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Thank you for your attention!

Questions?
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