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Simplified model-based system development workflow:
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system
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Conventional system analysis:
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Model-based system analysis:
To recognize system characteristics and inherent shortcomings in the
early design stages in order to provide optimized design solutions.

Qi

Modeling Models

Requirements > Compare < Metrics
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— Faults
Model-based dependability analysis: -~ Threats —+—— Errors
To analyze and quantify the impact of threats on system operation L+ Faijlures

as basis for design optimizations towards better dependability —
— Fault Prevention

; A ~ Means —— Fault Tolerance
AN
— Fault Removal
—— Fault Forecasting

Models

— Availability
— Reliability

O
)

T 2 — Attributes ——— Safety
.‘.\g 3 LY 0 — Confidentiality
3 i :
A A ety
"5 71 & Maintainability
= £

. Dependability
Requirements Compare )
9 P metrics [J. C. Laprie, A. Avizienis, and H. Kopetz.
Dependability: Basic Concepts and Terminology.

Springer-Verlag, Secaucus, NJ,USA, 1992.]
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. System B
Terminology System A i
Laprie[1992] Fault activation Error propagation Failure causation > Fault—

our main focus

— Faults  adefectin the system;
—| Threats ——— Errors incorrect internal state;

— Failures incorrect delivered service;

" our main focus
Dependability —= Means Fault Tolerance to avoid service failures in the presence of faults;

>

L »

> our main focus

\/

Reliability continuity of correct service;

- Attributes

\

Safety absence of catastrophic consequences;

—

L »
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N Recent project:  Robot control system:
@ H - Distributed, space to ground
meterop | AL » Haptic telemanipulation
+ Software, hardware, network
+ Model-based design with Simulink

Haptic
human machine
Interface

Complex S
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- Comms 4
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Astronaut Andreas Mogensen

controls a ground rover from space
07.09.2015.

Ground robotic

system
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Fault model:

Cosmic
radiation

_____

[Image by ESTEC]
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[Ivano Verzola, Anne-Emmanuelle Lagny, and Janos
Biswas, A Predictive Approach to Failure Estimation and
Identification for Space Systems Operations. SpaceOps
2014 Conference. Pasadena, CA.]

[Image by ESTEC]
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Cosmic
radiation

Baseline system model: Analytical model:
Simulink/Stateflow model  |—>—c Dual-graph error propagation model
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Sa

Reliability and

(Safety) metrics

e.g. mean number of errors
in critical system outputs
during given execution time
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Analytical model:

Dual-graph error propagation model
}

.......

Conditions of element A
if (True): :
then (d1=0k)&&(d2=0k) with pr 0.1 i L=
then (d1=error&&(d2=error) with pr 0.9

Conditions of element B
if (d1==0k):

then (d2=0k) with pr 1.0
if (d1==error):

then (d2=0k) with pr 0.9
then (d2=error) with pr 0.1

Conditions of element C
if (d2==0k)&&(d3 == ok):
then (output=0k) with pr 1.0
[A. Morozov and K. if (d2==error)||(d3 == er_ror):
Janschek. then (output= error) with pr 0.8
Probabilistic error then (output= ok) with pr 0.1
propagation model
for mechatronic output
N_err = 3.63
systems.
Mechatronics, 2014.]

Mean number of errors in
data storage output: 3.63
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Analytical model:

Dual-graph error propagation model

Initial state

0.2Z

1 . .

]
&ooook—@oooo] G1o1o 01@
Error-free execution OV_M v1
& 1010 @

Markov chains
Petri nets
Temporal logic

Failure state Q 1111 |

[A. Morozov and K. Janschek. Dual
graph error propagation model for
mechatronic system analysis, 2011]
[A. Morozov and K. Janschek.
Probabilistic error propagation model 6.9, mean number of errors
Sgcrpaetcrgitigmg oslyjtf i in critical system outputs
0 ' during given execution time

uoneindwon
palewoiny

Reliability and
(Safety) metrics
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SIMULINK
; M

Models
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. 2 .8 9 Model-based
N .
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: Dependability
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Analytical approach
ErrorPro
+ Precise low-probability analysis

- Complex methods and technologies
- State space explosion problem

SIMULINK
; M

Models

O
)

Iz

Model-based
analysis

: Dependability
Requirements > @ < metrics
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Analytical approach [Sa%]
ErrorPro
+ Precise low-probability analysis

- Complex methods and technologies
- State space explosion problem

SIMULINK
; M

Models

O Simulative approach K20
S %ﬂ S *% ErrorSim
£
- = ,,.g 3 Model-based + Relatively simple solution
7 9 7, g_ analysis - Requires a lot of simulations
(@]
- E

<

: Dependability
Requirements > @ < etrics
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Input: Output:

Simulink model with
highlighted blocks

Reliability metrics for

Run @ the :

simulations

ErrorSim

V%

Error plots
Number of errors
Failure rates

@ Set up
faulty blocks

Red faulty blocks,
errors are injected in the
outputs of these blocks.

s

Examine
results @

-
Failure rate
o
L5

4
o

Angle (deg)

0
012345678910
Time (seconds)

o

. . . . . ° b 20 [Sensors[ISE__[TAE [ITAE

statistical information is Tine (seconds)  [#_[S8% 30008120077+ 10

gathered for these blocks. MATLAB, Simulink API, GIUDE £ 58168 [19523 |1.9704e 11
27.06.2017
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ErrorSim: Fault types and injection methods

728

‘0@ Workflow

) | sewteyovs | % °
2) 25 Run /. A

3) Examine results ErrorSim

Fault types

« Sensor faults
- Hardware faults
« Network faults

Injection methods

L Set up faulty blocks
Block: DTSystems2016a/Sine Wave B Save Load
Fault type Error injection method Event (When): @ Set up
o B M:a,mm,,,y 5 Ene:m o Failure PrObab”'tY fau"y blocks
}} = « Mean Time To Failure (MTTF)
- T - Failure rate distribution
A . s
" T == _
o s s w i, Effect (how long):
, ‘ « Once
The defined positive or negative Bias Ermnln]euaquynme Mvmmmryoﬂenmmnm .
value is added to the biock output. constant Faslure probability for each asimulation. ° Consta nt tlme

execution of the block function.

27.06.2017

« Infinite time
« Mean Time To Repair (MTTR)
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ErrorSim: Fault types and injection methods I%

Sensor: Offset

2 Correct

! Faulty //"\\

Signal

Time (s)

Hardware: Bit flips

01001010 = 74

|

01101010 = 106

27.06.2017

Fault types following the IEC 61508 standard

Stuck-at fault

— Correct

Run @
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Signal
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ErrorSim: Fault types and injection methods I%u

Event: Failure probability

1

Injection methods based on FIDES and Mil-HDBK-217

= MTTF
- - Distribution
& 05 £ 04
¢ g 04
: z
“ o 0 02 3
0 5 10 32 g 02
Time (s) - o g
0 5 0 3
Time (s) 0
0 5 10
Effect: Once Time (s)
1 Constant/infinite time
205 1 ‘ MTTR
@ 1
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0 Correct 5 %0.4
0 5 10 205 3
) 2] e
Time (s) —— Correct £02
o Faulty 10 2
0 5 1 © .
Time (s) 0 5 10
Time (s)
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Technical details

+ Correct run

* N runs with error injections

* Model instrumentation using block
function callbacks of the Simulink API

Run @

simulations

@ Set up

faulty blocks ® 0 Workflow

1 ) Set up faulty blocks

Examine
results @

3) Examine results E(rorSim
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Run @

simulations

@ Set up

faulty blocks

Examine

results @

Signal values:

+ Correct

+ Faulty

* Error (residual)

Reliability metrics:
¢ Mean number of errors
and its time distribution
¢ Mean error value
and its time distribution

Performance indices:
+ Integral squared error
« Integral absolute error

+ Integral time absolute error

‘e @ Workflow

1 ) Set up faulty blocks ///// ‘
2) 25 Run

3) ‘ Examineresuts | E(rO(Sim

LS Examing resuits
o 8@

Bodc | ES_FautTolerantArcraft_dscrt_beta B

Single run metrics

Al faulty runs B s
14 4

. 4
Tene ) Time §)

Muttiple run metrics
Threshold: 01 MNE 17256 Mean: 017239 SD:0.12569 s Maan: 0051118 SO0: 0028528

04 I

g

i l
:un | |
§ (Nﬁl Lllhfrh l

H

8

,Lﬂ“,

Mean arrcr value (ats)

/

] 2 . ] . 0 o 2 4 e s 10
Teme ) Time &)

Mean integral 51.1358 34272 Wwan integral 313795913

27.06.2017 ErrorSim: A Simulator for Error Propagation Analysis of Control Systems Developed in Simulink Slide 23



TECHNISCHE .
UNVERSITAT Outline IFA,

Introduction

 Model-based system analysis

« Dependability and error propagation

« Analytical and simulative approaches
ErrorSim

« Workflow

* Fault types and injection methods

* Reported statistical information

3

27.06.2017 ErrorSim: A Simulator for Error Propagation Analysis of Control Systems Developed in Simulink Slide 24




TECHNISCHE
UNIVERSITAT

DRESDEN

Case study: Reference Simulink model

A,

Simulink model of a fault-tolerant control
of a passenger jet:

« test and tune, state feedback
parameters in order to achieve better
fault tolerance;

« error injection into three sensor
signals that represent 4, a, and, B
angles of an aircraft;

« evaluation of errors in critical outputs.

Faulty blocks —

P

m_sensor

alpha ' 3

a_sensor

beta .’

b_sensor

Out2

T num(s)
fl[“ wg $2+0.65+0.09 @
Band-Limited -
White Noise Dryden filter In1
11
5
Product Outt @ Outt
Q In2 Aircraft
Clock Interval Test M Od el
Setpoint
commands
@ Out
] =
Wind disturbance
muStep Selector mu
4 3 In1 /
setpont 3™ 5 outt | ! u ooy ]
In2 @ Outt In2 1 z
alphaStep = 5 e
8 Aircraft
Controller |:|
Sel
betaStep nsors -
6 ot 1
In1
3 Out2 .— 
Integral action
D s . 3 1 i 3 Selector
In1 H e - 5 = )
@J “ . 4 —
2 « CO™
n1
6
@z :
: =t |
" State feedback xewaver Outt
27.06.2017

ErrorSim: A Simulator for Error Propagation Analysis of Control Systems Developed in Simulink

Slide 25



TECHNISCHE
UNIVERSITAT
DRESDEN

Case study: Experiments

A,

Setpoint
commands
outt
L[] _ O
Wind disturbance
muStep Selector mu . . .
L s it . Three experiments with various fault types and
setpoint int 5 Outt u oy (. .. . . .
oSSm0 in2 outt in2 f injection methods from light to more severe:
1 Aircraft alpha
Controller ]
Sensors —
betaStep o bota _
8| Y Experiment 1
o 9 "I Sensors Fault type Fault injection method
3
Event Effect
| | ® p |Oscillation, %10|Failure probability, 0.03| Constant time, 1s
@ « Offset, +0.05 MTTF, 10s Constant time, 0.2s
// B Stuck-at fault |Failure probability, 0.05 MTTR, 2s
hine Experiment 2
Sensors Fault type Fault injection method
m_sensor Event Effect
i |Oscillation, %20| Failure probability, 0.1 | Constant time, 1s
Ioh « Offset, +0.05 MTTF, 4s Constant time, 1s
, 3 alpha 3
2 — B Stuck-at fault |Failure probability, 0.05 MTTR, 2s
a_sensor Out2 Experiment 3
Sensors Fault type Fault injection method
beta Event Effect
i |Oscillation, %20| Failure probability, 0.1 | Constant time, 1s
« Offset, +0.05 MTTF, 4s Constant time, 1s
b_sensor Jé] Stuck-at fault |Failure probability, 0.05 MTTR, 5s
Slide 26
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Case study: Experiments

A,

Setpoint
commands
Out1
I Wind disturbance
muStep Selector
j s 3 Int 1
= In1 1
setpoi Out1 U Y
n In2 outt |2 In2 i z
alphaStep e
5 Aircraft
Controller
Sel
betaStep nsors
6 o ° - 1
n1 (<
3 Out2

alpha

beta

m_sensor

alpha

a_sensor

27.06.2017

Correct run:

(a) 1
§ —mu
o —alph
e bet|
2
< g
0 10 20 30
Time (seconds)
Experiment 2:
Minor continuous
deteriorations
(c)
1
g
\;0‘5 |=mu
g_c;, —alpha
—beta
< 9 W —
0 10 20 30

Time (seconds)
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Experiment 1:
Eventual deteriorations

(b)
=)
3
0.5 s
-23 —alpha
z, O (Y (Pyes
0 1‘0 2.0 30
Time (seconds)
Experiment 3:
Unstable behavior
(d) 40-
—~ 20
()]
1] 0 AN
®
-20
é —mu
-40 —alpha
60 —beta |
0 10 20 30

Time (seconds)

Slide 27



GDERMESE  Conclusion IPA
DRESDEN onciusio LS-AT

Achieved results:

* New lightweight tool for error analysis of Simulink models

* Various fault types based on IEC 61508

* Various fault injection methods based on FIDES and Mil-HDBK-217

* Reported reliability metrics suitable for RAMS analysis of a complete system

Future challenges:
* Performance evaluation and optimization
* Automatic report generation for FTA/FMEA

* Integration into industrial development processes.
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A,

Thank youl!

We are looking for partners for further development and
integration of the ErrorSim into industrial processes.

andrey.morozov@tu-dresden.de
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