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aes_core.c X |aes_che e X

if (AES_set_decrypt_key(key,
i

128, haes) < 0)

return 0;

7
CEYPTIO_cbcl28_decrypt (E_, buf, len, &aes, iv,
I uart_printf ("buf [1enl
v
m {out, &buf [0] lﬂn—buf lr*n 113

7
return len—buf [len-1];

(block128_f)AES_decrypt):

= ﬁ,rl"‘r len = %d'n”, buf [len-11, len) ;

Overflow |\
Unproven' operation [-] on scalar may overflow (result strictly lower than MIN INT32)
This check may he an issue related to unbounded input values

operator - on type int 32
left full-range [-2°7 . 2%%-1]
right 1
result' [-2°1 2147483846 (0xTFFFFFFE)]
(result is truncated)

Tf appropriate, applying DRS to len (argument number & of function aes_che_dserypt, defined in aes_che

¢ line 193 and called by m

Event
Tnitialization of len by the main gemerator (argument mumber 4 of aes_cbe_decrypt)

Not entering if statement (if-condition false)
Not entering if statement (if-condition false)

i

i

copyiﬂj?’?ﬁ’\l"*‘

TMCURI#: (4KB)# R

7 Unproven: aperation [-] on scalar may overflow (result strictly Lower than WIN INT

File
2es_che.
aes_che

aes_che.

o CRGEG]

Scope

_main_gen_call_ses_che_

ass_che_dserypt ()
ass_che_decrypt ()
aes_che_decrypt ()

RACEE 58] T bufllen-1], #ARlen=0, LA
: FARR R ERR T iEEE Bimemepy, EERLLERBRG =S
#E&len-buf[len-1]89
JRRGSCIR, JERD R {E R While(len -- 1=0)RI 5 R i

5%, BMREN=

4=

1T+

aes_core.c X |aes_che.c X

if (AES_set_decrypt_key(key, 128, &aes) < 0)
{

return 0;

7
CEYPTO_cbecl28_decrypt (in, buf, len, &aes, iv, (blocklZ8_f)AES_decrypt);

17 uart prin‘tf("buf[len] = %d"'t len = %d'n", buf [len—1]1, len) ;
7
218 {out, kbuf [0], l—m—buf 1-=n 113

Teturn e but [len-11;

Tnvalid use of standsrd library routime W3/
Warning: fumction 'memepy’ is called with possibly invalid argument (s)
* Checks on first argument (destination):
¥ Tat mll.

? May not be a memory area that iz accessible within the boundary given by the third argument.

Actnal walue of third argument (msigned int 32): [0 1111] or [4294967042 (OxFFFFFFO2)

* Checks on second ergument (source):
v Tot mull.

? May not be a memory area that is accessible within the boundary given by the third argument
Actual value of third argument (msigned int 32): [0

* Other checks:
v First argument and second srgument do not have overlapping memory.

Actusl value of first argument (pointer to veid): points at offset 2°°-1 in buffer of 134217726 bytes.

2%2-q]

Actual value of second argument (pointer to const woid): points at offset O in buffer of 1111 bytes
. 11117 or [4294987042 (O0xFFFFFFO2) ..

2%-1]

£ifa1 2 buf[-1]891E -

SFHERE, GBI ENS

MATLAB E

BEITIRTP, ﬁﬁwﬂ SieEt, &
, ZE&memcpyh?

H{E, TR EERAWMEKE jj2321 lid:Np =Y
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2 XHHBEBF

Done OR In Progress OR To Do =4
Results List o Source Code o Result Details
Famil ID Type 2c_queue.c | > : e e
y lec_queuec (S x| |x i2c_queue.c / gpio_i2c_service_init()
®* 471309 Red Check 127 -
= = 1 3 2c_req. dev. = I2C_DEV_NI S
p 4 425836 Gra gplo_:l eq. dev_id CCREY UK Status | Unreviewed ¥ Enter your comment here..
128 M gplo_12
425905 Gray 430 gpio_12 ¢
X a3 | i fr o o5 Severity | Unset -
g X 426097 Gray Chech ; 0. Re 0 ; -
20052 e 432 M gpio_iZc_req.rd_wr = I2C_WR_REQ; A
X 426142 Gray Check 43 2 A G Assigned to | Type usemameo... | ¥ | &
= 13
426248 Gray Chech .
X+ |426248 |Gray Check i for(i = 0: i < I2C_MAX_REQ SIZE: i++) 5, S
| % 426262 Gray Check for(i = 0; i < (0x0C): i++) : ; nhng 0o &
5 = = The loop is infinite or contains a run-time error.
X 426272 Gray 4 : - 2 : _ Loop fails due to a run-time error (maximum number of iterations:
% 426284 ra R : y (voad)n [b‘:;pln_nL'v?_ret;ue:‘t_but [1),] &gpac_12c_req, s 6).
X 426289 Gray Check 131 goiagiZe yeg list anit ()
% 426297 G 44( Event File Scope (+]
)- 420 ) : e Ry T 7 e \
" > a0 441 £/ (void)hal_12c_openibiic_handle, HAL _I2C_QUEUE) . 1 Iterating on loop i2c_queue.c gpio_i2c. *
. QD51 ara’ ! 442
L ) Eunction ‘memcpy Con 12 ¢ pio_i2
o ST 1 2 unction ‘memcpy’ is ... i2¢c_queue.c gpio_i2¢c.
X 426316 Gray Ct
OLORA 2 4 3 ® Non-terminating lo... i2¢_queue.c gpio_i2c
X 426326 ra 145 static 12c_drv_data_st« gpio_i2c_get_queue_reguest (void)
!
X * 426778 Gray Che SH )
1 i2c_drv_data_st #*i2c_req
X 426806 Gra - 4
X 426848 Gray Check 448 if (gpio_i2c_reqrmum > 0)
e 45( {
X * 426875 Gray Cl 45 i2¢_req = gpio_iZc_q _head;
% 426902 = 152 gpio_i2c_q head = gpio_i2¢_q head->p_next .
— 153 gpio_i2c_req num——;
X 426984 ra 154 }
- AT
X 427226 ra & $ lse
(56 {
X 427236 Gray Check 157 M 12c_req = NULL:
¢ y
’ X 427262 Gra i !
b ST 460 return (i2c_req) v
RT3 » R

- forfEF R EIFREAI2C_MAX_REQ_SIZE(0XxOC 12) mimemcpyRI#i¢Bgpio_i2c_requset_buf[]xE X HIK /N g
GPIO_I2C_MAX_REQ_SIZE(0x05 5),

- BUABRSSHIZBUFFE X ERAMAP I EETEMEWEN, FMRENSEZNINERE, FEENERLRS
FEFLEARFcrash, RAMTEARSSHIZEFHE LF.
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ﬁle Repomng Metncs Tools Window_ Help
& & E| Dt Sog Finder v W 5top Q|

BERaats i

(ALl results v | Vallew (=lv <3 5> Showing 858/53,248 ¥
Fanily: (1) T Information & File f Function
w Anpact: Low Hds_diagnostic b Pile Scope |
-0 Inpact Lew Rds_disgrostic. b File Secops
-0 Inpact: Low wart.h File Scope
-0 Inpact  Low end_uart h File Scops
-0 Inpact Low end_uart. h File Sceps
o] Inpact: Low ond_uart. h File Scope
- O Tnpact Low end_usrct h File Scops
-0 Inpact: Low esih_spi.h File Scops
(o] Inpact” Low ran_event_handler h  File Scope
-0 Tnpact Low ran_svent_handler h  File Scops
e Inpact: Low rds_block decoder.h File Scope
i) Inpact® Low audto_debuz cfg h File Scope
—-0 Tnpact Low pss_ifh File Scops
- O Inpact: Low pwmb File Scope
-0 Inpact  Low pon b File Scope
-0 Inpact Low p b File Sceps
-0 Inpact: Low pm bk File Scope
-0 Tnpact: Low o b File Scope
-0 Inpact Low pan b Fila Scops
-0 Inpact: Low pwm b File Scope
-0 Inpact Low pwn b File Scops
-0 Inpact. Low tiner. b File Scops
e Inpact” Low tiner b File Scope
-0 Tnpsct Low tiner b File Scops
S Missing bresk of switch case 5
(o] Inpact” Low anp_tdf8546_tnit_s. . anp_shutde
O . hoi_ngr e ipel_updat
-0 = power_off_
Inpact. Low radie_source_manag. . .
é‘ ‘Unused paramster 100
Fumerical 1O
lhuml integer conversion overflow |0
-0 Inpact: Low dsp_s1478x_hifi. ¢ dsp_s1479x
'0 Tnpact Low dsp_514792_hifi ¢ dsp_si 4792 —
-0 Inpact. Low ere. e eulb_ulua
-0 Inpact: Low lomer. c© diana3 _rec
o Tnpact Low PES_vip_mansger. ¢ pss_vip_re v
“ m »

W Recult Detuils Fox ‘i
@ | I varianle trace hal_gpio ¢ / hal_gpio_init()
= Rezult Reviea

Status Unreviswsd

ter cosment here . N
Severity ‘Ihsqt o |
i

| OMissing breek of switch cuse (npect: Low) 2
Saitch caze terninates sithout a break statement or comnent about the intemtional f£all through
I

I*':onflguruhr.h | Mluu]l Details

pewer_mode. ¢ X | 52¢c_queme. ¢ x{dmsppc X |hal_gpio.c X power pgr.c X|Emingrc X| 4 + 3
case HAL_LU_FrU_ tly_en: =
M To_Fro, LCD_EN_INITO) :
break,
#endif = ;

case HAL_I0_VA33_VIO33_3V3_EN:
() §O_VA33 VIO33_3V3_EN_INIT():
break:

case HAL_I0_VCORE_LVO_EN:
" To_VCoRE_1vo_EN_INITO) ;
brezk,

MTERET—Tbreak, SH—MABIZERE, KRESFHEIIMIBENETLTEES T,

MATLAB EXIPO
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> IBH T HERIFAIRIE

REBE=HHRHNEE, BEFSBEIRTIANER (ZFsANTI2E, 340 BaiE)
> KAKHETHHRE
> Y3813 T ASPICE CL3 #11S0O 26262 (ASIL D)

R

MTKIR B &5 7 Hripa iy SGS "-!'3:' ‘
Bug Finder Defect ==+=—=MISRA C 7 orcein CERTIFICATE

CERTIFICATE NO.: FS/71/220/21/0655 OF ACHIEVEMENT

LICENCE HOLDER
2500 ST e
2161 et sonss "

TF, C1, JULONGHY INTERNATIONAL CORPORATE

HEADQUARTERS, NO. 19 SUTUAN ROAD, JANGNING
DEVELOPMENT ZONE, NANJNG, o
P.R. CHINA (32) ive= FEEE GG

2000 !

Yanfeng Vistaon

Project-Noi-ID LICENSED TEST MARK ReportNo, . &
Yanfeng Visteon Electronics
RavZ ReVZOU1 | Technology (Nanjing) Co., Ltd.
in recognition for achieving
1500 Automotive SPICE® PAM V3.1
Tested acording ta IS0 282822018 c ey
apability Level 3
1 1 7 2 Gertified Produsi(s) Functional Safety Proeese af Yanfano Vigleon Electronics
Techncloay (Nanjing) Go. Ltd. {ASIL D) January 15t 2021
Version V1.6
Assessmant team conducled assessment in compliance to ISOAEC 33002
9 2 7 Tachnical The audlted development pracass complieg with tme Dn ™ ~ 15™ January 2021
1000 DeteParameter 150 28282 standarc part requlrements
Project Name 2021-CAF-CD542-DIECU

150 26262-2.2018 150 2826262018

150 2626242018 130 2R262-8:2018 Assessed Processes MAN.3. SUP 1.8, 9,10, SY52 ~ 5, SWE1 = SWE S

150 2426252018 190 26262-9.2018 Process Context B Sample Phase and C1 Sample Phase
SpecHls The cartficale ie crested for the purpos of providing

445 Rﬁqulramnmu confarmilty of the development and support process In
accordance with 150 26262, Changes which are not

anversd in 112 Audil Report hava to be reconsidersd,

Pl
n Boty RBiurich, Febraary <, 2021 4 Leader Aswssar Eric Chen Co-Ass 3 ng
Ci

_
Fol’ Fun:ﬂon:\l Safety ! intacs™ Certified Principal Assessor inta ertified Principal Assessar
& “SGETUV Saar GmbH (/{[ Z 1 Certi. No.: CN21-2019-22022-03 Cert. No: CN21-2071-20321 03

a
o
o

228
g 43 26 o 3 i

Marcus Ran

.
& Shanghai Initiative-Ql Electronic Technology Co., Ltd.

INITIATIVE-Q1

BRPEBE)

Aubermissiva SPICE® iz a magisbarad wadamark of Varsand de Astomobilindustie & (VDA).

RHE 2020317  2020-4-26  2020-6-1  2020-6-29  2020-7-6  2020-7-13  2020-7-20
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