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Results from Grad-CAM identifying portions of images which influence the classification. 1
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* Why did you do that?

« Why not something else?

« When do you succeed?

« When do you fail?

« When can I trust you?

« How do I correct an error?
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Reguirements allocated to ML
component management

Deep Learning Toolbox Verification Library EUROCAE WG-114 /| SAE G-34
by MathWorks Deep Learning Toolbox Team Standardization WOFking GrOUp

Verify and test robustness of deep learning networks “Artificial Intelligence in Aviation”
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MedMNIST v2 - A large-scale lightweight benchmark for
2D and 3D biomedical image classification

Jiancheng Yang, Rui Shi, Donglai Wei, Zequan Liu, Lin Zhao, Bilian Ke, Hanspeter Pfister, Bingbing Ni

! Shanghai Jiao Tong University, Shanghai, China
2 Boston College, Chestnut Hill, MA
* RWTH Aachen University, Aachen, Germany
4 Fudan Institute of Metabolic Diseases, Zhongshan Hospital, Fudan University, Shanghai, China
> Shanghai General Hospital, Shanghai Jiao Tong University School of Medicine, Shanghai, China
® Harvard University, Cambridge, MA

The dataset is licensed under Creative Commons Attribution 4.0 International (CC BY 4.0)

PneumoniaMNIST
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'b'/'! Requirements Editor

REQUIREMENTS
IH—H'I_P ﬁ % Save -
New QOpen & gz

Requirement Set
FILE

Delete J
E. &
i Profile Editor Add Add
Requirement ~ Link =

PROFILE REQUIREMENTS LINKA

> %] XRPD_System
v [k XRPD_SystemMLComponent
~v B 1

Summary

ML component requirement for X-Ray Pneumonia Detector (XRPD)

MATLAB EXF

AgRRSRT RFRKEIE

a7 B SRR IT

sl

HERITS &R

HEIZ

<
E 11 Introduction {
E 12 ML component description !
v [E 13 ML component requirements {
v E 131 ML component input f
B 1311 ML component input should be 28x28x1 }
E 1312 ML compenent input data (training) should be 28x28x1 F
E 1313 ML component input data (validation) should be 28:x28x1
B 1314 ML component input data (test) should be 28x28x1 (
v [E 132 ML component output '
B 1321 ML component output should be 2 }
B 1322 ML component output labels should be 'normal’ or "pneumonia’ ‘
v [E 133 ML compenent accuracy *
B 1331 ML component training precision ’
B 1332 ML component test precision
E 1333 ML component avoid overfitting =
Requirement: XRPD ML 3_2
E 1334 ML component out-of-distribution deteq
E 134 ML component latency ¥ Properties
v [E 135 ML component robustness
Type: Functional i
E 1351 ML compenent rebustness 1% perturbal
E 1352 ML component robustness 0.5% perturl Index: 13.3.2
E 1353 ML component robustness 0.1% pertur] ‘Custom ID:  XRPD_ML_3_2
B 136 ML component implementation Summary: ML compoenent test precision
Description Rationale
[ulp | Arial ~1w B I U0 R ~| &

Accuracy of the trained model must be above 90% (with test data)
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Bl Train
I Vvalidation

| ITest

80%

trainingDataFolder = "pneumoniamnist\Train";

imdsTrain = imageDatastore(trainingDataFolder,IncludeSubfolders=true,LabelSource="foldernames");

AR
MedMNIST REFEKREET AGRRWIE
pneumonia
(: FIERTRER :)
countEachLabel(imdsTrain)
M7 RS RIE
= ﬂ#ESALIE

training
images

0006.png ans =

0008.png
; 2x2 table AT :%//// (: BRRITSEMA :)
pneumonia Label Count - -
FERI 2R

0001.png
0002.png normal 1214
: pneumonia 3494

"0

Yvy
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Fairness in Responsible Al. Detecting and mitigating bias against unprivileged groups in ML modeling
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Gender imbalance in medical imaging datasets
produces biased classifiers for computer-
aided diagnosis

Agostina ). Larrazabal™', Nicolas Nieto™™', Victoria Peterson™: (%, Diego H. Milone®([, and Enzo Ferrante™*

Courtesy : PNAS

From oximeters to Al, where bias in
medical devices may lurk

Analysis: issues with some gadgets could contribute to poorer
outcomes for women and people of colour

s well for patients with darker skin. Photograph:

Courtesy : The Guardian

Fixing Medical Devices That Are
Biased against Race or Gender

Designers should show how well instruments perform across different populations

Courtesy : Scientific American
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when evaluating three different deep learning architectures in two X-ray datasets with different i / = =
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PNAS ARTICLES Vv  FRONT MATTER  AUTHORS Vv TOPICS + Q w
I
50 Atelectasis hi . Pneumothorax
BRIEF REPORT | APPLIED MATHEMATICS | & fYins= w:n}; ~ |74 he 0.92
S lr 1 - ]
i H i i i 0.88 = B [ sl ns 5 0.90
Gender imbalance in medical imaging . v | o9 f-r = -
ns e : ! - | | —_
. eme - | I ' 1 i 0.87
f e ] -
datasets produces biased classifiers for 086 T — 2= L | -
—— | OB} g I ! | g
. . . | JRTR 1 i . !
computer-aided diagnosis o HIBEEE g | | T; —_ . o2
—— | X _' ; | . .
Agostina J. Larrazabal, Nicolds Nieto, Victoria Peterson 0, +1 , and Enzo Ferrante ® 3 authors Info & Affiliations L v —_ - 07 \ 0 ! 0.80
| ‘ °
Edited by David L. Danoho, Stanford University, Stanford, CA, and approved April 30, 2020 (received for review October 30, 2019) 0.82 = \\ ‘ 1 0.77
May 26,2020 117 (23) 12592-12594  https://doi.org/10.1073/pnas.1919012117 0 ¢ Yos \ - B
0 25 50 75 100 \ :
0 25 50 75 100
0.5
for models trained only with male images, while orange boxes indicate training with female- C- 1 C 2
only images. Both models are evaluated over male-only (Fig. 1 A, Top) and female-only (Fig. 1 A, 1.0
N,
Bottom) test images. A consistent decrease in performance is observed when using male 0.88 v N / 0.82]
p - ) L ’1 rnn
patients for training and female for testing (and vice-versa). The same tendency was confirmed 0.86 s ns 0.9 et " . 0.80
p
='a

|
|
|
082 T / ! —
/ I
z ‘
L6 of | mm 0.72
0.80 < o / Training : -~ !
/ ¢ <
» / == s | 0.70
0.78 / 06 SRRl o064
0o 25 50 75 100 (- R :
: e N\ 0.66
% of female images in training data o o 25 5 =3 =
25°
e % of female images in training data
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514 B =- Detect bias

)| VisualzeFainessWeightsExample.mix * +
6 numSmoker = sum(tblstats.GroupCount([2 4])); thlstats =
7 numTotal = sum(tblstats.GroupCount); ==
8 numFemale = sum(tblstats.GroupCount([1 2]));
-'—l Py 9 nunFemaleSmoker = tblstats.GroupCount(1); 1 |Female Nonsmoker 40|

10 2 |Female Smoker 13
1 pldealFemaleSmoker = (numSmoker/numTotal)*(numFemale/numTotal) 3 |Mae ‘Nonsmoker 2|

. 12 pObservedFemaleSmoker = numFemaleSmoker/numTotal T |Nae s 21|

D | S p a r a te This result indicates bias against the smoker class for female patients in the original data set
— pldealFesalesmoker = @.15€2
We need the proportion of female nonsmokers to female patients is the same as the proportion of male nonsmokers to male patients. o0bservedsesalesnoker = 2,4000
Impact

] i‘ [ ] Compute faimess weights with respect to the sensitive attribute Gender and the binary response variable Smoker
# 13 tbl.Weights = fairnessiWeights(tbl,"Gender","Smoker") thl =

Dastoic | Gender | smoker | sysoic | weigms ]

1 93| Male Smoker 124 07810

" Compute by Group 00 : 2 77| Mae Nonsmoker | 109 11931

3 83| Female Nonsmoker | 125 08745

thlstats | = i !

Compute counts for each group in tbl - o e = = =1 e

~ Select groups and data to compute on 5 80| Female Nonsmoker 122 08745

Groupty [l v | (Gender v (Group by unique vakes v | - + 6 70|Female Nonsmoker | 121 08745

. (:| Wl = £ 7 83| Female Smoker | 130 13862

Disparate Impact < 1 for females i (e o .
Weights ¥ | [ Group by nique vakes v | =+ 9 78| Male Nonsmoker 15| 1191 |

indicating bias

thlstats = 4
Gender Smoker Weights GroupCount
1 |Female Nonsmoker 0.8745 40
2 |Female Smoker 13882 13
3 |Mae Nonsmoker 11931 %
4 |Mae Smoker 0.7610, 2
* Original Observations _ Weighted Observations
16 L T i TR
13 T 135 B |
Visualize the faimess weights using grouped scatter plots. Without the faimess weights, all observations have the same weight by default P ™
1% ' e 130 * qo
17 scatterplotFair(tbl, thlstats); & - ‘}o ‘ . 3 e &o '.
2 * .‘ .‘0 = .’ ke
To understand how fairmess weights affect the observations, find the statistical parity difference (SPD) for each group in Gender after applying the faimess weights. This . f’ & L} o 5 o \
measure must be equal to 0 to be fair. Use the fairnessietrics function, which computes bias and group metrics for a data set or binary classification model with ol i 3:-,3"’ 12 '.v'.'!
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Pre-processing

In-processing

Post-Processing

Removes the information correlated to
the sensitive attribute

Add constraint or regularization term
to the objective, Adversarial models

Edit posteriors to satisfy fairness
constraints

MATLAB BEXlPO
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ta Training

| ol imageinput
imagelnputLayer
conv

V™M convolution2dl

[ batchnorm
batchNormaliza Iy

relu
reluLayer

numClasses = numel(classNames);

layers = [
imageInputLayer(imageSize,Normalization="none")
convolution2dLayer(7,64,Padding=0)
batchNormalizationLayer()
reluLayer()
dropoutLayer(0.5)
averagePooling2dLayer(2,Stride=2)
convolution2dLayer(7,128,Padding=0)
batchNormalizationLayer()
reluLayer()
dropoutLayer(0.5)
averagePooling2dLayer(2,Stride=2)
fullyConnectedLayer(numClasses)

softmaxLayer

RIEEMZ IR

MATLAB E

C

- =] X
(2]
Properties
convolution2dLayer 2
Name P
- 5 RAER ST REFRKIL
stide "
DiationF actor 1
Padding 0,000 =
PaddingValue ) B
Weights
= ) LIRS SR M R B
WeightLeamRateF actor 1
WeightL 2Factor 1
BiasLeamRateF actor |
BiasL2Factor o &
Weighisindiaizer goret -
Biasinhaizer zeros ht
HEEE 7 R AR IF
options = trainingOptions("adam",
ExecutionEnvironment="auto", (= bay g ERETSER

InitiallLearnRate=p.001,

MaxEpochs=50,
MiniBatchSize=256,
Shuffle="every-epock",... EBIS HRRIZI

LearnRateSchedule="p\ecewise",
LearnRateDropPeriod=3
LearnRateDropFactor=0.1)
Plots="training-progress",

ValidationData={XVal,TVal},

ValidationPatience=10, ... ‘ 4 ‘ Q ,
P %

OutputNetwork="best-validation-loss"); -

—
rjﬁ
=LA

classificationLayer(Classes=classNames,ClassWeights=classWeights)];
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.} Experiment Manager

EXPERIMENT MANAGER

ﬂl:,':l ™ Open ~

E Save Cluster

E=

Mode | Sequential = ] [>

Strategy: [ Exhaustive Sweep

- |

REFRKGET

W7 R RRAT

New Layout Run )
~ i Duplicate - Pool Size > .
FILE ENVIRONMENT EXECUTION RUN J
Experiment Browser -] Experiment_pneumonia_CNN x I
~ (5] verification-medical-neural-network -
Description
~ [ Experiment_pneumonia_CNN R i
[E] Resuitt Image Classification by Parameter Sweeping of Hyperparameters ""
Hyperparameters. (
4
Strategy: [Exhaustive Sweep = | ‘
In the setup and metric functions, access hyperparameter values by using dot notation. i
Name Values | !
solver ["adam"] - )
filterSize [571 ;
numpFilters1 [16 32]
numFittars? 132 fidl M
4 3
ep Add | (] Delete 5
Setup Function (
[wa ws Experiment_pneumonia CNN !
Hyperparameters

In the setup and metric functions, access hyperparameter values by uzing dot notation.

RARIFSER

Name Values
solver ["adam"]
filterSize [57]

I numFilters1 [168 32]
TJmFiImrn? [37 R4l

RE)I% 1RSI

19



MATLAB E

©)

ATANI AR FES

JJ!ln‘:u‘l)Ilﬁ

il

Taining Progress (28-Dec.2522 073454 =

e A R e TR S R T AW S RS S SR T

R ==

—_l
—

=J

AJEETE

E
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() %HE aivueﬁa

imageAugmenter =
Fillvalue=mean(XTrain(:)), ...
RandXReflection=true, ...
RandXTranslation=[-2,2], ...
RandYTranslation=[-2,2], ...
RandRotation=[-10,10],...
RandScale=[1,1.25], ...
RandXShear=[-5,5], ...
RandYShear=[-5,5]);

pagrye
‘

imageDataAugmenter(...

(: RimR et :)
(: SR RREE :)
ﬁﬁ“ﬂ

‘ ¥ g i2I8E ’

Ok 7

bl

Eﬁﬁm%

(: BRbGFRIIE :)
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= 5
Accuracy: 90.71% “ ‘

confusionchart(T,Y) scoreMap = gradCAM(net,X,label)

Ground-Truth: pneumonia Prediction: pneumonia (0.99227)

normal

True Class

pneumonia

normal pneumonia
Predicted Class
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Class: bell pepper Class: pillow /
\

97.22% Perturbation 21.57T% 7

_ 3 - 3 -
+ — Deep Learning Toolbox Verification Library
by MathWorks Deep Learning Toolbox Team
Verify and test robustness of deep learning networks
/ verified
\ violated

FeaLLEE
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Number of Observations

700

600

500

400

300

200

100

Deep Learning Toolbox Verification Library

\ 7
ERbvEa s
\ 7
YN E="
\

7

wAIE AL

by MathWorks Deep Learning Toolbox Team

Verify and test robustness of deep learning networks

B Original Network

[ Data Augmented Model

[ ]Robust Network

| —

verified

violated

unproven

perturbation = 0.01;

XLower = XTest - perturbation;

XUpper = XTest + perturbation;

XLower = dlarray(XLower,"SSCB");

XUpper = dlarray(XUpper, "SSCB");

result = verifyNetworkRobustness(net,...
XLower, XUpper,TTest);

summary(result)
verified 402
violated 13
unproven 209
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SpeckleNoise

In-distribution

Original

Out-of-distribution

Deep Learning Toolbox Verification Library
by MathWorks Deep Learning Toolbox Team

NBLIEERRER
< WEEE - M;&Hﬁﬁ! iE

@ / \ i

Verify and test robustness of deep learning networks

Contrast

Out-of-distribution

Relative Percentage

0.14

0.12

0.1

0.08

0.06

0.04

0.02

[ Training Data (ID)
[ ISpeckle Noise

- IFlipLR -
[ IContrast

250 200 150 -100 50
Distribution Confidence Scores

25



Fcbug B EhERE E HirkE

4
=
"l

~ @@

wY

Code
Generation

analyzeNetworkForCodegen(net)

Supported
none "Yes"
arm-compute "Yes"
mkldnn "Yes"
cudnn "Yes"
tensorrt "Yes"

( RiGERTERT )

HlEe % SRR E )

\

YRER
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\
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MATLAB EX
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doubl

VIERZ AR EE )

\

HiEEE
Ground-Truth ./ \( REGIES &R )

Video furoy
Viewer 0.01603|
g  oom
o
©
E
»( 1)
single single|
XTest Image softmax [——4
int32
L)
Prediction
Maximum
-
e
»
Rurning - e
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1 | 1 Il | 1 w f;; )Ir[.
0 100 200 300 400 500 600 700

max(abs(differences))

ans = single
5.9605e-07

28



Verifying requirements have been fully teste

| MATLAB Test Manager
O

=l

EInEIEE

16

Total Tests

Test Details Expand &1

) ®

13 0

MATLAB Test Manager: All Tests in Current Project

%) S
0 0

Passed Failed Incomplete Mot Run

Running fests. . 1316

Test

Diagnostic Time

- O src/9-requirements-veri
(& tests.MLComponent
(& tests.MLComponent
(& tests.MLComponent
- O src/9-requirements-veri
() tests MI Component

P Requirements Editar

REQUIREMENTS
B! 3 & save
I rt
New Open & =
Requirement Set

FILE

Ed Delete

lil¥ Profile Editor Add
Requirement ~

PROFILE REQUIREMENTS

A @RSt

= (2 src/9-requirements-veri

Hlae s SRR EE

(& tests.MLComponent
(& tests.MLComponent
() tests MI Component
() tests MI Component
= (2 src/9-requirements-veri
(& tests.MLComponent
(& tests.MLComponent
- O src/9-requirements-veri
() tests MI Component
(& tests.MLComponent
= (2 src/9-requirements-veri
(& tests.MLComponent
- O src/9-requirements-veri
(2) tests MI Component
(@) tests.MLComponent
") tests MLComponent|

Index

~ [%] ¥RPD_SystemMLComponent

i
B LS

r—y "‘“M S

MATLAB EXF

Lk Toahy

AT S S

v 1 ML compor q for X-Ray Detector (XRPD)
B 11 Tntroduction
B 12 ML component description
v B 13 ML component requirements
v EH 131 ML component input
E 1311 ML component input should be 28x28x1
E 1312 ML po input data (t hould be 28x28x1
B 1313 ML component input data (validaticn) should be 28x28x1
E 1314 ML component input data (test) should be 28:x28x1
v B 132 ML component output
E 1321 ML component output should be 2
E 1322 ML component output labels should be ‘normal’ or ‘pneumonia’
~ E 133 ML component accuracy
E 1331 ML component training precision
‘H 1332 ML component test precisien
E 1333 ML component avoid overfitting
B 1334 ML component out-of -distribution detection
E 134 ML component latency
~ E 135 ML component robustness
E 13.5.1 ML component robustness 1% perturbation
B 1352 ML component robustness 0.5% perturbation
[E 1353 ML component robustness 0.1% perturbation
B 136 ML component implementation

¥ Links

El ¢= Implemented by:
%l 738897.7231in evaluateModelAccuracy.m
El = Refines:
E XRPD_ML_3 ML component accuracy,
El ¢= Verified by:
%l 738897.7232in MLComponent Accuracyﬂo

29
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Verify and test robustness of deep learning networks “Artificial Intelligence in Aviation”
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