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Automotive

New WIP ISO PAS 8800
(Road Vehicles — Safety and
artificial intelligence)

S

Aerospace

New standard (AS6983) from
EUROCAE WG-114 / SAE G-34

is expected in 2024

MATLAB |
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Medical Devices

FDA released its first Al/ML-Based
Software as a Medical Device
(SaMD) Action Plan



https://www.sae.org/standards/content/as6983/
https://www.sae.org/works/committeeHome.do?comtID=TEAG34
https://www.iso.org/standard/83303.html
https://www.fda.gov/media/145022/download
https://www.fda.gov/media/145022/download
https://www.fda.gov/media/145022/download
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REQUIREMENTS
§ 5 r Save ~ Delete J
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New Open = e & Profile Editor Add Add
Requirement Set Requirement ~ Link =
FILE PROFILE REQUIREMENTS LINKSE
®
Index Summary Implemented
>[5 XRPD_System 3 (Sub)system (Sub)system
~ [5] XRPD_SystemMLComponent £ requirements & design requirements verification
v E 1 ML qui for X-Ray F ia Detector (XRPD) 4
B 11 Intreduction
B 12 Requirement: XRPD_ML_3_2
v E 13 ML requirements
v g 131 ¥ Properties verification
B 1311 | Type: Functional “
B 1312 f

Inde: 13.3.2

E 1313
E 1314 | CustomID: XRPD ML 3 2 Data Independent data
v g 132 Summary: ML component test precision management Learning process and learning verification

B 1321 verification
g 1322 Description  Rationale &
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Accuracy of the trained model must be above 30% (with test data) management verification & integration
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ML component robustness 1% perturbation
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https://ww2.mathworks.cn/products/requirements-toolbox.html?s_tid=srchtitle_requirement%20toolbox_1
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trainingDataFolder = "pneumoniamnist\Train";
imdsTrain =
— Available Datastores
xleedu':ln'ilrsl; General datastore I
‘,’,,,":;:g spreadsheetDatastore r\ain)
tabularTextDatastore I
fileDatastore
Database databaseDatastore
Image imageDatastore
denoisingImageDatastore
randomPatchExtractionDatastore int
pixellabelDatastore —
augmentedImageDatastore
Audio audioDatastore 4
Predictive fileEnsembleDatastore u
Maintenance simulationEnsembleDatastore -
Simulink SimulationDatastore
Automotive mdfDatastore
Custom subclass matlab.io.Datastore
Transformed | transform an existing datastore

¢

(Sub)system
equirements & design

Bl Train
I Vvalidation

_ ITest

80%

imageDatastore(trainingDataFolder,IncludeSubfolders=true,LabelSource="foldernames");
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imageinput
imagelnputLayer
conv
| convolution2dL .
v

batchnorm
batchNormaliza k

Bl

numClasses = numel(classNames);

layers = [
imageInputLayer(imageSize,Normalization="none"
convolution2dLayer(7,64,Padding=0)
batchNormalizationLayer()
reluLayer()

dropoutLayer(0.5)
averagePooling2dLayer(2,Stride=2)
convolution2dLayer(7,128,Padding=0)
batchNormalizationLayer()
reluLayer()

dropoutLayer(0.5)
averagePooling2dLayer(2,Stride=2)
fullyConnectedLayer(numClasses)

softmaxLayer

classificationLayer(Classes=classNames,ClassWeights=classWeights)];

o

options = trainingOptions(“adam",

- a X
)
¥ Properties B
‘ R convolution2dLayer 2
Name conv
FilterSize 77
NumFilters 64
Stride 11
e e o (Sub)system (Sub)system
N 5 B requirements & design requirements verification
‘Weights 8]
Bias n
‘WeightLeamRateF actor 1
‘WeightL2Factor 1
el Requirements allocated to ML ML requirements
pestzracer 2 component management verification
Weightsinitializer glorot | v ]
Biasinitiaizer zeros [~
| \V 7
Data Independent data

and learning verification
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Inference model
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ExecutionEnvironment="auto", ... !N

.001,

InitiallLearnRate=

MaxEpochs=50,

MiniBatchSize=256,
Shuffle="every-epoc

LearnRateSchedule="p\ecewise", Model

training

LearnRateDropPeriod=3
LearnRateDropFactor=0.1,
Plots="training-progress",
ValidationData={Xval,TVval},
ValidationPatience=10,

OutputNetwork="best-validation-loss");
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EXPERIMENT MANAGER

Strategy: [ Exhaustive Sweep

~J

In the setup and metric functions, access hyperparameter values by using dot notation.

e L R T | .
New ﬁ Save g Cluster Run )
~ 3. Duplicate - Pool Size - 4
FILE ENVIRONMENT EXECUTION RUN _J
Experiment Browser -] Experiment_pneumonia_CNN x I
~ (5] verification-medical-neural-network -
Description
~ [ Experiment_pneumonia_CNN E
E Resulti Image Classification by Parameter Sweeping of Hyperparameters J‘
E
{ (Sub)system
( requirements & design
Hyperparameters
Strategy: [Exhaustive Sweep - ] i
In the setup and metric functions, access hyperparameter values by using dot notation. i
Name Values .
‘ Fagn] | ) Requirements allocated to ML
solver ‘adam’ -
s 57 ; component management
numFilters1 [16 32]
numFilters? 137 A4l M ! &
P 3
gp Add |[{{] Delete -' Data
management
Setup Function (
[wa ws Experiment_pneumonia CNN | &
Hyperparameters

Name Values Model
solver ["adam'] - training
filterSize 57

14 numFilters1 [16 32]
numFilters? 137 A4l v
] 3
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(_) Data-augmented tralnlng

FillValue=mean(XTrain(:)),
RandXReflection=true,
RandXTranslation=[-2,2],
RandYTranslation=[-2,2],
RandRotation=[-10,10],...
RandScale=[1,1.25],
RandXShear=[-5,5],
RandYShear=[-5,5]);

imageAugmenter = imageDataAugmenter(..
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Accuracy: 90.71%

confusionchart(T,Y)
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Interpretability =
Methods

®  Interpretable
Models

L Post Ho
Techniqu

Generalized Linear
Models

Decision Tree

gradCAM

Requirements allocated to ML
component management

(Sub)system
ification

LIME with Linear Model
Blackbox Model Prediction: 21.0495
Simple Model Prediction: 22.6154

Cylinders (5 vs. 8)

Model_Year (74 vs. 70)

Predictor

Horsepower

01

-0.05 0 0.05 0.1 0.15

Coefficient

0.2

i R2019b
R2021a
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MATLAB Deep Learning Toolbox Verification

Deep Learning Toolbox Verification Library
by MathWorks Deep Learning Toolbox Team 2023

Verify and test robustness of deep learning networks

o IGUEREE MG XTI AR R ER L (Adversarial Examples)
o TEEMLE TN BN BURAZEE
- QIEBIEIMINAEE, XMoo mAMSmINHE

o FMIPH LRI B 53 T SN EHE (Detect out-of-distribution ,00D)
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F| F XAt A (Adversarial Examples)3i iFf= B & 4514
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Original Image Adversarial Image (Epsilon = 1)
Class: Persian cat Perturba, =] @ © Class: Tibetan terrier

squeezenet

Xadv = X +e.5ign(VxL(X, T)).

fast gradient sign method (FGSM)

FREAER

Szegedy, Christian, Wojciech Zaremba, llya Sutskever, Joan Bruna, Dumitru Erhan, lan Goodfellow, and Rob Fergus. “Intriguing Properties of Neural
Networks.” Preprint, submitted February 19, 2014. https://arxiv.org/abs/1312.6199.

https://ww2.mathworks.cn/help/deeplearning/ug/generate-adversarial-
examples.html?s_tid=srchtitle _Generate%20Untargeted%20and%20Targeted%20Adversarial%20Examples%20for%20Image%20Classification_1

14


https://ww2.mathworks.cn/help/deeplearning/ug/generate-adversarial-examples.html?s_tid=srchtitle_Generate%20Untargeted%20and%20Targeted%20Adversarial%20Examples%20for%20Image%20Classification_1
https://ww2.mathworks.cn/help/deeplearning/ug/generate-adversarial-examples.html?s_tid=srchtitle_Generate%20Untargeted%20and%20Targeted%20Adversarial%20Examples%20for%20Image%20Classification_1
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MATLAB Deep Learning Toolbox Verification

£

Number of Observations

700
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400
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I Original Network
I Data Augmented Model
[ ]Robust Network

o FUEFNPE AR BT

—

verified

™

violated

unproven

by MathWorks Deep Learning Toolbox Team

perturbation = 0.01;

nd XLower = XTest - perturbation;
XUpper = XTest + perturbation;
"> XLower = dlarray(XLower,"SSCB");
XUpper = dlarray(XUpper, "SSCB");
result = verifyNetworkRobustness(net,...

al Image (Epsilon = 1)
-.-ss: lynx, 41.1%

XLower,XUpper,TTest);

I

L

summary(result)
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MATLAB Deep Learning Toolbox Verification

Out-of-Distribution Detection
> In-distribution (ID) : Fsk#yEFn
WZRIR BRI EIE -

> Out-of-distribution (OOD): AME]TF
NEHENHIE. Hln, BIEREE
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(Sub)system
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T p=E A |\
?Tikglglég JLHISLE Deep Learning Toolbox Verification Libra

by MathWorks Deep Learning Toolbox Team

Requirements allocated to ML
component management

Verify and test robustness of deep learning networks
2. ANIAE

Original

0.14

[ Training Data (ID)
[ ISpeckle Noise

012 - [ ]FlipLR .
[ IContrast

0.1

0.08

— T~

0.06

Contrast

SpeckleNoise

Relative Percentage

0.04

0.02

. . . = A - . . . -250 -200 -150 -100 -50
In-distribution Out-of-distribution Out-of-distribution Distribution Confidence Scores
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GRAFRCH

NVIDIA.

(Sub)system (Sub)system

unirements & desigD Q—)quirements veriﬁcatioD

equirements allocated to ML ML requirements
component management verification

analyzeNetworkForCodegen(net)

Supported
none "Yes"
arm-compute "Yes"
mkldnn "Yes"
cudnn "Yes"
tensorrt "Yes"

Data Independent data
management Learnlng process and learning verification
venf cation

Inference model

verification & integration
Model
tralnlng

Learning process
management
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(Sub)system (Sub)system
n requirements & design requirements verification
i Requirements allocated to ML ML requirements
component management verification
| Data
management Learnlng process
venf cation

| Learning process Inference model
management verification & integration

100 200 300 400 500 600

max(abs(differences))

ans = single
5.9605e-07

700
Model Model
training implementation
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ICEM
MATLAB Test Manager: All Tests in Current Project

@] ® %) c
16 15 0 0 0
Total Tests Passed Failed Incomplete Not Run

Test Details Expand A1l Running tests... 13116

Test Diagnostic Time |

- O src/9-requirements-veri
(& tests.MLComponent
(& tests.MLComponent

(Sub)system (Sub)system
requirements & design requirements verification

B Requirements Editor

REQUIREMENTS

Ty i & save ~ Eg Delete
(©) fests MLComponent] L 3 P : é
= (O src/9-requirements-veri New Open =2 == [&» Profile Editor Add Add
@ tests ML Component Requirement Set Requirement = Link =
FILE PROFILE REQUIREMENTS :
= (3 src/9-requirements-verif 2 Requirements allocated to ML

component management

\ A

Independent data
and learning verification

(& tests.MLComponent
(& tests.MLComponent
() tests MI Component
() tests MI Component
= (2 src/9-requirements-veri
(& tests.MLComponent
(& tests.MLComponent

Index Summary

~ [%] *RPD_SystemMLComponent

SIE M campen eqreren for i rvrona ot o) (D G

B 11 Introduction

Data
management

B 12 ML component description

SCES PEe— G G
v/@ s E—" T

Learning process
verification

- O src/9-requirements-veri
E 1311 ML component input should be 28x28x1 _ —
() tests MI Component
g 1312 ML component input data (training) should be 28x28x1 D
(& tests.MLComponent : - .
g 1313 HLcomponent input data (valication) should be 28:08x1 G G Learning process Inference model
N tsveri
 e— 8 1314 ML componrt Inpt dta (tet)should be 262851 D G management verification & integration

(& tests.MLComponent
- O src/9-requirements-veri
(2) tests MI Component
(@) tests.MLComponent

v E 132 ML component output _ _
B 1321 ML component output should be 2 _ _
E 1322 ML component output labels should be ‘normal’ or pneumonia’ _ —
~ E 133 ML component accuracy _ —

Y A

Model

BN e e

Model

£ fests MLComponent E 1331 ML component training precision _— ks . . .
4 & 1332 e p—— n training implementation

B 1333 ML component avoid overfitting
E 1334 ML component out-of-distribution detection E 4= |I'I'Ip|El‘I‘IEI'ItB{| hv:

E 134 ML component latency :

@ 135 ML component robustness %l 738897723 1in evaluateModelAccuracy.m

E 13.51 ML component rebustness 1% perturbation E =b Reﬁnes.
g 1352 ML component robustness 0.5% perturbation
H 1353 ML component robustess 0.1% perturbation E XRPD_ML_3 ML component accuracy

B 136 ML component implementation -

El 4= Verified by:
%] 738897723 2 in MLComponent Accuracy.m V]
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