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Formal methods are system design techniques that use
rigorously specified mathematical models to build software
and hardware systems. In contrast to other design systems,
formal methods use mathematical proof as a complement to
system testing in order to ensure correct behavior. As
systems become more complicated, and safety becomes a FO rm a \
more important issue, the formal approach to system design

offers another level of insurance. | M et h O d S

An Appetizer

Flemming Nielson - Hanne Riis Nielson
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‘el .\prmger

https://users.ece.cmu.edu/~koopman/des s99/formal methods
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PRINCIPLES OF
ABSTRACT INTERPRETATION

In computer science, abstract interpretation is a theory of sound
approximation of the semantics of computer programs, based
on monotonic functions over ordered sets, especially lattices. It
can be viewed as a partial execution of a computer program
which gains information about its semantics (e.g., control-flow,
data-flow) without performing all the calculations.

PATRICK COUSOT
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int new position(int sensor posl, int sensor posZ)
=R
int actuator position;
int %, y, tmp, magnitude;

actuator position = 2; /* default */

tmp = 0; /* wvalues */
magnitude = sensor posl / 100;
Yy = magnitude + 5;

while (actuator position < 10)
= {

actuator position++;

tmp += sensor posZ J/ 100;
y += 3;

- }

if ((3*magnitude + 100) > 43)
= {

magnitude++;

¥ = actuator position;

actuator position = X (x - v):

return actuator position*magnitude + tmp; /* new values */
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{
int actuator_position;
int x, y, tmp_pos, magnitude;
actuator position = 2; /* default */
tmp pos = 0; /* wvalues */
magnitude = sensor posi / 100;
Yy = magnitude + 5;
X = actuator_ position;
while (actuator position < 10)
{
actuator position++;
tmp pos += sensor pos2 / 100; -EEEEH B%:ﬁié
y = 3 7N 4,
}
if ((3 * magnitude + 100) > 43)
{
magnitude++;
X = actuator position;
actuator_position = x / (x - y):
: n operator - on type int 32
return actuator position + tmp pos; Bﬁﬁﬂzzﬁg
} riah 5 () A

result: [-21474855 .. -1

result is truncated

Hmn??ﬁwhuq
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" Polyspace R2022a C\polyspace workspace\where are error\where_are error.psprj — e
File Reporting Access Tools Window Help
% & | > Run Code Prover ~ 8 Stop ||
< Project Browser =0 Resl Detals
+2OmMRB LT BE Cl<al| s~ ~ No check selected| | ¢ \,q“:‘cagemmDWMhWrd
= where_are_error
(3 Project Source Files

= Project Include Folders
=3 Module_1

=3 Module Source Files

BMsrc

i3

il where_are_the_errors.c
=3 Configuration
4 where_are_error Iy

% Configuration | 4 Result Details|
B Dutput Summary

Type Message

File Line Col

Detail

% Project Browser | [E Results List|

& Dashhoard | ¥ Source |E Output Summary

& Do @& O S
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static void pointer arithmetic (void) {
int array[100];

Green: reliable int *p = array;

safe pointer access i

int 1i;

/

' \\\\\ffr (1 = 0; i < 100; i++) {
Red: faulty *p = 0; N
out of bounds error pht; variable ‘I' (int32): [0 .. 99]
J assignment of ‘I’ (int32): [1 .. 100]

Gray: dead if (get bus status() > 0) {
unreachable code \lf (get o0il pressure() > 0) {
\ Hig = 9F
} else {
Orange: unproven \1_++

may be unsafe for some }
conditions }

i = get bus status();

Purple: violation if (1 >=0) |
MISRA-C/C++ or JSF++ SR = i)? = 10;
code rules 3 g

}

Range data
tool tip
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signed char x, y;

MR BREZ R B AR, TEARIITIERERIEAZESHRME.

x = random char () ; —J%
if (x > 0) {

x =5
} else if (x !I'= 0){ |«

?7?
|
127
=< |
1 S 127
il
-21
X

MATLAB |
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Bug Finder
—~>High Quality, Secure, Compliant Code:
 Measurable, Maintainable, Consistent
« Very few defects or vulnerabilities
« Credits for functional safety,
cybersecurity standards.

Code
Metrics

Good Practice

» MISRA-C, C++ SelfeCt 861"[ I’;erformance

.;:’/ R A A uineranili y es

Code Prover N“OSAR—C** @ Standards, Checkers Obé;Urce anage,,

2> Fully Trusted Components: ¢ Cybersecurity o Oy ent
y P 3‘5/ Guidelines (RUnareds) PN Uy, r/enz‘ed

* Reliable, Robust, Safe, Secure

* Proven free of critical runtime
defects and vulnerabilities

« Additional credits for standards.

14
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Table 1 - Topics To Be Covered By Modeling and Coding
Guidelines

Table 3 - Principles for Software Architectural Design

Topics

. ASIL
A B C

Topics

Topics

- ASLL
A B C D

Table 6 — Design Principles for Software Unit Design and

Implementation

ASIL

Topics § : : :
A B C D

1n
1m Table 7 — Methods for Software Unit
1l Verification_
1k[ ASIL Topics : AS;IL
1jlA B C D ABCD A B C D
i B = c o
+ 4+ + F[+ + F 1
+ + + ¥+ + F 3 A
P+ F|++ % % + + F +
ABCD oo+ +|ABCD ABCD ++3% ¥|ABCD ] Table 10 — Methods for Verification of
oo+¢++++ +++ +ABCD[f +F $|++ + + ABCD + Software Integration
- + 4+ + £+ + £ +F f f|+++ f[++F f+FFtE(ABCD|++ F t|ABCD|+ Tl :AS:"-:
L e S O 1 O O 8 e S O e O o I O O 8 e e o s DO A B C D
EEEIIEEEI IR EEEE: BRI IR IR I LR I EE I L '
Tablel Table2 Table3 Table4 Table5 Table6 Table7 Table8 Table9 Table10 Table11l Table12 Table13 Table 14
Tables

10
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Find defects | custom ~

Concurrency

[ Data race (Impact: High)

-] Data race through standard lbrary function call (Impact: High)

-] Data race on adjacent bit fields (Impact: High)

[ Deadlock (Impact: High)

-~ Missing unlock (Impact: High)

] Missing lock (Impact: Medium)

~[] Double lock (Impact: High)

[ Double unlock (Impact: High)

-] Destruction of locked mutex (Impact: Medium)

[ Blocking operation whie helding lock (Impact: Low)

-] Signal call in multithreaded program (Impact: Low)

- Use of signal to kil thread (Impact: Low)

~[] Atomic variable accessed twice in an expression (Impact: Medium)
~[] Atomic load and store sequence not atomic (Impact: Medium)

-] Function that can spurioushy wake up not wrapped in loop (Impact: Low)
[ Function that can spuriously fai not wrapped in loop (Impact: Low)
- Thread-specific memory leak (Impact: Medium)

~[ Join or detach of a joined or detached thread (Impact: Medium)

~[] Use of undefined thread ID (Impact: Medium)

- Missing or double initialization of thread attrbute (Impact: Medium)
-] Multiple threads waiting on same condition variable (Impact: Low)
~[1 Asynchronously cancellable thread (Impact: Medium)

-] Muldiple mutexes used with same condition variable (Impact: Medium)
[ Autornatic or thread local variable escaping from a thread (Impact: Medium)

MATLAB E

17
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W Polyspace R2022a C\Workspace\Polyspace\Examples\R2022a\Bug_Finder_Example\Bug_Finder_Example.pspri
File Reporting Access Tools Window Help
&, & [> Run Bug Finder ~ [ Stop | Q|

TR0 BME LT BHE

=3 Bug_Finder_Fxample
-IE Project Source Files
- Project Include Folders

-3 Module Source Fies
[ sources
' Configuration
- Bug_FinderFExanlple
=3 Result
‘-[t] BF_Result [Completed]

Ht 501 o) #in

MATLAB EXIPO

[ Find defects | custom v
P Concurrency
[ Data race (Impact: High)
[ Data race through standard library function cal (Impact: High)
[0 Data race on adjacent bt fields (Impact: High)
- Deadock (Impact: High)
[ Missing unlock (Impact: High)
[ Missing lock (Impact: Medium)
2 Double lock (Tmpact: High)
4 Double unlock (Impact: High)

= X

act: Medium)

k (Impact: Low)

n (Impact: Low)

= Low)

an expression (Impact: Medium)

ot atomic (Impact: Medium)

up not wrapped in loop (Impact: Low)
£y 2t vrapped inloop (Impact: Low)

5 bact: Medum)

~ Environment Settings
Inputs & Stubbing
-~ Multitasking
~Coding Standards & Code Metri
Bug Finder Analysis
=-Code Prover Verification
Verification Assumptions
Check Behavior
Precision
Scaling
~Reporting
~Run Settings
Advanced Settings

Target & Compiler

= -hed thread (Impact: Meduum)

T act: Medium)

& read attrbute (Impact: Medum)

0 ondtion variable (Impact: Low)
(Impact: Medum)

Target Language

condtion variable (Impact: Medium)
escaping from a thread (Impact: Medium)

Source code Ianguage

C standard version

|defned—by—compier ~ ‘

Target Environment

< I >

Compiler gnus.x i

Target processor type |x86_64 v ” Edit |
Compiler Behavior

[ Division round down

Pack alignment value |deﬁ1ed—by—c0mpier w |

[1Ignore pragma pack directives

Enum type definition |defned—by—compier V|

Signed right shift

Management of size_t |{ieﬁwedrhyfmmpier

] |

Management of wchar_t |defned—by—cumpier

. |

[% Configuration Result Details |

Source

concurrency.c =

int global varl;

void bug deadlock taskl (void) {

acquire_sensor();
accuire printer

global varl += 1;

release_sensor();

release printer();

lh Do B S

e F;mject Browser | ] Results List |

& Dashboard | [ Output Summary [ Source

18
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Table 1 - Topics To Be Covered By Modeling and
Coding Guidelines

ASIL
A B C D

Topics

Table 4 — Methods for the Verification of
the Software Architectural Design

ASIL

Topics : : : :
A B C D

1g Data flow analysis

Design

Table 3 - Principles for Software Architectural

Topics
P A B :

ASIL

C D

Topics

MATLAB

— SRR ERMIEE. ..

Table 6 — Design Principles for Software Unit Design
and Implementation

Table 7 — Methods for Software Unit
Verification

.ASIL.
A B.C D

Topics

ASIL

Table 10 — Methods for Verification of
Software Integration

ASIL

Topics :
A B : C D

Static analysis based on
‘abstract interpretation

EVerification of the control
flow and data flow :

Table 15 — Methods for Deriving Test
Cases for Software Integration Testing

. ASIL
, Topics : :
] A.B C. DJ
(...) : : :
AnaIy5|s offunctlonal P o 1:

dependenmes

Tablel Table2 Table3 Table4

Table 8
Tables

Table5 Table6 Table?7

Table9 Table 10 Table 11

Table 12 Table 13 Table 14

Table 15 Bug Finder Credit
Code Prover Credit

Code Prover Enhances Bug Finder
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Polyspace Code Prover JERRZE & 1j|a)H13E

W Polyspace R2022a - Code_Prover_Example C:\Workspace\Polyspace\Examples\R2022a\Code_Prover_Example\Module_1\CP_Result_1 = e
File Reporting Access Tools Window Help
@,@|DRun Code Prover v .St0p|o\‘ -
Al results ~ TaNew [E+ <= 5> Showing 323/323 ~ e\ 'ﬁ: g |~ = No check selected| | ¥ |—| Q | [ Case sensitive []Whole word E
Family = Information = File Matches File Line ;6
“-Run-time Check 5 € 22 267 @
#-Red Check 5

=Y

B-Gray Check
@B-Orange Check 22

{ ©-Green Check 267

©-Global Variable 13 2
Shared 2 2
Not shared 1

[ Configuration Result Details <

™% Dashboard C:\Workspa olyspace\Examples\R2022a\Code_Pro le_1\CP_Resuft_1
~

Code_Prover_Example version 1.0 (31/05/2022) - Author: polyspace
Analysis information: Configuration - Unreachable functions - Analysis assumptions - Concurrency modeling

Review Scope: All results - View all results in this scope

Code covered by verification (2

Check distribution
Proven: 93%
wod——
Gray (6) 75
[Orange 22) - 100% 98
~ ——=—Red (5)
25
Green (267)
0- S

Fles Functions Code operations

Top 5 orange sources
Total: 15 chedk(s) caused by orange sources

( B

& project Browser |[=] Results List =] Dashbuard ¥l Source | [E] Output Summary | ©§ Graph|

%]

Il Do 5O &
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cy_crypto_server.c

O

l... Cy_Crypto_Server_Process(..Cy_Crypto_Core_ECC_MakePr.

cy_crypto_core_ecc_key_ge...

cy-Crypto.core_ecc_nist_p...

Cy_Crypto_Core_EC_SM_MUL_. ..

cy_crypto_core_ecc_key_ge...

Cy_Crypto_Core_ECC_Maleke...
cy_crypto_core_ecc_nist_p...

Cy..Crypto_Core_EC_SM_MUL_...

cy_crypto_core_rsa.c

O

cy_crypto_core_ecc_nist_p...  Cy_Crypto_Core_Rsa_Proc()

Cy_Crypto_Core_EC_SM_MuR....

cy_crypto_core_rsa.c

Cy_Crypto_Core_Rsa_Coef()

r IRt IR AN E

cy_crypto_core_hmac_v2.c

AT

cy_crypto_core_aes_v2.C

2z 4
/)1L

;;‘

cy_crypto_core_aes v2.c  cy_crypto_core_aes v2.C

cy_crypto_core_hw_v2.h cy_crypto_core_hw_v2.h

cy_cryptoeere_aes_vie
cy_crypto_core_aes_v2

A . Cy_Crypts_cope
. Cy_Crypto_Core_V2_fes_Cfb... .
Cy_Crypto_Core_\W2_Aes_Cbc...

Cy_Cpefto_Cor€ v2_Cmat_Upf.
cy_crypto_core_aeS_v2.c
cy_crypto_core_cmac_v2.c .
Cy_Crypto_Core_N2_ACs_CH...q crypto_core/cmac Ar2.g
Cy_Crypho_Core_V2_Cmac()
cy_crypto_coreAes_v2.c '.
. Cy_Crypto_Core_VZ2_gmag_|

cy_crypto_core_hmac_v2.c Cy_Crypto_Core V2 s

Cy_Crypto_Core_¥2_Hmac_Ca...

cy_crypto_corg/des_v2.c cy_Crypto_corg

_meph_y2

Cy_Crypto_Core_V2 Memdpy (...
cy_crypto_core_vuc  Cy_Crypto_Core_V2_Tdes()
O cy_crypho_core_aes_v2.c
Cy_Crypto_Core_Vu_SetMemV...
cy_crypto_corg_nfent_v2.c
Cy_Crypto_Core_vV2_Aes_Ini... O
cy_crypto_core_vu.c Cy_Crypto_Core_VE_MemCmp(...
O cy_crypto_core_mem:h
Cy_Crypto_Core_Vu_GetMemV...
Cy_Crypto_Core_MemCpy() - cy_crypto_core_miem_v2.c
cy_crypto_core_sha_v2.c
cy_crypto_core_sha_v2.c Cy_Crypto_Core_\j2_Mem:or(...

Cy_Crypto_Core_V2_Sha()
Cy_Crypto_Core_V2_Sha_Sta...
Cy-Crypto_core_rsa.c cy_crypto_cgre_sha_v2.c
O cy_crypto_core_mem.h .

Cy_Crypto_Core_Rsa_Verify... Cy_Crypto_Core_V2_Sha_Upd...
Cy_Crypto_Core_MemCmp()

| = 5 A

Y Yy
s s 4 ) —
..Cy_Crypto_Core_V2_Hmac() Cy_Crypto_Core_V2_Aes_Ecl®y,_Crypto_Core_V2_Aes_L o pte—Erre—=-7es_Loa

- —v-"ﬁ"—% A ore_V2_FFCont..Cy_Crypto_Core_V2_FFLoad1...

MATLAB
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Cy_crypto_server.c  cy_crypto_core_ecc_key_Ge... cy_Crypto_core_hmac_v2.c

y_crypto_core_ecc_rist_p...

Cy_Crypto_Core_EC_SM_MUL_,

cy_crypto_core_ecc_key_ge..

Cy_Crypto_Core_ECC_Makeke.
cy_crypto_core_ecc_rist_p...

Cy_Crypto_Core_EC_SM_MUL_.

cy_erypto_core_rsac
cy_crypto_core_ecc_nist_p...  Cy_Crypto_Core_Rsa_Proc()

Cy_Crypto_Core_EC_SM_MUR. .

cy_crypto_core_rsac

Cy_Crypto_Core_Rsa_Coef)

cy_crypto_core_hw_v2h ey _crypto_core_hw_v2h

S

Cy_Crypto_Core_MemCpy(). cy_crypto_coe_ifiem_v2.c

cy_crypto_core_sha v2.cCyCrypto_Core )

‘ore_v2_FFConti..Cy_Crypto_Core_V2_FFLoad1.

3 4l

MATLAB EX

I[=WJ]IR
pav—
o ¥ |XE=
Variables Values #
--eccP5210rderBarrett full-range [0 .. 255]
--eccPSZlPonBarrett full-range [0 .. 255]
%--eccPSZlPonnomiaI full-range [0 .. 255]
e _stub_fun_50()
Crypto_Core_V1_Aes_Init() [0..2]
Crypto_Core_V1_Aes_Init()
Crypto_Core_V1_Aes_Ctr() [0..15]
Crypto_Core_V2_Aes_Init()
Crypto_Core_V2_Aes_Init() [0..2]

Crypto_Core_V2_Aes_Ctr() [0..15] l

Crypto_Core_V1_Cmac_CalcSubKey() full-range [0 .
Crypto_Core_V1_Cmac_CalcSubKey() full-range [0 .

Crypto_Core_V1_Cmac_Init()
Crypto_Core_V1_Cmac_Init()
Crypto_Core_V1_Cmac_Init()
Crypto_Core_V1_Cmac_Update() [0..16]
Crypto_Core_V1_Cmac_Finish() 128

Crypto_Core_V2_Cmac_CalcSubKey() full-range [0 ..
Crypto_Core_V2_Cmac_CalcSubKey() full-range [0 ..

Crypto_Core_V2_Cmac_Init()

Crypto_Core_V2_Cmac_Start() 0
Crypto_Core_V2_Cmac_Update() [0 .. 16]
Crypto_Core_V1_Crc() full-range [O ..
Crypto_Core_V2_Crc() full-range [O ..

. 255]

255]

255]
255]

255]
255]
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Cy_crypto_server.c  cy_crypto_core_ecc_key_Ge... cy_crypto_core_hmac_v2c  cy_Cryplo_core_aes_v2c  cy_Cryplo_core_aes_V2.C  Cy_Cryplo_core_aes_v2.c  cy_crypto_core hw_v2h  cy_crypto_core_hw_v2h
QO O O O — 1% ]
1 Gy S G .yt Coe_ECE M., 1.0 VA .y e, oty o o124 Lo ot % Loo_£7775 flore_V2_FFCont..Cy_Crypto_Core V2 FLoad o

B <o

.
Cy_Crypto_Core_V2_Aes_Cfb..
cy_crypto_core_ecc_Tp... Cy_Crypto_Core_v2_Aes_Cbe.

cy_crypto_core,
Cy_Crypto_Core_EC_SM_MUL_... cy_crypto_core_cmac_v2.c

Cy_Crypto_Core_\
Cy_Crypto_Core_V2_Cmac()

Calls

cy_crypto_core_écc_key_ge. cy_crypto_core,
Cy_Crypto_Core_ECC_Makeke, °VJWD“°7‘8*""“**V“ Cy_Crypto_Core_\ug - x. s .
¢y_crypto_core_ecc_nistp...
O Cy_Crypto_Core_V2_Hmac_Ca. e /Variables Values # C?_prtn_ﬂe S_Cb C_RU rl ( ]
A ) _C;{ P5210rderBarrett full-range [0 .. 255] :
crypto_coré e CY-Crypto_Gore ) 0 - - - .
SRR L\t eccP521PolyBarrett full-range [0 .. 255] L:_l } C C tD ClIE nt SET'ICI
O <y_crypto_core, — — -
CyCrypto_Core_Vu_Settemy. © = eccP521Polynomial full-range [0 .. 255] :
o SRS gub, fun S00) = » Cy_Crypto_IsServerStarted()
5 Y=Cypio_core_vue Cy_Crypto_Core_V1_Aes_Init() [0..2] . - -
cy_crypto_core_ecc_nist_p...  Cy_Crypto_Core_Rsa_Proc() cy_crypto_core_ Cy_Crypto_Core_V1_Aes Init() H .

Cy_Crypto_Core_Vu_GetenV.. y_( _Core_V1_Aes_] .

B = o vl B miloi s _ -~ ¥ Cy_IPC_Drv_ExtractAcquireMask()

CV'me'ge'w'Vlc oy enprocoe+ CY_Crypto_Core_V2_Aes_Init()
o g v ez "5y Crypto_Core V2_hes Init) 0.2 - v Cy_IPC_Drv_GetInterruptMask()
CHPRIIIC o ore. |+ Cy_Crypto_Core_V1_Cmac_CalcSubKey() full-range [0 .. 255 = b C‘y’ IPC_Drv_GetIntrBaseAdd r( ]
Cy_Crypto_Core_Rsa_veriy. P ge N Cy_Crypto_Core_V1_Cmac_CalcSubKey() full-range [0 .. 255] : - - -
o Cy_Crypto_Core_V1_Cmac_Init() H-
Cy_Crypto_Core_V1_Cmac_Init() ’ Cv—HALT {]
+ Cy_Crypto_Core_V1_Cmac_Init() J J - el
+ Cy_Crypto_Core_V1_Cmac_Update() [0..16] - E?_Er?ptn_l S‘S“:-lr‘l'r‘:-"r R‘:-ld d‘f{]
Cy_Crypto_Core_V1_Cmac_Finish() 128 -
Cy_Crypto_Core_V2_Cmac_CalcSubKey() full-range [0 .. 255] o » C‘EF_I PC_DF".-’_I slo Cl{.ﬂgﬂq Liire d I: 3|

Cy_Crypto_Core_V2_Cmac_CalcSubKey() full-range [0 .. 255]

 Cy_Crypto_Core_V2_Cmac_Tnt() = b Cy_IPC_Drv_GetIpcBaseAddress()

Cy_Crypto_Core_V2_Cmac_Start() 0 .
Cy_Crypto_Core_V2_Cmac_Update() [0..16] _____ {]
+ Cy_Crypto_Core_V1_Crc() full-range [0 .. 255] ’ Cll;_HALT
+ Cy_Crypto_Core_V2_Crc() full-range [0 .. 255]

= » Cy_IPC_Drv_SendMsgPtr()

= » CY_HALT()

= b Cy_IPC_Drv_SendMsgWord()

e B Cy_IPC_Drv_LockAcquire()

- ¥ Cy_IPC_Drv_WriteDataValue()

= » Cy_IPC_Drv_AcquireNotify()
¥ CY_HALT()

= b Cy_IPC_Drv_GetlpcBaseAddress()

£ 28018 FA % > OY_HALT()

----- 4 main()




M Code Prover g {1zl 1

_crypto_core_hmac_v2.c cy_crypto_core_aes_v2.c  cy_crypto_core_aes v2.c  cy_crypto_core_aes v2.c

cy_( crypto core_hw_v

_Crypto_Core_Y2_Hmac()  Cy_Crypto_Core_V2_Aes_FclftyCrypto_Core_¥2_Aes_Lody pler am:?i__ T

Cy_Cryplo_eere—aes_y2c
i 2
cy_crypto_core_aes_v. Cy _cryptd. cope
Cy_Crypto_Core_V2_Aes_Cfb...
Cy_Crypto_C V2_Aes_Cbc.
Y-CTYpro_Core V= _hes Cbe Ty_Cpvsto_cord v2_cmal_pd.
cy_crypto_core_aes_v2.c
cy_crypto_core_cmac_v2.c

Cy_Crypto_Core_V2_Aes_CI..gq crypto_core/cmac Ar2.g
Cy_Crypto_Core_V2_Cmac()
cy_crypto_coredes_va.c
Cy_Crypto_Core_v2_gmag_H..

cy_crypto_core_hmac_v2.c Cy_Crypto_Core_v2_zs()

Cy_Crypto_Core_V¥2_Hmac_Ca. cy_crypto_corg_mem_y2,
cy_crypto_corg/des_va2.c Y-ETYPER_coff

Cy_Crypto_Core_V2 Magpy(...
cy_crypto_core_vu.c Cy_Crypto_Core_V2_Tdes() YTy - Py

cy_crypho_core_aes_va.c
Cy_Crypto_Core_Vu_SetMemV..
cy_crypto_corg_rfem_v2.c
Cy_Crypto_Core_¥2_Aes_Ini...
cy_crypto_core_vu.c Cy_Crypto_Core_VZ_MemCmp(...
cy_crypto_core_mem.h
Cy_Crypto_Core_Vu_GetMemV...
Cy_Crypto_Core_MemCpy()-~ cy_crypto_core_nlem_v2.c
cy_crypto_core_sha_v2.c
cy_crypto_core_sha_v2.cCy_Crypto_Core_V2_Memior(..
Cy_Crypto_Core_¥2_Sha()
Cy_Crypto_Core_V2_Sha_Sta...

cy-crypto_core_rsa.c cy_crypto_cgre_sha_v2.c

cy_crypto_core_mem.h

Cy_Crypto_Core_Rsa_Verify.. Cy_Crypto_Core_V2_Sha_Upd...
Cy_Crypto_Core_MemCmp()

t'o/ ore V" _FFC{

N4
=Nt
D
~
=

| = 3 A

2 _— b ess
Variables Values #
eccP5210rderBarrett full-range [0 .. 255]
eccP521PolyBarrett full-range [0 .. 255]
eccP521Polynomial full-range [0 .. 255]
_stub_fun_50()
Cy_Crypto_Core_V1_Aes_Init() [0..2]
Cy_Crypto_Core_V1_Aes_Init()
Cy_Crypto_Core_V1_Aes_Ctr() [0..15]
Cy_Crypto_Core_V2_Aes_Init()
Cy_Crypto_Core_V2_Aes_Init() [0..2]

Cy_Crypto_Core_V2_Aes_Ctr() [0..15] l

Cy_Crypto_Core_V1_Cmac_CalcSubKey() full-range [0 .. 255]
Cy_Crypto_Core_V1_Cmac_CalcSubKey() full-range [0 .. 255]
Cy_Crypto_Core_V1_Cmac_Init()
Cy_Crypto_Core_V1_Cmac_Init()
Cy_Crypto_Core_V1_Cmac_Init()
Cy_Crypto_Core_V1_Cmac_Update() [0 .. 16]
Cy_Crypto_Core_V1_Cmac_Finish() 128
Cy_Crypto_Core_V2_Cmac_CalcSubKey() full-range [0 .. 255]
Cy_Crypto_Core_V2_Cmac_CalcSubKey() full-range [0 .. 255]
Cy_Crypto_Core_V2_Cmac_Init()

Cy_Crypto_Core_V2_Cmac_Start() 0
Cy_Crypto_Core_V2_Cmac_Update() [0.. 16]
Cy_Crypto_Core_V1_Crc() full-range [0 .. 255]
Cy_Crypto_Core_V2_Crc() full-range [0 .. 255]

FEE)H
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Calls

Cy_Crypto_Aes_Chc_Run()

(SR Cy_Crypto_Client_Send()

(SR Cy_Crypto_IsServerStarted()

- » Cy_IPC_Drv_ExtractAcquireMask()

- ¥ Cy_IPC_Drv_GetInterruptMask()

SR Cy_IPC_Drv_GetIntrBaseAddr()
“ ¥ CY_HALT()

----- » Cy_IPC_Drv_IslockAcquired()

(SRS Cy_IPC_Drv_GetIpcBaseAddress()
[ CY_HALT()

B b Cy_IPC_Drv_SendMsgPtr()

- b CY_HALT()

B b Cy_IPC_Drv_SendMsgWord()

- » Cy_IPC_Drv_LockAcquire()

¥ Cy_IPC_Drv_WriteDataValue()

B~ ¥ Cy_IPC_Drv_AcquireMNotify()
Lo CY_HALT()

= » Cy_IPC_Drv_GetIpcBaseAddress()
¥ CY_HALT()

e B30 F A
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ZERTIFIKAT & CERTIFICATE *

Product Service

CERTIFICATE

No. Z10 067052 0018 Rev. 02

Holder of Certificate:

Factory(ies):
Certification Mark:

Product:
Model(s):

Parameters:

Tested
according to:

The MathWorks, Inc.
3 Apple Hill Drive

Natick MA 01760-2098
USA

067779

Functional &/
Satety

Software Tool for Safety Related Development

Polyspace® Code Prover™
Polyspace® Code Prover™ Server™
Polyspace® Bug Finder™
Polyspace® Bug Finder™ Server™
Polyspace® Client™ and
Polyspace® Server™ for C/C++

The verification tools, classified T2, are suitable for use in safety-
related development according to IEC 61508 and EN 50128 for
any SIL and ISO 25119 for any SRL. The verification tools are
qualified tools according to ISO 26262 for any ASIL. They are
suitably vali for use in safety-related development according
to IEC 62304. The report MN74651C is a mandatory part of this
certificate.

IEC 61508-3:2010

IEC 62304:2015

1S0O 25119-3:2018

1SO 26262-8:2018

EN 50128:2011/AC:2014

The product was tested on a voluntary basis and complies with the essential requirements. The
certification mark shown above can be affixed on the product. It is not permitted to alter the
certification mark in any way. In addition the certification holder must not transfer the certificate to
third parties. See also notes overleaf.

Test report no.:

Valid until:

Date, 2020-01-16

Page 1 of 1

TUV SUD Product Service GmbH =

MN74651C

2025-01-15

2 L3

( Peter Weil3 )

Certification Body « RidlerstraBe 65 » 80339 Munich » Germany

MATLAB BEXlPO
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Product Service

CERTIFICATE

No. Z10 067052 0018 Rev. 02

Holder of Certificate: The MathWorks, Inc.
3 Apple Hill Drive
Natick MA 01760-2098
USA

Factory(ies):
Certification Mark:

Product:

Model(s

Polyspace® Bug Finder™
Polyspace® Bug Finder™ Serve
Polyspace® Client™ and

Polyspace® Server™ for C/C+

The verification tools, classified T2, &
\ated development according to

L and ISO 25119 for any 8
Nt 2ecording 1013

T

Tested
according to:

The product was tested on a voluntary basis and complies with the essential requirements. The
certification mark shown above can be affixed on the product. It is not permitted to alter the
certification mark in any way. In addition the certification holder must not transfer the certificate to

third parties. See also notes overleaf.
(i [/%

Date, 2020-01-16 ( Peter Weil} )

Test report no.: MN74651C

Valid until: 2025-01-15

Page 1 of 1 TOV
TUV SUD Product Service GmbH « Certification Body « Ridlerstraf3e 65 » 80339 Munich « Germany

MATLAB EXPP
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Product Service

No. Z10 067052 0018 Rev. 02
Holder of Certificate:  The MathWorks, Inc.
3 Apple Hill Drive
Natick MA 01760-2098
USA
Factory(ies): 067779
Certification Mark:
Product: Software Tool for Safety Related Development

Model(s): Polyspace® Code Prover™
Polyspace® Code Prover™ Server™
Polyspacef e :
Polyspdfi==
pated development accors
any SIL and ISO 25119 foran)
qualified tools according to ISO
suitably validated for use in safety-
to IEC 62304. The report MN74651C\

certificate.

Parameters:

%

IEC 61508-3:2010

Ry IEC 62304:2015

‘ ISO 25119-3:2018
e o ISO 26262-8:2018
certification ma EN 50128:2011/AC:2014

third parties. Se

Test report no.:

oluntary basis and complies with the g
can be affixed on the product. It is g8
\'ition the certification holder p%

Valid until:

Date, 2020-01-16

Page 1 of 1
TUV SUD Product Service GmbH « Certification Body « Ridlerstra3e 65 » 80339 Munich « Germany
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Rail

5.7.5 Summary

All Polyspace® tools versions listed in the subsequent table are qualified for all ASILs according to
ISO 26262 up to a maximum tool confidence level of TCL2 for Polyspace® Bug Finder™ and TCL3
for Polyspace® Code Prover™. The review of the tool classification and the assessment of the re-
sults of the measures applied to qualify the software tools were carried out by TUV SUD.

28
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AUTOSAR Layered Architecture "

MISRA CFIHIS RIEEEE

MATLAB EXF

[ Application 1 ’ ‘ Application 2 | I Application 3 J ‘ Application 4 | A””";;‘:’:
Application
[ Runtime Environment (RTE) ] Abstraction
Layer
3 . v
fos Mode Diagnostic /Memory ) COM Services Si
o Management “NVM S Con g
« SchM +ComM *Dem -Cro «PduR
« EcuM S @ E:;T S e NG N == Service
e = CAN FlexRay || LIN Lo
+CanSm *FrSm + LinSm
— *CanNm « FriNm «LinTp
7 N «CanTp «Frip
Firmware
* Memlf ECU
+ Wdglf *Ea « Canlf « Frif «Linlf Abstraction
*Fee Layer
* Spi, RamTst 5 «CanT! «FrTrev Microcontroller
* Gpt, Mcu, Wdg, Icu R E’esp +Can oFr «Lin Abstraction
\ \ Port, Dio, Pwm, Adc L A Layer
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https://ww2.mathworks.cn/company/newsletters/articles/removing-run-time-errors-from-autosar-components-using-polyspace-code-verifiers.html
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Security: “fZEXIEHRT, {RIUEAIEFERIZEIT, Reliable computing in the presence
of adversaries”
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Deiiect Qisj:['il:[ut_ion !Jy category

Check SEI CERT-C all

CuE M\

[ Check ISO/IEC TS 17961 [AlTules

View
View

View

publish-2016
[] Check Guidelines
] Check custom rules from-file
0
Bug Finder Analysis
[~ Find defects CWE -
= Defects |default B
-- Y CWE
" Static rall

10

Polyspace #H1TM %% & &% 2 F1ERR

WERAIR

[> Run Code Prover ¥ [ Stop | Q

MATLAB BEXIPPO
@ *

Polyspace
Code Verifier

ZEimiE

E'Re I R Detais
All results ~| Tk New [E= <= 5> Showing 777/777 ~ &[S lg || £ = focVelocityEncoder_F28069.c / focVelocityEncoder_F28069_step0()
Family «F Information +* Fie  Class & Result Review
=+Run-time Check 18 25 703 ~ | | Status Unreviewed ~ | |Enter comment here...

-Gra\,f Check e Severity Unset v

&-Orange Check 25

BfGreen Check 703 v pointer &

&-Absolute address usage 1 ointer is within its bounds

-Division by zero
B-Function not returning value
| S-Illegally dereferenced pointer |

VS binsearch_u32ui6.c  Global ¢
ert_main.c Global ¢
ert_main.c Global ¢
ert_main.c Global ¢
focVelocityEncoder_... Global ¢
focVelocityEncoder_... Global ¢
EnMlalnmin Cmmndae Mlalal

Check distribution
I Proven: 97%
Gray (759)
' Red (24)

Green (32877)

Derefterence of local pointer 'meminddst’ (pointer to unsigned int 16, size: 16 bits):
Pointer is not null.
Points to 1 bytes at offset 0 in buffer of 1 bytes, so is within bounds (if memory is allocated).
Pointer may point to variable or field of variable:
'focVelocityEncoder_F28069_B'.

Y ka\ﬁguration |v| Result Details Orange Sources| [ Specified Constraints|

ert_miin.c x |focVelocityEncoder_F28069.c x| plook_u32ul6_binckan.c x|
}

/¥ memorycopy) @ '<Root>/0QEP_Index Pulse_ Status'

uintlé T *memindsrc = (uintl Bt or ) ;

(afocVelocityEncoder F24 |
|"' (boolean T *) {meminddst)-|= *(uintl6_T *) (memindsrc);
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IEC Certification Kit 2 ISO/SAE 21434:20213 k157

IEC Certification Kit

Model-Based Design for ISO/SAE
21434:2021 Road vehicles —

Cybersecurity engineering

ISO/SAE Applicable

21434:2021 Requirements ID

Clause and Summary

8. Continual [RQ-08-05]

cybersecurity Weaknesses

activities evaluation
[RQ-08-07]
Vulnerability
management

Applicable Model-
Based Design
Tools and Processes

Polyspace Code
Prover

Polyspace Code
Prover Server

Polyspace Bug Finder

Polyspace Bug Finder
Server

Requirements
Toolbox

Comments

You can use these MathWorks products to analyze
system design and implementation for weakness
that can contribute to vulnerabilities:

e Polyspace tools can be used as Static Application
Security Testing (SAST) tools to analyze source
code for numerous defects related to security
weaknesses and vulnerabilities, such as weak
cryptographic algorithms.

e Requirements Toolbox identifies requirements
weakness through the traceability,
implementation, and verification status)
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IEﬂint new_position_protected(int sensor_posl, int sensor_pos2)

(¥ I I (R VI W B S WY

1@
11
12
13
14
15
16
17
18
19
28
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36

1

int actuator_position;
int x, y, tmp_pos, magnitude;

actuator_position = 2; /¥ default */
tmp_pos = 8; /* values */
magnitude = sensor_posl / 188;

y = magnitude + 5;

¥ = actuator_position;

while (actuator_position < 18)

1

actuator_positiont+;
tmp_pos += sensor_pos2 [/ 188;

y +=3;
¥
if {((3 * magnitude + 188) > 43)
1
magnitude+t;
¥ = actuator_position;
if (x I=y)
1
actuator_position = % / (x - y);
¥
else
1
warning{ "Actuator position close to infinite, roudning by 1 (sensorl: ¥d, sensor2: #d))", sensor_posl, sensor_pos2);
y = magnitude - 3; // update y to value from 1 cycle less
actuator_position = x / (x - y);
¥
¥

return actuator_position + tmp_pos; /* new value */

MATLAB BEXIPPO
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{

int actuator_position;
int %, ¥, tmp_pos, magnitude;

actuator_Position = 2; [/* default */

tmp pos = 0;
g:agnitug‘g = sensor posl / 100:

/* wvalues */

¥ = magnitude + 5;

X = actuator position;

yhile {actuator position < 10)
{

actuator position++;

tmp pos += sensor pos2 / 100;

y = 3

if ((3 * magnitude + 100) > 43)

magnitude++;

X = actuator position;

if (= 1= y)

{
actuator positiom = x / (x - y)7
¥
alse
l (sensorl: %d, sensor2: %d))", sensor_posl, sensor_pos2);
1

}

return actuator position + tmp pos: /* new value */

MATLAB EXIPO
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&«

=T COMPILER

=4 EXPLORER /9%~ Mo~
C source #1 X
A~ BSave/load =+ Addnew..™ WVim C
1 f/{ Type your code here, or load an example.
2 int new_position(int sensor_posl, int sensor_pos2)
3 [
a4 int actuator_position;
5 int x, y, tmp_pos, magnitude;
3]
7 actuator_position = 2; /* default */
E tmp_pos = €; /* values */
a magnitude = sensor_posl / 1@8;
18 y = magnitude + 5;
11 % = actuator_position;
12
13 while (actuator_position < 18)
14 {
15 actuator_position++;
16 tmp_pos += sensor_pos2 / 18@;
17 ¥ += 3;
18
19 if ((2*magnitude + 10@) > 43)
260 | {
21 magnitude++;
22 | ® = actuator_position;
23 if (x = y){
24 actuator_position = x / (x - y);
25 T else {
26 warning("Actuator position close to infinite, roudning by 1 (sensorl: %d, sensor2
27 actuator_position = x / (1 + x - y);
28 1
29 1
38 return actuator position + tmp_pos; /* new value */
31 i

c

FIRAR 27

@ godboltorg

Br i RS RAV L RIe <

https://godbolt.orq/z/G6E7Pfdz4

O X ARM gcc 1.2 (linux) (C, Editor #1, Compiler #1) # X

- ARM gee 11.2 (linux) ~ | @ | Compiler options...
A~ ®0utput.. Y Filter..~ B Libraries = Add new..~ 4 Addtool..~
1 L1+ adas r3, r3, #l1
57 str r3, [r7, #16]
58 ldr r3, [r7, #28]
1 r [ #1217

MATLAB BEXIPPO

2 * @ » 0@ :

Sha

~ Policies™ Other

sponsors Zf Backtrace iNkel

O

ldr
ldr
cmp
be

=
ldr
subs
mov
ldr
bl
mov
str
b

re,
r3,
r3,
il
re,

[r7, #12]
[r7, #24]
r3

ri, 2]
[r7, #24]
r2, r3
r3
[r7, #12]

__aeabi_idiv

r3,
r

]

>

L4

reé
[r7, #28]

ldr
ldr
movw
movt
bl
ldr
adds
ldr
subs
mov
ldr
bl
mov

i
%)

ré, #:lowerlG:
r@, #:upperl6:

[r7]
[r7, #4]

warning

r3, [r7, #12]
r2, r3, #1
r3, [r7, #24]
r3, r2, r3
Ty E

ra, [r7, #12]
__aeabi_idiv
r3, re

Ty

[r7, #28]

.LCa
.LCa
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el 1

T B 97 D 4 A

{
int actuator_position;
int %, y, tmp_pos, magnitude;

actuator_position = 2; /% default */

tmp pos = 0; /* values */

magnitude = sensor posl / 100;

y = magnitude + S5;

X = actuator position;

.

-~ 1~
S AL LAOI

+= sensor pos2 / 100;

tmp |

y =3
}
if ((3 * magnitude + 100) > 43)
{

actuator_position = x / (x -

H
1
ot
]
2]
=]
el
0O
ot
]
t
~
4]
¥
t
+
~
t
=)

¥)#

pos; /* new value */

FHBRGHAED
MREE LT
HIFEEH
REHEEFE

MATLAB EXIPO
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uint32 t memResult = 1U; switch (mul red alg select)

{ Static variable 'mul_red_alg_select' (unsigned enum 32): 0 or 2
if (size != 0U) case CRYPTO _NIST P | Press 'F2' for focus
! Parameter 'size' (unsigned int 16): 8 or 15 or [19 .. 20] or 28 or 32 /* Curve-specific multiplication reduction algorithms */

C Crypto_Core EC CS MulRed(base, z, x, size);
Conversion from unsigned int 16 to unsigned int 32 break:
right: 8 or 15 or [19 .. 20] or 28 or 32 or 48 or 64 P CRYPTO NIST P SHIET MUL RED ALG:

result: 8 or 15 or [19 .. 20] or 28 or 32 or 48 or 64

/* Shift-multiply, curve-specific multiplication reduction algorithms */

Crypto Core EC SM MulRed(base, z, x, size);

/* T Press 'F2' for focus

break;

Crypto Run3ParamInstr (base, default
- efau H

CRYPTO V1 STR MEMCMP OPC,
CRYPTO RSRCO SHIFT,
CRYPTO RSRC4 SHIFT,
CRYPTO RSRC8 SHIFT) ;

/* Generic Barrett modular reduction */

Crypto Core EC Bar MulRed(base, z, x, size);

break;

ZRIFIEFH AATRAM T

/* Verify operation result */
if (timeout > 0U)

n Local variable 'timeout' (unsigned int 32): 0
USBFE Press 'F2' for focus/ = 1O/ endpoint) ;
retStatus = USBFS DEV DRV _SUCCESS;

% RHIBHEIRAE
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Bug Finder Analysis

oExpensive allocation in loop (Impact: Medium) @ @
malloc and free called in a loop with a constant buffer size.

Moving these calls outside the loop will avoid unnecessary work.

Find defects custom v/
# [ Good practice Event File Scope L...
= [[] Performance . L . .
T Tiserkcoridh oy coniie oy aecimenny i (lmpsaces 1ow) 1 This constant expression is passed to malloc expensive_by_value.c expensive_by_value.c 30
[l Empty destructors may cause unnecessary data copies (Impact: Low) 2 This free call releases a constant amount of memory every loop iteration expensive_by_value.c expensive_by_value.c 32

["] Const return values may cause unnecessary data copies (Impact: Low)
[] Const parameter values may cause unnecessary data copies (Impact: Low)
[] Inefficent string length computation (Impact: Medium)
~[C] A move operation may throw (Impact: Low)
[[] Expensive pass by value (Impact: Medum)
~[] Expensive return by value (Impact: Medium)
[[] Expensive copy in a range-based for loop teration (Impact: Medum)
[] Const std::move input may cause a more expensive object copy (Impact: Medum)
[] std::move called on an unmovable type (Impact: Medum)
- [] Missing constexpr specffier (Impact: Medium)
[C] Expensive constant std::string construction (Impact: Medium)
[[] Unnecessary use of std::string::c_str() or equvalent string methods (Impact: Medum)
[[] Expensive use of std::string wth empty string lkeral (Impact: Low)
[] Expensive use of std::string method nstead of more effident overload (Impact: Low)
[] Expensive use of non-member std::string operator+() instead of a smple append (Impact: Low)
~[[] Expensive use of substr() to shorten a std::string (Impact: Low)
[] Const rvalue reference parameter may cause unnecessary data copies (Impact: Low)
[[] Expensive logical operation (Impact: Low)
["] Expensive local variable copy (Impact: Medium)
["] Expensive use of container's count method (Impact: Medium)
[C] Expensive use of container's nsertion method (Impact: Medium)
- [[] Expensive use of a standard algorthm when a more efficient method exists (Impact: Medium)
[C] Expensive use of string functions from the C standard lbrary (Impact: Low)
[] use of new or make_unique instead of more efficient make_shared (Impact: Low)
[[] Unnecessary paddng (Impact: Medum)
[[] Inefficent use of sprntf (Impact: Medum)
[] Expensive post-increment operation (Impact: Low)
- [[] Expensive dynamic_cast (Impact: Low)
["] Move operation uses copy (Impact: Medium)
- [[] Expensive return of a const object (Impact: Low)
[[] Inefficent use of for loop (Impact: Low)
[] Expensive allocation in loop (Impact: Medum)

<]l Expensive allocation in loop expensive_by_value.c Loop()

% Configuration | Result Details

Source
expensive_by_value.c =

------ ey ax v as L Iro 7

{
B void* buffer = malloc(10); // Defect
use buffer (buffer);
free (buffer);

ERAPDEAT
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Bug Finder Analysis

[“] Find defects custom v/

# [7] Good practice
= [[] performance
[] std::endl may cause an unnecessary flush (Impact: Low)
- [[] Empty destructors may cause unnecessary data copies (Impact: Low)
["] Const return values may cause unnecessary data copies (Impact: Low)
[] Const parameter values may cause unnecessary data copies (Impact: Low)
[] Inefficent string length computation (Impact: Medium)
~[C] A move operation may throw (Impact: Low)
[[] Expensive pass by value (Impact: Medum)
~[] Expensive return by value (Impact: Medium)
[[] Expensive copy in a range-based for loop teration (Impact: Medum)
[] Const std::move input may cause a more expensive object copy (Impact: Medum)
[] std::move called on an unmovable type (Impact: Medum)
- [] Missing constexpr specifier (Impact: Medium)
[C] Expensive constant std::string construction (Impact: Medium)
[[] Unnecessary use of std::string::c_str() or equvalent string methods (Impact: Medum)
[[] Expensive use of std::string wth empty string lkeral (Impact: Low)
[] Expensive use of std::string method nstead of more effident overload (Impact: Low)
[] Expensive use of non-member std::string operator+() instead of a smple append (Impact: Low)
~[[] Expensive use of substr() to shorten a std::string (Impact: Low)
[] Const rvalue reference parameter may cause unnecessary data copies (Impact: Low)
[[] Expensive logical operation (Impact: Low)
["] Expensive local variable copy (Impact: Medium)
- [[] Expensive use of container's count method (Impact: Medum)
[C] Expensive use of container's nsertion method (Impact: Medium)
- [[] Expensive use of a standard algorthm when a more efficient method exists (Impact: Medium)
[C] Expensive use of string functions from the C standard lbrary (Impact: Low)
[[] Use of new or make_unique instead of more effident make_shared (Impact: Low)
[[] Unnecessary paddng (Impact: Medum)
[[] Inefficent use of sprntf (Impact: Medum)
[] Expensive post-increment operation (Impact: Low)
- [[] Expensive dynamic_cast (Impact: Low)
["] Move operation uses copy (Impact: Medium)
- [[] Expensive return of a const object (Impact: Low)
[[] Inefficent use of for loop (Impact: Low)
[] Expensive allocation in loop (Impact: Medum)

“Expensive allocation in loop (Impact: Medium) © &
mallocand free called in a loop with a constant buffer size.
Moving these calls outside the loop will avoid unnecessary work.

Event File Scope Lo
1 This constant expression is passed to malloc expensive_by_value.c expensive_by_value.c 30
2 This free call releases a constant amount of memory every loop iteration expensive_by_value.c expensive_by_value.c 32

| © EXpensive pass by value (Impact: Medium) @ @

“maemome. | This input parameter can be passed by const pointer/reference.
= s This change avoids a copy for each call.

use buff]

free (but

1

Event File Scope L...

. Expensive pass by value expensive_by_value.c printPlayer_by_value() 37

% Configuration | Result Detailsl

Source

xpensive_by value.c

typedef struct Player {
o char name[50];
size t rank;

} Player;

Bl void printPlayer by value(Player censt player)
EREREAXNEEE
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Expensive allocation in loop (Impact: Medium) = &
malloc and free called in a loop with a constant buffer size.
Moving these calls outside the loop will avoid unnecessary work.
Event File Scope L.
1 This constant expression is passed to /mafoc expensive_by_value.c expensive_by_value.c 30

Bug Finder Analysis

2 This free call releases a constant amount of memory every loop iteration expensive_by_value.c expensive_by_value.c 32
= = 2

de ! X oExpensive pass by value (Impact: Medium) @ @
+ Good practice Configuration| uResult Details| This input parameter can be passed by const pointer/reference.
@ Source This change avoids a copy for each call.
= [] Performance e ey yslun

Event File Scope L...

; &
B veiarn
use_buf]

free (bui &ConfigurationlmResult Details‘

[] std::endl may cause an unnecessary flush (Impact: Low)
[C] Empty destructors may cause unnecessary data copies (Impact: Low)
["] Const return values may cause unnecessary data copies (Impact: Low)
[] Const parameter values may cause unnecessary data copies (Impact: Low)
[] Inefficent string length computation (Impact: Medium)
[CJ A move operation may throw (Impact: Low)
[[] Expensive pass by value (Impact: Medum)
~[] Expensive return by value (Impact: Medium)
[[] Expensive copy in a range-based for loop teration (Impact: Medum)
[] Const std::move input may cause a more expensive object copy (Impact: Medum)
[] std::move called on an unmovable type (Impact: Medum)
- [] Missing constexpr specffier (Impact: Medium)
[C] Expensive constant std::string construction (Impact: Medium)
[[] Unnecessary use of std::string::c_str() or equvalent string methods (Impact: Medum)
[[] Expensive use of std::string wth empty string lkeral (Impact: Low)
[] Expensive use of std::string method nstead of more effident overload (Impact: Low)
[[] Expensive use of non-member std::string operator+() instead of a smple append (Impact: Low)
~[[] Expensive use of substr() to shorten a std::string (Impact: Low)
[] Const rvalue reference parameter may cause unnecessary data copies (Impact: Low)
[[] Expensive logical operation (Impact: Low)
["] Expensive local variable copy (Impact: Medium)
[[] Expensive use of container's count method (Impact: Medum)
[T] Expensive use of container's nsertion method (Impact: Medium)
[[] Expensive use of a standard algorthm when a more efficent method exists (Impact: Medium)
[C] Expensive use of string functions from the C standard lbrary (Impact: Low)
[] use of new or make_unique instead of more efficient make_shared (Impact: Low)
[[] Unnecessary paddng (Impact: Medum)
[[] Inefficent use of sprntf (Impact: Medum)
[] Expensive post-increment operation (Impact: Low)
[[] Expensive dynamic_cast (Impact: Low)
["] Move operation uses copy (Impact: Medium)
[] Expensive retumn of a const object (Impact: Low)
[[] Inefficent use of for loop (Impact: Low)
[] Expensive allocation in loop (Impact: Medum)

Expensive pass by value expensive_by_value.c printPlayer_by_value() 37

}

oUnnecessary padding (Impact: Medium) @ &
Class or struct contains unnecessary padding. Members could be re-ordered to save memory.

Event

1 Member of size 5 is padded to 8 bytes to satisfy struct alignment requirements. Rearranging these padded members
2 Member of size 3 is padded to 4 bytes to satisfy struct alignment requirements. Rearranging these padded members

[<i| Unnecessary padding

% Configuration | ¥ Result Details

Psource
expensive_by_ value.c *

Ml Bemuet ey
{
uint8 t ml[5];

uinté64 t m2;
uint8 t m3[3];

A SIBR SRR AL SR FIE I AR E H

}i
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&R E] DevOps H

0 W POLYSPACE
(" IDE, Editor

Visual Studio a

AAzu re

Visual Studio Code aWS
e " POLYSPACE: | e ) GoogleCloud ~_>
Compilers
( Source Control \ TASKING, GCC

GHS, DIAB, etc

O git O

W=  GitHub

€© /roryseace @ /rorvspace
( CI/CD \ ( Bug Tracking \
f Azure Pipelines Travis cl T Jira -~
“? Jenkins Qcircleci e\ & =
¢ Bamboo ) . REDMINE
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-

sa

2 cclipse-workspace - co/Bug_Finder_Example/sources/numerical.c - Eclipse IDE

File Edit Source Refactor Navigate Search Project Run
&)[o][w] - /[ No Launch Configurations
-6 Preferences

& [ Project Explorer & % Connections = &
E oo
~ & Bug Finder Example
& Module_1
v & sources
s bi_testcasesh
2 concurrency.c
[& cryptography.c
(2 dataflow.c
& dynamicmemory.c
(2 goodpractice.c
B lib_arypto_checkers h
(2 main.c
(& numerical.c
(& programming.c
2 programming2.c
(2 resourcemanagement.c
(& security.c
# StandardsConfigurationxml
(& statiememory.c
2 tainteddatac
Bug_Finder_ Example psprj
» Makefile
& Bug Finder Example Cpp
& Code Prover Bxample
» & Code_Prover_ Example_Cpp
» Makefile
MODULES
retailmtf
wc140.pdb
& payc-test

2z Outline @ Build Targets ¥ Results List 5

Polyspage  Windew Help

¥ Configure Project
Open Web Interface

Show View 3
(3) Help
Switch te Desktop integration

167-int corrected_signchange(unsigned int rd_
168 dnt i1=8;

170 if (rd_uint) {
i17= -1;

}
173 return i1;

177%/*
178 * FLOAT CONVERSION OVERFLOW

180- void bug_floatconvovfl(int rd_int) {

¥ Result Details

ke [ variable trace
= Result Review

integer conversion wact: Medium) @
Conversion from unsigned int32 to int32 overflows.
Valid range: [-2°31 . 2431-1)

Event File scope
P¥2sionment to

= e it numerical.c bug_sign
021 © Sign change integer conversion overflow numerical.c File Scopt

File: AlarmAutoTestManager.cpp Findings: 10
Family |F| 1D |&F Type F Group Ed

* 52 Defect Ferformance Missing
- * B85 AUTOSAR C++14 15 Exception handling  £15-4-4
- * 67 AUTOSAR C++14 15 Exception handling
- 68 AUTOSAR C++14 15 Exception handling
- * B89 AUTOSAR C++14 15 Exception handling
- * 71 AUTOSAR C++14 15 Exception handling
- 72 AURDSAR C++14 15 Exception handling
- * 74 AUTOSAR C++14 15 Exception handling  £15-4-4
i 11 AUTOSAR C++14 2 Lexical corwentions  A2-7-3 A
- 47 AUTOSAR C++14 2 Lexical conventions A2-T-3A
1 i I

SnEvTEYErG Y B TO YR YAy &E Sy TH ooy o M

ec  Bmainc [ resourcemanagementc & ‘numericalc
/

(

/* Defect: Sign change overflow */

£339 entry = 10.90;

\_

Visual Studio

IDE, Editor )

Visual Studio Code

& eclipse

J

| 4

340 } else {

341 entry = -1.9;

342 }

343
8344 res = asin(entry); /* Defect: Argument shouyl
345 return res;
1346 ¥

347

348-double corrected_floatstdlib(int checkval) {

349 double res;

350 double entry;

351 if (checkval > 2) {

352 entry = 1.8;

353 } else {

354 entry = -1.9;

355 }

356

<

¥ Result Details & ~ 5 & Problem
@DVariabletrace numerical.c Family

Result Review

OlInvalid use of standard library floating point routine (Impact: H
Standard function 'asin' may be called with an invalid argument.
Argument may be outside expected range [-1.0 .. 1.0].

Event File
Assignment to local variable 'entry’ numerical.c b
2 Entering function 'asin' numerical.c Y
O Invalid use of standard library floating point routine numerical.c A

o

o
[e]
o]
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%&gu DeVOpS EIJ polyspace-configure -allow-build-error -allow-overwrite -module -output-options-path options_path make -B

lude/ src/idl_options.proto

-DBTHREAD_USE_FAST _PTHREAD MUTEX -D_ const = -D_GNU SOURCE -DUSE_SYMBOLIZE -DNO _TCMALLOC -D__ STDC_FORMAT MACROS -D
B5\ |2022-04-27T10:25:52+08:00\" -02 -pipe -Wall -W -fPIC -fstrict-aliasing -Wno-invalid-offsetof -Wno-unused-paramete
.cpp -0 src/mcpack2pb/generator.o

y/esp_authenticator.o src/brpc/policy/file naming service.o src/brpc/policy/hasher.o src/brpc/policy/consul naming service.o src/l
c/brpc/policy/redis_protocol.o src/brpc/policy/ubrpc2pb_protocol.o src/brpc/policy/auto_concurrency_limiter.o -Xlinker "-)" -1gfl{
t

> Copying to output/include

> Copying to output/lib
> Copying to output/bin
polyspace-configure: 416s: WARNING: Compilation units detected during your build in module libbrpc_a use different languages.
polyspace-configure: 416s: WARNING: Compilation units detected during your build in module libbrpc_so use different languages.

© '/ roLyspACE ~ <

" Create project using build information >

( Source Control \

Create project using build information

®
® glt O Project has been successfully generated, please click on finish for opening the project in Polys...

Build command
GitHI.lb Specify command used for building your source files

\ ) C:hti\ccs901\ces\eclipse\cestudio. exe 1
Specify working directory for running build command

C:\Usershlehuahu'AppData\Local\Temp\Polyspace\build\FromBuildCmdDemao |
Add advanced configure options

[") Run & Stop

Command output

2020-05-23 14:43:47.644:INFO:oejs.Server:Warker-13: Workbench early startup: Started @2 =
CCS HTTP adapter started! [ccs.port:2893] - Open 'localhost:9893/ide’ in web browser to see

polyspace-configure: 117s: WARNING: Keeping potentially big build trace, remember to delete
polyspace-configure: 117s: WARNING: Keeping potentially big cache directory, remember to de
polyspace-configure: 0s: WARNING: Build command ignored (build deactivated)

polyspace-configure: 13s: INFO: Created project file C:\polyspace_workspace\FromBuildCmdD

o b s mm = v wm bt i s 1 e 1EAFAEITRIA ™ e b e omiem o st = llie lhim ol Form mm wrmemm s b e e oA = - E
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Pipeline script

L WE 2

i 59 ¥ {

! 60 sh label: "Cleanup", script: "make clean"

; 61 sh label: "Polyspace configure", script: "$configure -allow-build-error -allow-overwrite -lang
i | 62 }

: 63 stage ("Analyze")

64~

: 65 sh label: "Polyspace analysis”,

: 66 script: "$analyze -options-file ${PROG}.opts -misra3 all -code-metrics -results-dir $RESULT"

: 67 }

i 68

E 69 // remove this paragraph 11‘ you do not use Polyspace Access

' i AthrrnAadant i Al TirmnnmnamAN A crA N Al rmnndAant+ i AT1~TA: " acrnce timAanm 1) mAacciAn AViani AT A Timarrisnnmd! LirAanaam,

B ERRE

Upload

Prepare Checkout Build POIVSpa_ce to Quality I?'.“a“.
Analysis Gate Notification
Access
Average stage times: 374ms 2s 9s 12s 4s 8s 875ms
(Average full run time: ~40s) ' - - — - - !
. Sep 13 Ch:no . 323ms 2s 10s 13s 4s 8s 1s
v POLYSPACE' il
( CI/CD \ Sep10 - ho 303ms 1s 9s 11s 5s 8s 1s
2908 Changes
W Azure Pipelines @& Travis Cl
€ =
S Jenkins QCIrCleCI Sep 10 cn:.:;es 471ms 3s 10s 15s 4s 8s 1s
i 22:52
\_ €, Bamboo )
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Result Details

&R E] DevOps H

— . ¥ Issue Tracker - Google Chrome = O X
|E| |E| |_| @ ah-access-ipolyspace:9443/issuetracker/ui/issues/create/form/?initialValues=%7B"descripti... &
Remaining Findings Code Metrics %2 Quality Objectives Status | Unreviewed - Create Issue
«= Remaining 98 3 sub-project(s) 0 S . | Unset - An asterisk (*) indicates a required field.
*= New Remaining 7 [ File(s) 6 everity \
0 : Summary*
£ Assigned To Me Remaining 0 Line(s) 429 S A d | T
M i / usemame or... | =~ ; f " ;
A Unassigned Remaining 08 °‘.° Cyclomatic complexity 6 55'9"'9' to '.'I'p'E Passibly unintended evaluation of expression because of
Remaining 24
Track issue Create ficket 4 Type*
[@] Run-time Check == Remaining 30 Coding Rules «— Remaining 60 Bug -
*
Y Ty Component
Personal v
® Red 5 SubComponent
Selectivity ©® Orange 20 Density ® To Do 60
88% ® Gray 6 140 Done 4 Unknown v
® Green 219
Problem
Found in
/mathworks/GNB/devel/sandbox/cpreve/Metrics-
results/Bug_Finder_Example-
Trends/sources/programming.c
= Trends
- Go to Polyspace finding here: https://ah-access-
Number of remaining ﬂndings over time ipolyspace:9443/metrics/index.html? ~
150
100
504
" POLYSPACE
1 1 1 | | ]
12712017 1/27/2017 12712017 112712017 12712017
5:24:30 5:25.00 5:25:30 526:00 5:26:30

( Bug Tracking \

1‘ .
< Jira .."‘
9 [ ]

g Selectivity REDMINE
\_ _J

feaibie project managamont
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- R ERMREREE
- PolyspaceXt 1ISO 26262 F1 ISO/SAE 21434 7 ¥
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