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形式化方法赋能车规级芯片底层软件开发
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您将了解到…

▪ 形式化方法及抽象解释法

▪ Polyspace对 ISO 26262 和 ISO/SAE 21434 支持

▪ 形式化方法验证用于性能提升

▪ 将 Polyspace 应用到开发流程中



22

车规级芯片底层软件开发之挑战

▪ 功能安全和网络安全认证

– ISO 26262, ISO/SAE 21434

– CWE, CERT-C

▪ 芯片运行更多的程序

– 高效运行驱动程序

– 权衡防御性编程带来额外的ROM开销

▪ 更快的交付，响应市场需求

– 更复杂，开发量更大

– 协同要求更高
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什么是形式化方法和抽象解释法？
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形式化方法

Formal methods are system design techniques that use 

rigorously specified mathematical models to build software 

and hardware systems. In contrast to other design systems, 

formal methods use mathematical proof as a complement to 

system testing in order to ensure correct behavior. As 

systems become more complicated, and safety becomes a 

more important issue, the formal approach to system design 

offers another level of insurance.

https://users.ece.cmu.edu/~koopman/des_s99/formal_methods

https://users.ece.cmu.edu/~koopman/des_s99/formal_methods
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抽象解释法

In computer science, abstract interpretation is a theory of sound 

approximation of the semantics of computer programs, based 

on monotonic functions over ordered sets, especially lattices. It 

can be viewed as a partial execution of a computer program 

which gains information about its semantics (e.g., control-flow, 

data-flow) without performing all the calculations.
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抽象解释法：证明软件的健壮性

该行是否有软件bug？
如何证明没有bug？
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Polyspace Code Prover 使用抽象解释法证明软件的健壮性

证明除法安全

除数永不为零
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示例：Polyspace Code Prover
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static void pointer_arithmetic (void) {

int array[100];

int *p = array;

int i;

for (i = 0; i < 100; i++) {

*p = 0;

p++;

}

if (get_bus_status() > 0) {

if (get_oil_pressure() > 0) {

*p = 5;

} else {

i++;

}

}

i = get_bus_status();

if (i >= 0) {

*(p - i) = 10;

}             

} 

Polyspace 代码着色让问题暴露无遗

Green: reliable
safe pointer access

Red: faulty
out of bounds error

Gray: dead
unreachable code

Orange: unproven
may be unsafe for some

conditions

variable ‘I’ (int32): [0 .. 99]

assignment of ‘I’ (int32): [1 .. 100]

Range data
tool tip

Purple: violation
MISRA-C/C++ or JSF++

code rules

any
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理解抽象解释法
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无需测试用例

抽象解释法

理解抽象解释法
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理解抽象解释法

抽象解释法考虑所有可能输入，所有可能执行路径来证明是否有缺陷。

signed char x, y;

x = random_char();

if (x > 0) {

} else if (x != 0){

} else {

}

printf(“%d”,x);

-128 127

1 1271 1275

-128 -1

5

y = 100 / (x + 1);y = 100 / (x + 1);y = 100 / (x + 1);

x = 5;x = 5;

??

y = 200 / x;y = 200 / x;

-128 -2-128 -2

0
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Proving 
Absence
of Critical 
Defects & 
Vulnerabilities
(dozens)

Defect & 
Vulnerability 
Checkers
(hundreds)

Coding 
Standards, 
Cybersecurity 

Guidelines

Code 
Metrics

Code Prover
→Fully Trusted Components:

• Reliable, Robust, Safe, Secure

• Proven free of critical runtime 

defects and vulnerabilities

• Additional credits for standards.

Bug Finder
→High Quality, Secure, Compliant Code:

• Measurable, Maintainable, Consistent

• Very few defects or vulnerabilities

• Credits for functional safety, 

cybersecurity standards.

完整的静态分析能力
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Polyspace 支持功能安全 ISO 26262 最高等级认证
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A B C D

1n + + ‡ ‡

1m + + + ‡

1l + + + ‡

1k ASIL A B C D ‡ ‡ ‡ ‡

To
p

ic
s

1j A B C D A B C D + + ‡ ‡ ‡ ‡ ‡ ‡

1i + + + + ‡ ‡ ‡ ‡ A B C D ‡ ‡ ‡ ‡ + + + + A B C D

1h ‡ ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + + +

1g + ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ A B C D

1f + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ + + ‡ ‡ + ‡ ‡ ‡

1e + + ‡ ‡ A B C D + ‡ ‡ ‡ o o + + A B C D + + ‡ ‡ o o + + A B C D + + ‡ ‡ A B C D + + ‡ ‡

1d + + ‡ ‡ + + + + + ‡ ‡ ‡ o o + ‡ + + + + ‡ ‡ ‡ ‡ + + ‡ ‡ + + + + A B C D ‡ ‡ ‡ ‡ + + + + A B C D + + ‡ ‡

1c ‡ ‡ ‡ ‡ + + ‡ ‡ + + + ‡ + + + ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ + ‡ ‡ ‡ + ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ A B C D + + ‡ ‡ A B C D + + ‡ ‡

1b ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ + ‡ ‡ ‡ ‡ ‡ + + + ‡ ‡ ‡ + + + + + ‡ ‡ ‡ + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ + + + ‡ + ‡ ‡ ‡

1a ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + o o ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + o o ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡

Table 1 Table 2 Table 3 Table 4 Table 5 Table 6 Table 7 Table 8 Table 9 Table 10 Table 11 Table 12 Table 13 Table 14 Table 15

Tables

Polyspace Bug Finder 对ISO 26262 Part6要求的覆盖
Table 1 - Topics To Be Covered By Modeling and Coding 

Guidelines

Topics
ASIL

A B C D

1i Concurrency aspect + + + +

1h Use of naming conventions ‡ ‡ ‡ ‡

1g Use of style guides + ‡ ‡ ‡

1f Use of unambiguous graphical representation + ‡ ‡ ‡

1e Use of well-trusted design principles + + ‡ ‡

1d Use of defensive implementation techniques + + ‡ ‡

1c Enforcement of strong typing ‡ ‡ ‡ ‡

1b Use of  language subsets ‡ ‡ ‡ ‡

1a Enforcement of low complexity ‡ ‡ ‡ ‡

Table 6 – Design Principles for Software Unit Design and 
Implementation

Topics
ASIL

A B C D

1j No recursions + + ‡ ‡

1i No unconditional jumps ‡ ‡ ‡ ‡

1h No hidden data flow or control flow + ‡ ‡ ‡

1g No implicit type conversions + ‡ ‡ ‡

1f Restricted use of pointers + ‡ ‡ ‡

1e Avoid global variables or else justify their usage + + ‡ ‡

1d No multiple use of variable names ‡ ‡ ‡ ‡

1c Initialization of variables ‡ ‡ ‡ ‡

1b
No dynamic objects or variables, or else online test 
during their creation

+ ‡ ‡ ‡

1a
One entry and one exit point in subprograms and 
functions

‡ ‡ ‡ ‡

Table 3 – Principles for Software Architectural Design

Topics
ASIL

A B C D

1i Appropriate management of shared resources ‡ ‡ ‡ ‡

(…)

1e Loose coupling between software components + ‡ ‡ ‡

(…)

1c Restricted size of interfaces + + + ‡

1b Restricted size and complexity of software components ‡ ‡ ‡ ‡

(…)

Table 7 – Methods for Software Unit 
Verification

Topics
ASIL

A B C D

(…)

1h Static code analysis ‡ ‡ ‡ ‡

(…)

1a Walk-through ‡ + o o

Table 10 – Methods for Verification of 
Software Integration

Topics
ASIL

A B C D

(…)

1g Static code analysis ‡ ‡ ‡ ‡

(…)
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Polyspace Bug Finder 解决并发问题
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Polyspace Bug Finder 死锁问题检查
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Table 3 – Principles for Software Architectural 
Design

Topics
ASIL

A B C D

1i
Appropriate management of 
shared resources (more…)

‡ ‡ ‡ ‡

(…)

A B C D

1n + + ‡ ‡

1m + + + ‡

1l + + + ‡

1k ASIL A B C D ‡ ‡ ‡ ‡

To
p

ic
s

1j A B C D A B C D + + ‡ ‡ ‡ ‡ ‡ ‡

1i + + + + ‡ ‡ ‡ ‡ A B C D ‡ ‡ ‡ ‡ + + + + A B C D

1h ‡ ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + + +

1g + ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ A B C D

1f + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ + + ‡ ‡ + ‡ ‡ ‡

1e + + ‡ ‡ A B C D + ‡ ‡ ‡ o o + + A B C D + + ‡ ‡ o o + + A B C D + + ‡ ‡ A B C D + + ‡ ‡

1d + + ‡ ‡ + + + + + ‡ ‡ ‡ o o + ‡ + + + + ‡ ‡ ‡ ‡ + + ‡ ‡ + + + + A B C D ‡ ‡ ‡ ‡ + + + + A B C D + + ‡ ‡

1c ‡ ‡ ‡ ‡ + + ‡ ‡ + + + ‡ + + + ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ + ‡ ‡ ‡ + ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ A B C D + + ‡ ‡ A B C D + + ‡ ‡

1b ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ + ‡ ‡ ‡ ‡ ‡ + + + ‡ ‡ ‡ + + + + + ‡ ‡ ‡ + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ + + + ‡ + ‡ ‡ ‡

1a ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + o o ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + O o ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡

Table 1 Table 2 Table 3 Table 4 Table 5 Table 6 Table 7 Table 8 Table 9 Table 10 Table 11 Table 12 Table 13 Table 14 Table 15

Tables

Polyspace Code Prover ISO 26262 Part 6进一步覆盖要求和增强…
Table 4 – Methods for the Verification of 

the Software Architectural Design

Topics
ASIL

A B C D

(…)

1g Data flow analysis + + ‡ ‡

1f Control flow analysis + + ‡ ‡

1e Formal verification o o + +

(…)

Table 1 - Topics To Be Covered By Modeling and 
Coding Guidelines

Topics
ASIL

A B C D

1i Concurency aspects (more…) + + + +

(…)

Table 6 – Design Principles for Software Unit Design 
and Implementation

Topics
ASIL

A B C D

1j No recursions (more…) + + ‡ ‡

(…)

1g No implicit type conversions (more…) + ‡ ‡ ‡

1f Restricted use of pointers (more…) + ‡ ‡ ‡

1e
Avoid global variables or else justify 
their usage (more…)

+ + ‡ ‡

(…)

1c Initialization of variables (more…) ‡ ‡ ‡ ‡

(…)

Table 7 – Methods for Software Unit 
Verification

Topics
ASIL

A B C D

(…)

1g Data flow analysis + + ‡ ‡

1f Control flow analysis + + ‡ ‡

1e Formal verification o o + +

(…)

1a Walk-through (more…) ‡ + o o

Table 10 – Methods for Verification of 
Software Integration

Topics
ASIL

A B C D

1h
Static analysis based on 
abstract interpretation

+ + + +

(…)

1f
Verification of the control 
flow and data flow

+ + ‡ ‡

(…)

Table 15 – Methods for Deriving Test 
Cases for Software Integration Testing

Topics
ASIL

A B C D

(…)

1e
Analysis of functional 
dependencies

+ + ‡ ‡

(…)

Key:

Bug Finder Credit

Code Prover Credit

Code Prover Enhances Bug Finder
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Polyspace Code Prover 证明变量访问冲突
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从 Code Prover 提供控制流和数据流分析

问题追溯树
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从 Code Prover 提供控制流和数据流分析

变量访问树
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从 Code Prover 提供控制流和数据流分析

函数调用树
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从 Code Prover 提供控制流和数据流分析

函数调用树变量访问树问题追溯树
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Polyspace 满足认证最高等级要求
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Polyspace 满足认证最高等级要求
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Polyspace 满足认证最高等级要求
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Polyspace 满足认证最高等级要求
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伊必 Elektrobit：使用Polyspace 移除运行时错误
挑战和问题

数千种系统配置

边界检查
需测试用例和运行

无运行时错误来保
证车辆安全
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伊必 Elektrobit：使用Polyspace 移除运行时错误
Polyspace 如何解决

MISRA C和HIS 代码度量

形式化方法穷
尽分析，聚焦
问题减少非必要互斥锁，

提高性能
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伊必 Elektrobit：使用Polyspace 移除运行时错误
成果总结

发现了诸如溢出、变量未初始化、并发等问题

代码证明比例超过97%，无 RTE

大幅度缩小验证时间

通过了ISO 26262 认证

使用持续测试技术，每次分析检测

Polyspace code verifiers enable us to
demonstrate conclusively that the
software we deliver is free of certain
run-time errors. More importantly,
they enable us to do so faster, more
thoroughly, and with less manual
review than was previously possible.

案例链接

https://ww2.mathworks.cn/company/newsletters/articles/removing-run-time-errors-from-autosar-components-using-polyspace-code-verifiers.html


3232

Polyspace 为车联网之网络安全保驾护航
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Security: “在受攻击时，保证可靠的运行，Reliable computing in the presence 

of adversaries”

Safety: “没有危险，Absence of hazard”

网络安全拒绝滥用

Safety 依赖 Security，Security 促进 Safety

System

功能安全防止危险

Environment

功能安全

Hazard

33

网络安全

Attack
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使用 Polyspace 进行网络安全检查和证明

检查安全编码规范和实践指南 证明没有安全漏洞

proof

34
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IEC Certification Kit 提供 ISO/SAE 21434:2021实践指南
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形式化方法助力高效运行、低ROM占用的底层软件
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高安全代码常用编码实践：防御性编程
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形式化方法证明，除法安全，无需防御
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防御性代码导致资源的浪费

https://godbolt.org/z/G6E7Pfdz4

防御性代码带来的汇编指令

https://godbolt.org/z/G6E7Pfdz4
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删除防御性代码

▪ 资源占用更少

▪ 性能更好

▪ 维护更容易

▪ 代码审查更简单
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某IC驱动中非必要的条件或防御

多余的判定条件

多余的防御操作

不可用的分支
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更多关于软件性能的检查项

在循环中分配内存
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更多关于软件性能的检查项

使用值传递大内存变量
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更多关于软件性能的检查项

不合理的结构体成员顺序增加内存使用
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将 Polyspace 运用到开发流程中
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集成到 DevOps 中

Compilers
TASKING, GCC
GHS, DIAB, etc

Source Control

IDE, Editor

Bug Tracking

１

２

３ ４

CI/CD
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集成到 DevOps 中

Compilers
TASKING, GCC
GHS, DIAB, etcSource Control

Bug Tracking

２

３ ４

CI/CD

IDE, Editor

１
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集成到 DevOps 中

Compilers
TASKING, GCC
GHS, DIAB, etc

IDE, Editor

Bug Tracking

１

３ ４

CI/CD

Source Control

２
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集成到 DevOps 中

Compilers
TASKING, GCC
GHS, DIAB, etc

IDE, Editor

Bug Tracking

１

４

Source Control

２

３

CI/CD
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集成到 DevOps 中

Compilers
TASKING, GCC
GHS, DIAB, etc

Source Control

IDE, Editor

１

２

３

CI/CD Bug Tracking

４
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要点回顾

▪ 形式化方法及抽象解释法

▪ Polyspace对 ISO 26262 和 ISO/SAE 21434 支持

▪ 形式化方法验证用于性能提升

▪ 将 Polyspace 应用到开发流程中
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感谢您的聆听！
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