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“Program testing can be used to show the presence of bugs,
but never to show their absence”

Edsger Dijkstra, Computer Science Pioneer

“Given that we cannot really show there are no more errors
in the program, when do we stop testing?”

Brent Hailpern, Head of Computer Science

Dijstra, “Notes on Structured Programming” (1972)

Hailern, Santhanam, “Software Debugging, Testing, and Verification”, IBM Systems Journal, (2002)
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25 /{ Table of basic element

THTIOR

main.cpp

static hacllﬁahle_lnnp(uoid)
1

int j = 4;

Base* array[] = { new SAnalogic, new Sensor, new Sensor,

28 V-For(mtl-il i>@; i--5 §--1 1

array[i-1]->Draw();

f/f Error for the 2 last elements
4/ the TypeInfo function enly cnflne in SAnalogic

if (i % 2)

34 - [S Analogic* nrray[l-l]jj—>TypEI"fo{J;
35 else .
( <Sanalogic*>(array[i-1]))->TypeInfo();
¥
Event File

1 lterating on loop main.cpp

2 This-pointer of Typelnfo is null main.cpp

3 ® Mon-terminating loop main.cpp

@ Non-terminating loop (2)
The loop is infinite or contains a run-time error.
Loop fails due to a run-time error (maximum number of iterations: 3).

4\ MathWorks

new SAnalogic };

this cast is similar to static_cast

Scope

table_loop()
table_loop()
table_loop()
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— ISO/IEC TS 17961 — C Secure Coding Rules
— MISRA-C:2012 Amendment 1
— CERTC
— CWE — Common Weakness Enumeration

MATLAB EXPO 2019

Coding Standards & Code Metrics

[] Set checkers by file

Coding Standards

[ ] Check MISRA C:2004

[ ] Check MISRA AC AGC

[ ] Check MISRA C:2012

[ ] Check MISRA C++:2008
[ ] Check 15F AV C++

[ ] Check SEI CERT-C

[ ] Check SEI CERT-C++

required-rules
OBL-rules
mandatory-reguired
required-rules
chall-rules

all

all

[ ] Check ISO/IEC TS 17961 | &l

[ ] Check AUTOSAR C++14 | &l

[ ] check custom rules

Code Metrics

Edit

[] calculate Code Metrics

4\ MathWorks

10



MATLAB EXPO 2019

CREIBIT

1% AL

A RE

4\ MathWorks

11



WEBR o R IE1T

float x, y;

X=x/(x-vy);
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v Division by zero (2)
Float division by zero does not occur
operator / on type float 32
left: 10.0
right: [-31.1328 .. -11.1327]
result: [-0.89626 .. -0.3212]
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float where_are_errors_float(float input)

[ Trrmmmmmmmemmansmessm R SR
float x, y, k, 1, limit = 1000.06f;

k = input / 1@0.ef,
X = 2.0f;
E = k + 5.0f;
while (x < 1@.@f)
{
X++
y =y + 3.141592f;
¥
if ((3.e*k + 1lee.ef) > 71.ef)
{
y++;
x=x/ (x-y);
¥
return x;

13
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W Polyspace _ VS rcess Cluster ystem Dashboard - Jira

To Do In Progress Done

" Tilename, elc.
e |

Showing: 62 / 62

| Results List “. | Source Code v

ID Type Group Check + Information gaRatai > are_the_errors.c *

72 Code Metrics File Metrics Comment Density Value: 10 S at where_are_errors_float(float input) =
70 Code Metrics Function Metrics  Cyclomatic Complexity  Value: 4 |Iﬂ ﬁ
oa
96 Green Check Numerical Division by zero
: ‘A . ER
117  Green Check Numerical Division by zero (input

S o e

L€ where_are_the_errors.c / wh o mars k + 5.01;

while (x < 18.@f)

[ Ja

Result Details

Status [ Unreviewed < ] Enter your comment here...

Severity [ Unset '] ) fEJEE
Assigned to | Type usemname or. . | v] & ﬁl‘lﬁ

Track issue Create Ticket & 18

19 =3
~ Division by zero (2) / 20 x=x/ (x-y);

21 }
22

Float division by zero does not occur

| FILE EXPLORER | PROJECT DETAILS | PROJECT EXPLORER

operator / on type float 32 23 return x;
left: 10.0 22 ¥ T
right: [-31.1328 .. -11.1327] 25
M. result: [-0.89826 .. -0.3212] | -

v

Where_Are_Errors_Float2 > 14
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MISRA- . Defect &
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Table 6 — Design principles for software unit design and implementation

.. ASIL
Principle

A B C D
la |One entry and one exit point in subprograms and functions2 ++ ++ ++ ++
1b |No dynamic objects or variables, or else online test during their creationa + ++ ++ ++
1c |Initialization of variables ++ T+ ++ ++
1d |No multiple use of variable names2 ++ Tt + T+
le |Avoid global variables or else justify their usage2 + + ++ ++

1f |Restricted use of pointersa

1g |No implicit type conversions2

1h |No hidden data flow or control flow

1i |No unconditional jumps2

1j |Norecursions

MATLAB EXPO 2019

Table 7 — Methods for software unit verification
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Methods ASIL

A B C D
la |Walk-througha ++ + 0
1b |Pair-programminga 4 + + +
1lc |Inspection2 + I+ ++ ++
1d |Semi-formal verification + + ++ ++
le |Formal verification | o 0 + T
1f |Control flow analysisb. c + + 4 4
1g |Data flow analysisb. + + 4 i+
1h |Static code analysisd ++ 4+ + i+
1i |Static analyses based on abstract interpretatione | + + + +
1j |Requirements-based testf T+ T+ ++ ++
1k |Interface tests T+ T+ 4 it

16
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R2019a Polyspace#i=m A5 TIERTZE
1. gzl:kk.}\*"&)\{tﬁ% *ﬁLI%EJFﬁEEEJenkInSmJE
2. JenkinsfE 53 ¥R 55 25 mﬁiiPolyspaceﬁ*ﬁ(%ﬂ:ﬂHﬁ_JZIﬁ ERFI=))

3. Polyspace 3 th5erk /g B e LR B RIRS S
4. ERIE, FRERIE. ﬁﬂii‘%%ﬂﬁﬁ)\ﬁﬁﬁﬁ TN SEES TSR . ARIIRAREE, MIZREIF

& & & (4)oniine Review

Team Lead

Developer Manager Englneer

‘ @ Code Check-ins

o ¢ceo
Initiate
. Web Browsers
a J enkln}@\ |
Developer
Polyspace Results
‘ ()
Polyspace Code @ Polyspace Code vV
Prover Server — N

epOSItOI‘y Upload
/ quyspace Bug Results Polyspace Bug "RA
Developer Finder Server Finder Access

g

Build

Engineer
Developer
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Jenkins BF_POLYSPACE_LANG_MODULES #35

4 Back to Project

Q, staws @ Console Output
[%# Changes 4\ Polyspace Access Cluster Operat X
Starting at: Tue Feb 12 82:41:1

a Console Cutput oot L3 09-ah 4.0 0.8
ost: Hinux cpu-Bi-an £.2.0-5-8 & C 1 @ localhost:8080/services
User: jenkins

View as plain text

[%# Edit Build Information

© Deite Buid Polyspace Access Cluster Operator
*¥* Beginning Bug-finder - Modu
4 Previous Build EEEs .

*¥¥% Bug-finder - Module Analys
* Created 2 modules . —
*xx% Bug_finder - Module Analys L] senvices \\ PROVISION B STOPALL | DELETEALL
*¥¥% Bug-finder - Module Analys
###% gug-finder - Module Analys lIi Nodes

P L Bug—-Finder - Module #\nalys . User hﬂanager . Running Stop
=+*% pug-finder - Module Analys a Settings
Maximum Memory Usage: 2913 MB .
Database . Running Stop
Generating GUI files
ETL Runnin Sto
Defects statistics: . g P
- Total number of defects: 48
_ ASSERT: 2 Web Server . Running Stop
- MEM_LEAK: 2
- NON_INIT_PTR: 1 Gateway ® Ruming Stop

- UNPROTECTED_MEMORY_ALLOCATI
- USELESS WRITE: 1

MATLAB EXPO 2019
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L ,’E < Ei‘. *  Polyspace Code Verification: 114 new findings for project...

Meszage Help Mimecast D Tell e what you want to do
Sun 317,/2019 602 PM
Bob Builder

MBEREIenkink 2 Polyspace /3 #{E 55 Uk
£ ESER SN

Polyspace Code Verification: 114 new findings for project Zen
To: Quin Quality

e g;géd etails.htm .
= ER eI N\ Polyspace AccessBEE A

17.|§ I‘I':I‘J iEl!.L Polyspace found 114 new findings when analyzing "xent":
- - To view details, check attached file and follow urls.

BB RAERTIE R A T —LE 3R [a] &

- To go to directly to project, follow: hitps://polyspace-access:9443ynetrics/index.html?a=review&p=818r=1898.

You can see the Jenkins log file here: http:f}'ienkins—polvspace:E[A}icb}’l:alvspace modules/38/consale.

Bob Builder
Build Engineer, Tools Group

(508) 647-3027 bbuilder@mathworks.com

MATLAB EXPO 2019
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rdh Sign In x |+ - 1

<« C 1 @ localhost9443/authn/signin?&title=/static/images/polyspace title logo.svg8icontinue=%2F & % 0 0 0 o

W POLYSPACE'

Sign in to your account

‘ Username

Password

Forgot password?

1984-2019 The MathWorks, Inc.
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4\ [UXVIZ-620] lllegally dereference X

C [ @ httpsy/fjira-test-aws.mathwaorks.com/browse/UXVIZ-620

‘MathWorks‘ Jira Dashboards ¥ Projects ¥ Issues v Boards ¥ Structure v  MathWorks Applications v

@ Project Zen Visual Design / UXVIZ-620
(>

lllegally dereferenced pointer

@J QE-IAT w & Edit Q Comment Assign  More v InProgress  Done  To Verify
(M) Kanban board v Details
Type: 0 Bug Status: View Workflow)
£y Releases Priority: Uneet o —
l#2 Reports Affects Version/s: None Fix Viersion/s: None
Labels: MNane
g fssues Geck Link: Create Geck

@ Components

» Description

> B
ol Error: pointer is outside its bounds 4

Found in C\Polyspace\Proj_Zen\sources\example.c.

Go to Polyspace finding here: hitp://localhost:9443/metrics/index.himl?a=review8p=58r=58&fid=1181

24



4\ MathWorks

"/ Dara- REBFLTIENF
“ R BHEEMOEEEE

‘ [UXVIZ-623] lllegally dereference X

C 0 @ httpsy//jira-test-aws.mathworks.com/browse/UXVIZ-623 * 0 ©@ 0 9 0

‘MathWorks- Jira Dashboards v Projects v Issues v Boards v Structure ¥ MathWorks Applications v Search a -

. Visual Design / UXVIZ-623
Visual Design .
() lllegally dereferenced pointer

D) QE-IAT v # Edit Q Comment Assign  More v In Progress Done  To Verify < fh Export v
(ID Kanban board v Details v People

Type: 0 Bug Status: (View Workflow) Assignee: £7) Unassigned
&5 Releases Priority: Unset Resolution: Unresolved Assign to me
[&* Reports Affects Version/s: None Fix Version/s: None Reporter: Jay Abraham

Labels: None Watch nSt tchinid this i

atchers: op watching this issue
g-'l Issues Geck Link: Create Geck
{,3 Components v Dates
v Description
> 15 Created: 2 hours ago
Frd-ens Error: pointer is outside its bounds 4 L g
Updated: 2 hours ago

Found in C:\Polyspace\Proj_Zen\sources\example.c.
Go to Polyspace finding here: mp:mocaIhost:9443gmetrics(‘ip? Click to edit IIeview&p=6&r=7{’>Lf’ld=3‘§)49 v Agile
Critical run-time error, needs investigation. View on Board

v Attachments

CT‘} Drop files to attach, or browse.

Get Help / Give Feedback
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Ail_Crmd

— ™ F

: " Psi_Ref
HDG_Ref " sp_add out o Psi_Re
HandCode

@ # Fsi Phi_Cmd

Psi 1
@ - | TAS

TAS

: HeadingMode -

- Laj - Disp_Cmd
M
HOG Mode | . F. 1]
( 'j ModeSwitch
Disp_FB
" Surf_Cmd
—™ @ Rate_FB
)
o Rate_FB
@ AP Eng Phi_Ref Engagad
AP _Eng
Turn_Knab BasicRollMode
Turn_Kmob
RolAngleReference

MATLAB EXPO 2019

Copyright 1990-2018 The MathWorks, Inc.

EngSwitch

g &D

Ail_Cmd
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oort

€ mi[ 4 ¥ vaoncm

Contents

Summary
Subsystem Report

Code Interface
Report

Traceability Report

Static Code Metrics
Report

Code Replacements
Report

Coder Assumptions

Generated Code
-1 Main file
ert_main.c

[-1 Model files
rtwdemo_roll.c

rtwdemo_roll.h

[+] Shared files (1)
[+]1 Other files (1)

Code Generation Report for
'rtwdemo_roll'

Model Information

Author The MathWorks, Inc.
Last Modified By The MathWorks, Inc.
Model Version 1.162

Tasking Mode SingleTasking

Configuration settings at time of code generation

Code Information

System Target  ert.tic

File

Hardware Intel->x86-64 (Windows64)
Device Type

Simulink Coder 9.1 (R2019a) 23-Nov-2018
Version

Timestamp of ~ Wed Apr 10 10:36:32 2019
Generated
Source Code

Location of C:\Work\MATLAB\ML_Expo\rtwdemo_roll_ert_rtw\
Generated
Source Code

Type of Build Model
Memory Global Memory: 39(bytes) Maximum Stack:

OK || Help

4\ MathWorks

rtwdemo_roll - Simulink

File Edit View Display Diagram Simulation Analysis Code Tools Help

E-o-8 <@ Eeg-E-ed@Pb = -k ] 2| @ -lay-
rtwdemo_roll
@ |[Partwdemo_roil » -
3
=
e HDG7 Ref i o sp_add out p|Psi_Ref
@ - u2
HandCode
[l

'Si

@ s

(2 } Psi Phi_Cmd %

o

TAS
HeadingMode =
(e } :: ohiCmd P Disp_Cmd
HDG_Mode =1}

ModeSwitch

(—D P Disp_FB
hi Surf_Cmd > \T-
(G )r———pracrs
B Phi =® >

1 Ail_Cmd
Rate_FB | : I > - Ail_Cmd
= 7 — F =

5 AP_Eng Phi_Ref ek EngSwitch

)

>
o
m
=]
@

& )——{Tum_kaob BasicRollMode
Turn_Knob

RollAngleReference

Copyright 1990-2018 The MathWorks, Inc.
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W Polyspace X
& C 1 @ localhost:9443/metrics/index.htmi?a=metrics&p=1 Q ¥ Q0 0 0 9 o
DASHBOARD (2] jabraham ~
S
" T @ dg g A B
Project Run-time Custom MISRA out i i
LA ek SRS Rules C:2012 L Spenin Destdop_Bevew
DASHBOARDS lenvmonmsm‘ REVIEW a
v PROJECT EXPLORER o Project Overview Quality Objectives Run-time Checks Code Metrics Q
v 1 public N | 3 publi i
» (I Proj Zen g S| Summary 1 public
» [ Test_Area
Open Issues (@ Code Metrics
i— Open 104 3 Sub-project(s) 2
A= New 0 [} Number of Files 7
£X Assigned To Me 0 [E] Number of Lines Without Comment 450
‘v PROJECT DETAILS o | A Unassigned 104  o@ Cyclomatic Complexity 6
Project
) [#3] Run-time Checks a— Open 32 Coding Standards a— Open 68
Name 7 public @
Tools Code Prover
Coding Custom Rules,
Standards MISRA C:2012
Number of 6
Rins ® Red 4
Selectivity @ Orange 21 Density ® ToDo 68
777777 | 90% ® Gray 8 151
» SUPPORT REPORT (v ® Green 300 =
I4 public a
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