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We need to verify that our developed system is safe and can handle 

faults in a safe way to not cause harm
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▪ Traditional Safety Analysis is

– Decoupled from design work

– Complex and complicated

– Error-prone

Key Takeaways

System & SW Development

Safety Analysis
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Key Takeaways

System & SW Development

Safety Analysis

▪ Model-Based Safety Analysis is

– Fully integrated with design

– Fully traceable w.r.t. changes

– Consistent

– Validated by simulation
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Key Takeaways

System & SW Development

Safety Analysis

▪ Enhanced Fault Modeling

– Separated from design

– Supports complex faults

– Analyze fault effects

– Connected to hazards
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MathWorks and TUM* won Best of Session award at DASC 2024 for 

implementing this workflow for an unmanned helicopter

*Technical University of Munich

https://2024.dasconline.org/awards/best-paper-awards
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Importance of safety in product development

System: Model-based safety analysis workflow

Component: Fault injection modeling

Case Study: Aircraft fuel system

Conclusion

Today’s Agenda
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Two recent examples of why safety analysis is paramount for 

engineered systems

https://www.wsj.com/business/autos/huge-fire-sparked-by-a-mercedes-benz-ev-adds-to-safety-

concerns-dogging-industry-8143d058

https://www.theguardian.com/world/live/2018/oct/29/lion-air-crash-rescue-teams-search-waters-off-

jakarta-for-flight-jt610
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Functional safety standards recommends activities for system safety 

analysis: aerospace example

ARP4761A

ARP4761A

FMECA

 (Failure modes, effects,

and criticality analysis)
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Functional safety standards recommends activities for system safety 

analysis: automotive example

Hazard 

Assessment

FMECA

 (Failure modes, effects,

and criticality analysis)

ISO 26262-3:2018 Annex A
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Functional safety standards recommends activities for system safety 

analysis: automotive example

Fault Injection 

Testing
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Functional safety standards recommends activities for system safety 

analysis: industrial example

Hazard 

Assessment

IEC 61508-2:2010

FMECA

 (Failure modes, effects,

and criticality analysis)
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Functional safety standards recommends activities for system safety 

analysis: industrial example

IEC 61508-2:2010

Fault Injection 

Testing
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Safety analysis is a highly iterative workflow involving detection, 

mitigation, and verification
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Safety analysis is a highly iterative workflow involving detection, 

mitigation, and verification

1 2
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Thermal Runaway

• Description: Uncontrolled increase in 
temperature within the battery cells.

• Potential Consequences: Fire, 
explosion, damage to the vehicle, injury to 
occupants.

• Severity: High

• Likelihood: Medium

• Risk Level: High

Overcharging

• Description: Battery cells receive more 
charge than their maximum capacity.

• Potential Consequences: Degradation of 
battery life, thermal runaway, fire.

• Severity: Medium

• Likelihood: Medium

• Risk Level: Medium

Let’s make an example of a Hazard Assessment

Electric Car Battery
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Hazard Description Potential Consequences Severity Likelihood Risk Level Mitigation Measures

Thermal Runaway

Uncontrolled increase in 

temperature within battery 

cells

Fire, explosion, damage to 

vehicle, injury to occupants
High Medium High

Advanced thermal 

management system, 

redundant temperature 

sensors

Overcharging

Battery cells receive more 

charge than their maximum 

capacity

Degradation of battery life, 

thermal runaway, fire
Medium Medium Medium

Battery Management System 

(BMS), overcharge protection 

circuits

Let’s make an example of a Hazard Assessment

Electric Car Battery
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Hazard Description Potential Consequences Severity Likelihood Risk Level Mitigation Measures

Thermal Runaway

Uncontrolled increase in 

temperature within battery 

cells

Fire, explosion, damage to 

vehicle, injury to occupants
High Medium High

Advanced thermal 

management system, 

redundant temperature 

sensors

Overcharging

Battery cells receive more 

charge than their maximum 

capacity

Degradation of battery life, 

thermal runaway, fire
Medium Medium Medium

Battery Management System 

(BMS), overcharge protection 

circuits

Short Circuit
Electrical short circuit within 

battery pack or connections

Loss of power, thermal 

runaway, fire
High Low Medium

Insulation, circuit breakers, 

regular maintenance

Mechanical 

Damage

Physical damage to battery 

pack due to impact or 

vibration

Short circuit, thermal 

runaway, fire, reduced battery 

performance

High Medium High
Robust battery enclosure, 

impact sensors

Overheating 

During Charging

Excessive heat generated 

during the charging process

Thermal runaway, fire, 

reduced battery lifespan
High Low Medium

Advanced thermal 

management system, pressure 

sensor for coolant leakage 

detection

Software 

Malfunction

Failure of battery 

management system (BMS) 

software

Incorrect battery monitoring 

and control, overcharging, 

deep discharging, thermal 

runaway

High Low Medium
Software validation, 

redundancy in control system

Let’s make an example of a Hazard Assessment

Electric Car Battery
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Component

Potential 

Failure Mode Potential Effect(s)

Sever

ity (S) Potential Cause(s)

Occurre

nce (O) Current Control(s)

Detecti

on (D)

Risk Priority 

Number

Cooling Medium Leakage
Loss of cooling efficiency, 

overheating
8 Puncture, poor sealing 3

Regular maintenance, 

robust design
3 72

Contamination
Reduced heat transfer 

efficiency
6 Impurities in coolant 2 Filtration system 3 36

Failure modes, effects, and criticality analysis (FMECA) 

Electric Car Battery
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Component

Potential 

Failure Mode Potential Effect(s)

Sever

ity (S) Potential Cause(s)

Occurre

nce (O) Current Control(s)

Detecti

on (D)

Risk Priority 

Number

Cooling Medium Leakage
Loss of cooling efficiency, 

overheating
8 Puncture, poor sealing 3

Regular maintenance, 

robust design
3 72

Contamination
Reduced heat transfer 

efficiency
6 Impurities in coolant 2 Filtration system 3 36

Heat Exchanger Blockage
Reduced cooling 

efficiency, overheating
8 Debris, corrosion 2

Regular inspection 

and cleaning
3 48

Corrosion
Leakage, reduced heat 

transfer
7

Poor material quality, 

harsh environment
3

Use of corrosion-

resistant materials
4 84

Coolant Pump
Mechanical 

Failure

Loss of coolant flow, 

overheating
9

Wear and tear, motor 

failure
3

Regular maintenance, 

quality components
3 81

Electrical 

Failure

Pump stops working, 

overheating
9 Electrical faults 2

Electrical system 

checks
3 54

Control Unit
Software 

Malfunction

Incorrect system 

operation, overheating
9

Software bugs, control 

logic errors
2

Software validation, 

redundancy
3 54

Hardware 

Failure

System stops working, 

overheating
9 Component failure 2

Quality control, 

redundancy
3 54

Failure modes, effects, and criticality analysis (FMECA)

Electric Car Battery
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Safety analysis is a highly iterative workflow involving detection, 

mitigation, and verification
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Traditional safety analysis is decoupled from design, complex, 

complicated and error-prone

Architecture Models Design Logic Requirements

Custom Scripting
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Traditional safety analysis is inherently difficult to validate for 

completeness and consistency

Architecture Models Design Logic Requirements

Existing function 

modified
New logic 

introduced

New function 

introduced

New REQ 

introduced

Existing REQ 

modified
Existing logic 

modified

How to validate for completeness and consistency?
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Importance of safety in product development

System: Model-based safety analysis workflow

Component: Fault injection modeling

Case Study: Aircraft fuel system

Conclusion

Today’s Agenda
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Model-Based Safety Analysis is fully integrated and traceable with 

respect to changes
Hazard Assessment
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Model-Based Safety Analysis is fully integrated and traceable with 

respect to changes
Hazard Assessment

Existing function 

modified
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Model-Based Safety Analysis is fully integrated and traceable with 

respect to changes
Hazard Assessment

Failure Mode Effect 

Assessment (FMEA)
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Model-Based Safety Analysis is fully integrated and traceable with 

respect to changes
Hazard Assessment

Fault Modeling

Failure Mode Effect 

Assessment (FMEA)
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Model-Based Safety Analysis is fully integrated and traceable with 

respect to changes
Hazard Assessment

Fault Modeling

Failure Mode Effect 

Assessment (FMEA)
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Model-Based Safety Analysis is fully integrated and traceable with 

respect to changes
Hazard Assessment

Fault Modeling

Failure Mode Effect 

Assessment (FMEA)

Design Logic
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FMEA is validated by simulating the system architecture with fault-

injections using implementation models
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Importance of safety in product development

System: Model-based safety analysis workflow

Component: Fault injection modeling

Case Study: Aircraft fuel system

Conclusion

Today’s Agenda
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Fault modeling today modifies the design, makes it difficult to analyze 

effects and is not connected to hazards

Fault Selector

Faulty Values
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New enhanced fault modeling is separated from the design, makes it 

easy to analyze effects and is connected to hazards

Design Model Fault Model
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New enhanced fault modeling is separated from the design, makes it 

easy to analyze effects and is connected to hazards
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All faults in model On/Off Time/Condition

New enhanced fault modeling is separated from the design, makes it 

easy to analyze effects and is connected to hazards
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Modelling Faults without

Modifying the Design
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Modelling Conditional

Fault Injections
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Analyzing Fault Effects using

Batch Simulations



4141
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Importance of safety in product development

System: Model-based safety analysis workflow

Component: Fault injection modeling

Case Study: Aircraft fuel system

Conclusion

Today’s Agenda



4343

Model-Based Safety Analysis Example:

Aircraft Fuel System
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Safety analysis is a highly iterative workflow involving detection, 

mitigation, and verification
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Define Interfaces

Develop your system and software architecture, 

incl. interfaces and custom properties

Define Custom Properties
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Identify potential hazards that could arise during the 

system's operation and assess the risks of each one

User DefinedHazard Assessment
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Link hazards to system architecture for ensuring 

consistency and completeness of analysis

User DefinedHazard Assessment
Synchronized 

with Model
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Referenced from 

other Tables

Synchronized with Model, 

Derived from Hazard 
Assessment

Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation User Defined, 

Linked, Derived

User DefinedHazard Assessment
Synchronized 

with Model

Fault Models

System Architecture

Detailed Design
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Fault Models

System Architecture

Detailed Design

Manage changes using suspect links and reviews

Existing function 

modified
Existing logic 

modified

Existing faults 

modified
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Fault Models

System Architecture

Detailed Design

Manage changes using suspect links and reviews

Existing function 

modified
Existing logic 

modified

Existing faults 

modified

Reviewed

Reviewed

Reviewed



5151

Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

You can build dependency graphs to ease navigation 

between created artifacts
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

WHERE
Where the 

faults is applied 
in the model

HOW
What’s the 

behavior 
when injected

WHEN Time/condition 

when to be 
injected

Model complex faults and easily define WHERE, 

HOW and WHEN to apply them in simulations
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Analyze your safety analysis tables using MATLAB 

scripts for completeness analysis
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Inject faults in system simulations to explore effects 

and confirm detection mechanisms have triggered
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Develop

Architecture

Perform Hazard

Analysis

Link Analysis to 

Design Artifacts

Characterize

Faults

Static Checks

Inject Faults & 

Explore Effects

Validate through 

Simulation

Fault detected

Fault Not Detected

Run For All Faults

Perform simulations to validate your FMECA and 

correct design logic in case of fault not detected
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Today’s Agenda

Importance of safety in product development

System: Model-based safety analysis workflow

Component: Fault injection modeling

Case Study: Aircraft fuel system

Conclusion
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Key Takeaways

▪ Traditional Safety Analysis is

– Decoupled from design work

– Complex and complicated

– Error-prone

System & SW Development

Safety Analysis
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Key Takeaways

▪ Model-Based Safety Analysis is

– Fully integrated with design

– Fully traceable w.r.t. changes

– Consistent

– Validated by simulation

System & SW Development

Safety Analysis
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Key Takeaways

▪ Enhanced Fault Modeling

– Separated from design

– Supports complex faults

– Analyze fault effects

– Connected to hazards

System & SW Development

Safety Analysis
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© 2024 The MathWorks, Inc. MATLAB and Simulink are registered trademarks of The MathWorks, Inc. 

See mathworks.com/trademarks for a list of additional trademarks. Other product or brand names may be 

trademarks or registered trademarks of their respective holders.

Thank you!
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Continue your experience: 

Register for MATLAB EXPO 2024
November 13–14, 2024 | Online

© 2024 The MathWorks, Inc.

Hands-On 

Workshops

Technology 

Showcase

What’s 

New

Further your connections, deepen your knowledge, 

and enhance your skills.

Register at 

matlabexpo.com/online
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