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Growing Complexity of Embedded Systems
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Siemens, “Ford Motor Company Case Study,” Siemens PLM Software, 2014
McKendrick, J. “Cars become ‘datacenters on wheels’, carmakers become software companies,” ZDJNet, 2013



http://www.plm.automation.siemens.com/en_us/about_us/success/case_study.cfm?Component=63184&ComponentTemplate=1481
http://www.zdnet.com/article/cars-become-datacenters-on-wheels-car-makers-become-software-companies/
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Key Topics

How to:

Handle project complexity
Enable early detection of defects
Automate verification activities

Ensure conformance to safety standards

MATLAB EXPO 2018

System Verified & Validated
Reguirements

_ Integration
High Level Testing
Design
Detailed Unit
Design Testing

Coding

“Reduce costs and project risk through early
verification, shorten time to market on a certified
system, and deliver high-quality production code
that was first-time right” Michael Schwarz, ITK

Engineering



Development Process

Requirements I»
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Specification

Hand code
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Development Process with Model Based Design
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Why do /1% of Embedded Projects Fail?

Poor Requirements Management

Sources: Christopher Lindquist, Fixing the Requirements Mess, CIO Magazine, Nov 2005
MATLAB EXPO 2018
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Gap Between Requirements and Design
-

Simulink Models

Model used for ey
eulirETEE Executable SeiEHen GoeE | [ Ry I
Specification : C/Cta: PR
generation :

Generated code
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Challenges with Requirements

Where are Is design and
requirements requirements
Implemented? consistent?

\

Simulink Models

How are
they tested?

Model used for = BRI

Requirements Executable e e o Sy I
Specification _ C/CHHy
generation 8

Generated code
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Track Implementation and Verification

Requirements - crs_controller F X
View: |Requirements ¥ | | %zl i = 3 Jg ﬂ @ Search
D Summary
bl |h| Crs_req_func_spec* = —
> @ 1 #1 Driver Switch Reguest Handling
v 5] 2 #19 Cruise Control Mode
¥ |E 241 #20 Disable Cruise Control system
=l 2.2 724 Operation mode determination

MATLAB EXPO 2018
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Working with Requirements

#31: Increment mode )

View /MPLEMENTS

Summary: |Cancel Switch Detection opMode.IncrementE‘ B

Description  Rationale

[ [ z U B =

If the Cancel switch is pressed, the value of
reqDrv should be set to regMode.Cancel. Tra C k

.t »

Dashboard image

MATLAB EXPO 2018

Manage
Issue: Destination Changed.
Stored: Revision: 15
Actual: Revision: 18

Clear Issue
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Import Requirements from External Sources

@M Rational DOORS/

R2018a}”

Import

Microsoft Word

=3 - - FUNCTIONAL-REQUIREMENTSY]

"3.1 - ENABLING-CRUISE-CONTROLY|
Cruise-control-is-enabled-when-the-following-conditions-are-met:1|

+ - Vehicle-speed-is-within-the-target-speed-range-(40km/h-—100km/h).1

* - Key-position-is-ON.q

* - Gear-position-is-Drive.

. - Cruise-button‘is-pushed-while-the-cruise‘contro\‘mode-is-disabled.ﬂ:[
Dashboard-image"

.
3.2 - DISABLING-CRUISE-CONTROLY|
Cruise-controlis-disabled-when-one-or-more-of the-following-are-met:q

* - Key-position-is:set-to-any-other-position-than-ON.9

* - Whenthe-wvehicleis-started.-Cruise-button-is-pushed-while-the-cruise-control-

enabled-or-activated.
* - Gear-position-is-not-Drived

Dashboard-image

Simulink Requirements Editor

&\ MathWorks

vi71.2.1

Req[F
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(&4 Requirements Editor
File Edit Display Help
Oa &

View: Requirements -

Index D
M crs_req
via1 crs_req
211 1 Overview
v21.2 2 System overview

2.1 System inputs
21.2.1.1 2.1.1 Cruise control buttons
21.2.1.2 2.1.2 Other inputs

11.2.2 2.2 Cruise control mode indi...
21.2.3 2.3 Cruise control modes
v21.3 3 Functional Requirements
@131 3.1 Enabling cruise control
21.3.2 3.2 Disabling cruise control
2133 3.3 Activating cruise control
11.34 3.4 Deactivating cruise control
2135 3.5 Target Speed Increment
21.3.6 3.6 Target speed decrement
11.3.7 3.7 Successive Target Speed..
21.3.8 3.8 Successive Target Speed..
21.3.9 3.9 Adjusting Target Speed ...
21.3.10  3.10 Resuming cruise control
21.3.11  3.11 Throttle value calculation
21.3.12  3.12 Cruise Control SET Indi...
21.4 4 Interface specification

Search

Summary

References to crs_req.docx

Overview This document describes a re¢
System overview

System inputs

Cruise control buttons Five buttons are
Other inputs Current vehicle speed Thi
Cruise control mode indicator Two indi
Cruise control modes There are three 1
Functional Requirements

Enabling cruise control Cruise control i

Disabling cruise control Cruise control |.

Activating cruise control Cruise control
Deactivating cruise control Cruise cont
Target Speed Increment While the cru
Target speed decrement While the cru
Successive Target Speed Increment W
Successive Target Speed Decrement W
Adjusting Target Speed with Accelerats
Resuming cruise control Cruise control
Throttle value calculation The cruise cc
Cruise Control SET Indicator Light Crui
Interface specification

~Properties
Index: 1.3.1
Custom ID: 3.1 Enabling cruise control

Summary: Enabling cruise control Cruise control is enabled when the following conditi...

Description Rationale

3.1 Enabling cruise control

Cruise control is enabled when the following conditions are met:

. Vehicle speed is within the target speed range (40km/h — 100km/h).
. Key position is ON.

. Gear position is Drive.

. Cruisl button is pushed while the cruise control mode is disabled.

Dashboard image

Keywords:
» Revision information:

» Links

4

Show in document

Show in document
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Link Requirements, Designs and Tests

oo

REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

........

MATLAB EXPO 2018
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Derives
ENABLE SWITCH DETECTION
If the Enable switchis <&
pressed ......
Implemen .
B plemented Verified
<\ Test Manager i
reqMode Cruise & = T
: T T e "
T T
Test Brow Eail
~= BaIIDetectim:lTag: Amg
T e el Pass [ococecoos -
» [=] MNoise reduc} °
~ [ Green pixel de_
» |=| Green pixcd
t;L.l"ltq:tstt':::l i [
Test Case 0 1
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Requirements Perspective

Py, crs_controller - Simulink

File Edit View Display Diagram Simulation Analysis Code Tools Help
iﬁvi:va <:|1:> ﬁgavv@@wup = mv.lo_o | Normal - @vﬁv
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® |[*alors_controlier ¥
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Track Implementation and Verification

Requirements - crs_controller F X

View: |Reguirements ¥ | | % 1 d H = o ﬁl S

Search

b |h| crs_req_func_spec* — _

I'E'I 1 #1 Driver Switch Reguest Handling
wilE 2 #19 Cruise Control Mode
= 241 #20 Disable Cruise Control system
= 2.2 #29 Operation mode determination
£
Rea dI ‘ " diaﬁnnstics

Implementation Status Verification Status

- Implemented - Passed
B ailed

No Result
Missing

Justified

Missing

MATLAB EXPO 2018
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Respond to Change

Implements ™
=

Original Requirement

A :
If the switch is pressed and the counter reaches 50 —» bo‘éntert(lélgt8) .
then it shall be recognized as a long press of the  tch. QUL
counter

Updated Requirement

If the switch is pressed and the counter reaches 75 =] '-.:—l Implemented hy

then it shall be recognized as a long press of the switch.

L} counter

Issue: Destination Changed. |

MATLAB EXPO 2018
15



Design Review for Complex Designs

Requirements

MATLAB EXPO 2018

Review and
static analysis

\4

Simulink Models

Executable
Specification

Model used for
production code
generation

v
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Generated code

&\ MathWorks

16



Verify Design to Guidelines and Standards

Designed to
best practices?

Requirements

MATLAB EXPO 2018

Component
Size and
Complexity?

Simulink Models

Executable
Specification

Model used for
production code

generation

Optimized
for Code
Generation?

~oAa Mlm’xnzn-
n timesta ‘
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Generated code
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Verify Design to Guidelines and Standards
Typically:
 Too Late

* Impossible to review consistently

 Heavy manual work

Simulink Models

Model used for T,

Requirements Executable production code Waisi e
Specification : C/C+§§g§§:§,<§_z%,
generation 5

Generated code

MATLAB EXPO 2018
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Automate verification with static analysis

@ Model Advisor - sidemo_fuelsys
File Edit Run Settings Highlighting Help

%P @S ® And s

> [®] g Model Referencing
» [ G Modeling Physical Systems
> [W) G§ Modeling Signals and Parameters using Buses
» [J i Modeling Single-Precision Systems
» [[] & Modeling Standards for DO-178C/D0-331
» [m] g Modeling Standards for EN 50128
v [W] g Modeling Standards for IEC 61508
[]2) ~Display configuration management data
G Display model metrics and complexity report
[] @ Check for unconnected objects
v [m] G High-Integrity Systems
~ (W] E& Simulink
@ Check usage of lookup table blocks
[] & Check for inconsistent vector indexing methods
[] &y Check for blocks not recommended for C/C++ production code deployment
@ Check for variant blocks with 'Generate preprocessor conditionals’ active
[ €@ Check for root Inports with missing properties
2] ~Check usage of Math Operations blocks
[[]12) ~Check usage of Signal Routing blocks
1] ~Check usage of Logic and Bit Operations blocks
12 ~Check usage of Ports and Subsystems blocks
[[]2] ~Check for root Inports with missing range definitions
1) ~Check for root Outports with missing range definitions
(8] C§ Stateflow
[ Cal MATLAB
[~] E& configuration
] & Naming
[ E& Requirements
[ C& Code

Model Advisor Analysis

Check for blocks not
Analysis
Identify blocks not supported by code generation or not recommended for C/C++ production code
deployment.

Run This Check

for C/C++ production code

Result: A\ Warning

Identify blocks not supported by code generation or not recommended for C/C++ ~

production code deployment.

The following blocks are not supported or not recommended for C/C++ production code
deployment:

Block Code Recommendation for C/C++
generation production code deployment
support

_/Intake Manifold/p0  Integrator YesL. No
=0.589 bar

sldemo_fuclsys/Throttle Repeating  Yes® No
LCommand table

Recommended Action

Although Embedded Coder supports these blocks, they are not recommended for C/C++
production code deployment. Review the support notes for these blocks and follow the
given advice,

* Help Apply

Check for:

Simulink Models

Requirements '»

Executable
Specification

I-u»

generation

Model used for
production code

MATLAB EXPO 2018

Readability and Semantics
Performance and Efficiency

Clones

" Timesty
Hrn Springgf'-"‘;’«s’%hz er sy

2 402d %naan
Shbst aQ"
I ghbst‘;—(&t{‘_ B 17? )

substr(sy, g %

Generated code
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Generate reports for reviews and documentation

@ Model Advisor - sidemo_fuelsys

File Edit Run Settings Highlighting Help @ Web Browser - Model Advisor Report for ‘sidemo_fuelsys’

= =] X
TP S ® A B M Ao Rt for s ey~ % [ soag -
S ® S A Location: files//C/D i X t 385 html v
Check for blocks not for C/C++ production code a
> E“ﬁ Model Referencing o Arclysis Filter checks Model Advisor Report - sidemo_fuelsys.six
> [W] (@ Modeling Physical Systems . 5
> [m] &g Modeling Signals and Parameters using Buses Identify blocks not supported by code generation or not recommended for C/C++ production code v @ Passed Slmulln.k verslon 9.1 _ Model verslon..1.7.49
> [] & Modeling Single-Precision Systems deployment. @ ©Faiod System: sldemo_fuelsys Current run: 11-Mar-2018 13:31:16
» [J &2 Modeling Standards for DO-178C/D0O-331 Treat as Referenced Model: off
> [® (@ Modeling Standards for EN 50128 Run This Check ¥ A Waming
v [W] (g Modeling Standards for IEC 61508 § ¥ [INotRun Run Summary
[J 2] ~Display configuration management data Result: A\ Waming

e Display model metrics and complexity report

Identify blocks not supported by code generation or not recommended for C/C++ & PaosZos Fa°"0 w;';:’;g Not fg‘;" ;:’:‘"'
7] @ Check for unconnected objects production code deployment. [Kaywords d
v [m] G High-Integrity Systems
~ (W] E& Simulink Warning Navigation =
@ Check usage of lookup table blocks The following blocks are not supported or not recommended for C/C++ production code = By Task
i\ Check for inconsistent vector indexing methoeds deployment: By Task A
4\ Check for blocks not recommended for C/C++ production code deployment 1 Code Generation ;00 &
Check for variant blocks with 'Generate preprocessor conditionals’ active H T 5 1 Efficiency = 1 Code Generation Efficiency 3 @0 &3 L3
@ Check for root Inports with missing properties i Block Recommendation for C/C| |} Y

[]5) ~Check usage of Math Operations blocks
[[]12) ~Check usage of Signal Routing blocks

production code deploymd ||| N Data Transfer Efficiency

Frequency. esponse A\ Check optimization settings

[ 21 ACheck usage of Logic and Bit Operations blocks .../Intake Manifold/p0  Integrator YesL. 2 No Estimation

12 ~Check usage of Ports and Subsystems blocks: =10.589 bar 4 Managing Data Store Check for optimizations that can lead to non-optimal code generation and simulation.

(L] ~Check for root Inperts with missing range definitions sldemo_fuelsys/Throttle Repeating  Yes? No Memory Blocks Warning *
.- E ;a:gheck for root Outports with missing range definitions Command table 5 Managing Library Links

eflow
And Variants
> d@mans 2 [Parameter ____________|CurrentValue |Recommended Values
. g g ﬁ::;ﬁ“’“m Recommended Action o Use bitsets for storing state configuration (StateBitsets) off on
> A Requlr‘:m ents Although Embedded Coder supports these blocks, they are not recommended for C/C++ Use bitsets for storing Boolean data (DataBitsets. off on
> €@ code production code deployment. Review the support notes for these blocks and follow the
= 1= given advice.

Model Advisor Analysis N L

Model Advisor Reports  fremsenpsnas

Simulink Models

Model used for .
production code C"/ré“"md-?‘%'z%‘% .

Skbstr(s
+ bstr $tt'. &

H ubstr($t &2
generation g

: Executable
Requirements

Specification

Generated code

MATLAB EXPO 2018
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Built in checks for industry standards and guidelines

DO-178/D0O-331

MISRA C:2012

* 1SO 26262 .
 |IEC 61508 .
 IEC 62304 .
« EN 50128
Simulink Models
Executable Model used for

Requirements

Specification

MATLAB EXPO 2018

production code

generation

CERT C, CWE, ISO/IEC TS 17961
MAAB (MathWorks Automotive Advisory Board)

JMAAB (Japan MATLAB Automotive Advisory Board)

Generated code
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Custom checks for Your Best Practices and Guidlines

v [m] CA My Custom Checks
v [ E& My Company’s Modeling Standards

v & Check state machine type of Stateflow charts

v Q Check safety-related solver settings for simulation time

V| -] ~Check usage of Stateflow constructs

> M I3 My Company's Metrics

> M I3 My Company’s Guideline Checks

[C Modeling Standards for IEC 61508

Simulink Models

s "&ozg.ms‘lﬁv‘\??‘_’t
i TeStamp_myg 1
ARGy

%02, e
C/CHargesy,

substr(sy), o, 7;\

Model used for
Requirements Executable il » roduction code
. Specification P :
generation

Generated code

MATLAB EXPO 2018
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Checks for standards and guidelines are often performed late

Requirements

MATLAB EXPO 2018

Rework

Static
Analysis

|

L)

Simulink Models

Executable
Specification

Model used for
production code | |

generation

v

BT AT

n me tamp_mys 12 s Syqf
PrIRTRMAT I gn ) ¢

C/C+aina vy

Str(st_ a', )

substr(sy, g A\

Generated code
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Shift Verification Earlier With Edit-Time Checking

Requirements

MATLAB EXPO 2018

« Highlight violations as you edit

 Fix issues earlier

|

Edit-Timﬂ e Avoid rework

Checking

\ & |

Simulink Models

Executable
Specification

Model used for
production code

generation

C/C+i‘é%

TR0 2 8 B
P ode
Aoy A
%

Generated code

&\ MathWorks
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Find Compliance Issues as you Edit with Edit-Time Checking

MM TET VYW w T

&' (30 | |Normai

- w.wv

Brake L—

hrottie

r

MATLAB EXPO 2018

- shifT}ogic

impeller torque
| Ne ~Ie . Ti
=3 EiIfg? —
[ ) P gear
Tout
| e [T e e
transmission
gear transmission speed
vehicle
speed

4
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Assess Quality with Metrics Dashboard

METRICS DASHBOARD (2}
HevMmReference... 2 1K 16 Models 0 MATLAB LOC 0 ik
Created by: The MathWorks, Inc Revision: 1.395 Bl-ocks
Collected on: 7/28/2017, 10:52:33 AM 1 Warnings 16 Files 18 stateflow LOC System Interface
m E |
MODELING GUIDELINE COMPLIANCE ARCHITECTURE

47.2% ‘ 70.5% 1

High Integrity MAAB
3168
1165
High Integrity MAAB

Model Advisor Check Issues

Code Analyzer Diagnostic
Warnings Warnings

MATLAB EXPO 2018

Library Reuse

Model Complexity

Blocks

Stateflow LOC

MATLAB LOC

L

&\ MathWorks

Consolidated view of
metrics

 Size

« Compliance

« Complexity

|Identify where problem
areas may be

26
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Grid Visualization for Metrics

= Visualize Standards
Model Advisor standards check compliance for MAAB _ ) ChECk Compllance

Metric that counts the percentage of checks that passed for the MAAB Model Advisor standards check grouping.

( Open results in Model Advisor | .
Checks — Find Issues

SESSSSSSSSESSSEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES — Identn‘y patterns
SESEEESSESEESEEEEEESEEENEESENEEESEEEEEESEEENEEENESEENNEEENEEEN
llllllllllllllllllllIlIlIlIlIIIIIIllIlIIIIIIIIIIIIIIIIIIIIIII
SESESESSENERENEneNsT;. ... . — See hot spots
SSEEEESEEEEEEsEEE

Components
SN EEEEEEEEEE
SSSEESENEEEEEEEEEEEEEEEEEE
SSSEESEEEEEEEEEEEEEEEEEEE

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

Legend:

B Red: Fail

|| Orange: Warning
~ Green: Pass
. Gray: Notrun

I SNENEESEENEENNENES
MATLAB EXPO 2018
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Systematic Functional Testing

IS It
completely
tested?

Is it functioning
correctly?

Does the
design meet
requirements?

——_-___--_---~~
-

4“=:~ ~~“~
- ~ \\
g RN N
' 2 \ Simulink Models
Executable Model used for e
Requirements P production code C/C o, I

Specification . e R

generation B

Generated code

MATLAB EXPO 2018
28



4\ MathWorks

Systematic Functional Testing

/Test Case r R

’i Test Harness: basic_inport_outport - Simulink ™ —-—— E‘E‘g

Inputs File Edit View Display Diagram Simulation Analysis Code Tools Help

k-8 Eeg-E-eog@®b = Ky = Normal W] @~ @

“
Y
L\' basic_inport_outport
. @ |[*al basic_inport_outport ¥ -

Bawee

? .............. h—;
MAT file (input) — MAT file (baseline)
Group 1 ol i %T’H—’gclm) v function customCriteria
o Signal 1 % & E | v Perform custom criteria
L] R L L 1 test.verifyThat(test.sl

Signal Builder ! MATLAB Unit Test

Test Harness

1

Inpat
3

Test Assessment

Excel file

~ o : Main Model \ /

N\ Y,
MATLAB EXPO 2018 N 4
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Manage Testing and Test Results

4\ Test Manager

':D:' ™ g 4 cut @ D a
By Copy

Delte  Run  Siop

[Fraste =

FILE ‘ EDIT ‘ RUN

QTR g Results and Artifacts

New Opsn Save

=) @ L por
Report Visualize Highlight i Export Help
v inhodel — -
RESULTS |RE50URCE5

[l StartPage x| [5] Slow Accel  x

4
| 4 [5] ComponentTesting
» [7] General Performance Test
4 [ Functional and Regression tests
a [ Signal Builder Baseline examples
[ Stow Accel
[5) FastAccel

[5) Decel

» [T] ExcelDrivenExamples

Slow Accel

ComponentTesting > Functional and Regression tests > Signal Builder Baseline examples > Slow A

Baseline Test

» DESCRIPTION

» REQUIREMENTS

» SYSTEM UNDER TEST

PARAMETER OVERRIDES

» CALLBACKS

&\ MathWorks

» [ Software-in-the-loop Testing [, startPage x  [5] SlowAccel x| [ Comparison
|| 4 & systemTesting » INPUTS | )
—
L » [ ExampleBaselineTesting » QUTPUTS = HRINE CRIEE 1T
fourth
» CONFIGURATION SETTINGS OVERRIDES
4 Results : 2015-Jan-12 17:35:31
I ~ BASELINE CRITERIA
L 4 [T Signal Builder Baseline examples
third
» | SlowAcelbaselineCheckpaintl.mat 0 » 2 Slow Accl L
l 4 [5| Fast Accel a
. A s=cond
| Baseline Criteria Result L] l
i | (@) gear o i
! ALUE () thrattle —— -] It
Name Slow Accel z
B (") wehicle speed -_— 0
Type Baseline Test
Location CaUsersimoneilDeskto. 4 Sim Output (sf_car : normal) Nene
Enabled I v [Z Decel L] ] z 4 [ ] 10 12 14 16 18 20 22 24 28 28 20
Hierarchy ComponentTesting = Fu... X
Model i === Tglerance = Difference
Simulation Mode [Model Settings] 1.0
Harness Name SigBdriven I
0.8 1 1
=
Name 013 I I
Status
0.4 1 1
Absolute Tolerance 0
Relative Tolerance 0.00 %
Block Path SigBdriven/shift_logic Bz | |
al
MATLAB EXPO 2018 meeee— e
== —

4\ Test Manager
VISUALIZE FORMAT
@ Q | L B
Clearpiot | G, EB[TF) Datacursors Highight  Send to Figure
= = n Model
EDIT |ZOD|‘& PAN| MEASURE & TRACE | SHARE

30



Assess Test Completness

Requirements - crs_controller

View: |Reguirements ¥ M (I n &

AL =T | S

v |h| crs_req_func_spec* —

HER! #1
v [ 2 #19
El 21 #20
=] 2.2 #24
<
Readx

4 Results - 2015-Jan-12 17:35:31
4 [T Signal Builder Baseline examples
v [=] Slow Accel
4 [£] Fast Accel
4 Baseline Criteria Result

(@ gear
() throttle —
() wehicle speed —

» Sim Output (sf_car : normal)
v =] Decel

MATLAB EXPO 2018

4\ MathWorks

Measure Structural Coverage

Condition
Decision
MCDC

31
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Assess Test Completness — Coverage Analysis

Simulink . .
 ldentify testing gaps
B ]
— U + S . . .
— N * Missing requirements
Y Stateflow i
2 F— | * Unintended Functionality
DOWN DOWN @ Web | -
T— o G€NeErated Code | goan
_________________________________________ L 1 NSRS " Location: :/slcov_output/shvnvdemo_counter/slvnvdemo_counter_slvny
"l Covereo e
—21 L Tram';tion "UP" from "third "<Boocs/ upper’
' UP was never true. Deciiions anabied:
: i : : [speed < up_th] false 5-1 .:1
true 0/51

MATLAB EXPO 2018

Conditions analyzed:

Description: True | False
slvnvdems_counter U.upper >= rtb_input 51 0
rtbh_inputSGElower 51 0

MC/DC analysis (combinations in parentheses did not occur)

32



Continuous Automated Feedback

@ Web Browser - Model Advisor Report for ‘sidemo_fuelsys'
Model Advisor Report for ‘sidemo_fuelsys' +
® o |5 M| Location: fle//C/Demos/slpri/modeladvisor/sldemo_fuelsys/report 385 htm

Filter checks
@ @Passsd Simulink version: 9.1
Otk System: sidemo_fuelsys
. Treat as Referenced Model: off
@ A Waming
@ [INotRun Run Summary
— Summary
Navigation Model Hierarchy/Complexity Test1
Decision
Eff ncy
2 Data Transfer
1. sldemo_fuelsys 80 34%
2....Engine Gas Dynamics 13 71%
3.......Mixing & Combustion 3 67%
4 EGO Sensor 2 100%
5 SystemLag Na
View
6. Throttle & Manifold 10 73%
7 Intake Manifold 2 100%
M
8.coo.......MATLAB ——
Function
B Throttle 6 83%

Boean ~

Model Advisor Report - sidemo_fuelsys.slx

Model version: 1.749
Current run: 11-Mar-2018 13:31:16

& ENL4
" Saturation on
sTATUS lelational h
oaadary integer
4 Results - 2015-Jan-12 17:35:31 20 10 ? overflow
4[] Signal Builder Baseline examples 2@ 1@  |0% = 50%  m—
» =] Slow Accel o 0%  mm— 50%  m—
500
4 5] Fast Accel P |+ 50% wm—
- } A NA
Baseline Criteria Result Qo
- A NA
s @ 0%  m— 50%  m—
() throttle — O A 5%
=) vehicle speed —_— 0
A NA

» U Sim Qutput (sf_car - normal)

» 5] Decel

Requirements

MATLAB EXPO 2018

Continuous Integration

Static

Static
. Checks ) | Checks

\

Static

W,

Static
. Checks

k Checks

Executable
Specification

Model used for
production code
generation

v

s ‘a\mzd_;n';?‘\mw

L""rtimgstamp—m + Suef
N AR g

JCHainaisy

Str(st_ 4 A’

substriit, o), B

Generated code
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33



4\ MathWorks

Is interface between
generated and other
code fully tested?

Is Integrated
code free of
run-time
errors?

|s the code
compliant
to MISRA?

I I
: : Other code

Simulink Models : e I
o SR AR YA 2 ger gy I
Model used for N | . g“’g‘“m I

Requirements Executable production code | I\~ s |
Specification : . C/C+§%‘t’é‘t§§f‘é(’§-%‘ |
generation I L ¥
1 Generated code |

The Generated Code is integrated

MATLAB EXPO 2018 with Other Code (Handwritten)
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Static Code Analysis with Polyspace

static void pointer arithmetic (void) {
G I' bl int array[1l00];
. reen: reliapie int *p = arravy:
= Code metrics and standards ssepoiteraccsss » | i .
— Comment density, cyclomatic complexity,... Red: faulty N 4= 0 4100 o o
— MISRA and Cybersecurity standards out of bounds error B varable  (nt32): 0. 99
b assignment of ‘I’ (int32): [1 .. 100]
— Support for DO-178, ISO 26262, .... Gray: dead 5 o e
unreachable code \\g (get o0il pressure() > 0) |
o = 5
} else {
. i Orange: unproven \i++;
= Bug finding and code proving meybe unsafefor some |y
conditions !
— Check data and control flow of software
. L. i = get bus status():
— Detect bugs and security vulnerabilities Purple: violation |
. MISRA-C/C++ or JSF++ - .
— Prove absence of runtime errors code rulas —- e o - a0
Range data :
tool tip

Results from Polyspace Code Prover

MATLAB EXPO 2018
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Equivalence Testing

|s the code Is all the
functionally code tested?
equivalent to
model?

V4 oo T T ~

’ ’ ~ N\

vV Y ™ )

¥ \ ‘

Simulink Models
Model used for e
Requirements SEEliElE production code WAESH e v

Specification . C/C""s%‘éi:?%‘ii-":;-%‘
generation £

Generated code

MATLAB EXPO 2018
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Equivalence Testing

= Software in the Loop (SIL) = Re-use tests developed for model to test code
— Show functional equivalence, model to code
— Execute on desktop / laptop computer = Collect code coverage

= Processor in the Loop (PIL)
— Numerical equivalence, model to target code

— Execute on target board emmmm - ————_
’f N\
/ N
\4 ! \ [ ]
¥ ! —
Simulink Models SIL Desktop
Model used for e oo
Requirements Executable roduction code e St 16 Computer
q Specification P . C/CHapa iy
generation :

Generated code PJ|L

MATLAB EXPO 2018
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Qualify tools with IEC Certification Kit and DO Qualification Kit

= Qualify code generation and verification products

= Includes documentation, test cases and procedures

KOSTAL Asia R&D Center Receives ISO 26262 BAE Systems Delivers DO-178B Level A Flight

ASIL D Certification for Automotive Software Software on Schedule with Model-Based Design
Developed with Model-Based Design

Kostal's electronic steering column lock module. Primary flight control computers from BAE Systems.

MATLAB EXPO 2018
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Summary

= Handle project complexity
- Enable early detection of defects
= Automate verification activities

= Ensure conformance to safety standards

Component Rev_lew and | Equivalence
and system static analysis testing
L L -
teSting /” =~ /’_-\\ T . bl T
/ ™ \' 4 \ »”" =< Equivalence S so
4 \ 1 e P ~ ) ~
4 . /s S\ checking N
14 Simulink Models V¥ \ !
Executable Model used for e
Requirements e production code C/C_if;‘gbw**\ I
Specification : R L R
generation

Generated code

MATLAB EXPO 2018
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Thank You!
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