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Mobility Technology & Industry Big Bang : only 13years
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Source: US National Archives. Source: George Grantham Bain Collection.

New York Fifth Avenue, 1900 New York Fifth Avenue, 1913
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March 2021, Lv.3 Legend “Honda SENSING Elite - Traffic Jam Pilot”

= Radars (long-distance)

' .= Front sensor camera

b

Radars (mid-distance)

!
LiDARs
* source : Honda 3



혼다 센싱 엘리트(Honda SENSING Elite) 쉽게 알아보기.mp4
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GM'’s Future Vision : Zero Crashes, Zero Emissions, Zero Congestion

* source : CES 2021 | 4
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Toyota e-Palette, Mobillity Service Platform Provider
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Mobillity driven by sensing technologies and Al = "AFEELA Prototype”
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Foxconn, Mobility in Harmony Consortium (2,748 members)
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Changan & Tencent, Joint Venture for Smart Mobility
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中 창안차, 세계 최대 자율주행 시연..기네스 신기록 수립.mp4
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Technology Development + Consumer Demand [ Future Market

Simple Mobile Driving Support Mobile Living Space Mobile Mobile Office
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Safety & Security of Autonomous Driving Technology and Production

SAFETY FIRST FOR
AUTOMATED DRIVING

Satety by Design

©9 0000

- o
i T
.
TN o
Table 1. Examples of Miles and Years Needed to Demonstrate Autonomous Vehicle Reliability
Benchmark Failure Rate
‘” s How many miles (years®) would (A) 1.09 fatalities per (B) 77 reported (C) 190 reported
[Il_lI[Il]lI[Il]ll autonomous vehicles have to be 100 million miles? injuries per 100 crashes per 100
aileie ¢ |driven... million miles? million miles?
(]
gwrjl @\ ...... £ | (1) without failure to demonstrate with 95% 275 million miles 3.9 million miles 1.6 million miles
e —— g confidence that their failure rate is at most... (12.5 years) (2 months) (1 month)
_E (2) to demonstrate with 95% confidence their 8.8 billion miles 125 million miles 51 million miles
:‘E failure rate to within 20% of the true rate of... (400 years) (5.7 years) (2.3 years)
-
g (3) to demonstrate with 95% confidence and 11 billion miles 161 million miles 65 million miles
80% power that their failure rafe is 20% better (500 years) (7.3 years) (3 years) .
than the human driver failure rafe of... |:> TeSt pe rl Od . 12 5years

2 We assess the fime it would take to compete the requisite miles with a fleet of 100 autonomous vehicles (larger than any known existing fleet) driving 24 hours
a day, 365 days a year, at an average speed of 25 miles per hour.
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Accident : Tesla Model3 “Autopilot”, June 2020
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Acudent Crmse “Driverless Taxi
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" October 2023
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자율주행 택시 '크루즈', 결국 샌프란서 운행 정지 _ SBS _ #D리포트.mp4

* source : Google
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Sensing : High performance, Deep learning, Big data, Sensor fusion

Selflearning Cars: Working principal, Global, 2016-2025
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Mapping : Cloud digital map, Dynamic map, Landmark

A new generation of data service
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Localization : Low cost DGPS, Dead reckoning, Digital map matching

Others

* source : F&S
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Connectivity : High reliability, Low-delay communication

Vehicle-to-cloud (V2C)
A vehicle can be connected to Connected
the cloud for over the air (OTA) Car
software upgrades to update
information including the
connected module.

* source : F&S
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. Vehicle-to-vehicle (V2V
Vehicle-to-home (V2H) ( )
Vav technology enables
A connected vehicle can be used by
cars/fleet to communicate with

the owner of the car to control various
home appliances such as lighting and

air conditioners while sitting in the car.
collisions.

(V2l)

Enabling
Technologies

as communication

traffic updates.

Vehicle-to-pedestrians (V2P)
A vehicle can be connected to
smartphones and wearables (worn by
pedestrians) to provide real-time
information to the vehicle and the
pedestrians and avoid collisions.

V2D application enables vehicle
to establish connectivity with
smartphone or other installed
on board units (OBUs) such as
infotainment systems.

Vehicle-to-devices (V2D)

each other resulting in improved
flow of traffic and reduction in

Vehicle-to-infrastructure

The connected vehicle can be
connected to roadside units
such as traffic lights, which act

nodes

providing various safety and

19
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Cyber Security : Hacking prevention, Vehicle security architecture

* source :

Critical Vehicle Data

Engine control unit
Transmission control unit
Body controllers (locks/lights)
Air bag control unit

Steering, suspension, and
stability

Infotainment & Telematics

Vehicle data from OBD II, GPS co-
ordinates, driving patterns,
diagnostics

Internet, smartphone interfacing,
Bluetooth, Wi-Fi, app store

Radio and media streaming
F&S

Cyber Security Attack Points

External Interfaces
+ Keyless entry

» Tire pressure monitoring
system

 V2X communication
« Satellite data

« Sensor and camera data

OnStar’s decision to keep track of unsubscribed vehicles and sell
vehicle-related data created privacy issues. In the automated
scenario, there is a high possibility of a car being compromised.

Heavy dependence remains on an Internet network, and the
exchange of data is to be managed properly. Encryption of data
exchange will bring third-party security solution providers into the

value chain. 20
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Safety Design : Fail-operational(1S026262), SOTIF, Redundancy

The main disruptions
relevant to automated
vehicles

The emphasis is on the ability
of the management strategies

to handle disruptions and
maintain fail-operational
._behavior )

4

Strategies for the elimination,
prevention, mitigation,
prediction, and forecasting of
disruptions are identified

* source : F&S 21



SO DIS 34502 : Test scenarios for automated driving systems
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* source : PEGASUS
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Human Interaction : UI&UX, Driving control right, HMI dialogue manager
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DOT-NHTSA 12 safety elements, ISO/TS 5083 12 safety principles

Voluntary Guidance to Companies

Companies to consider and document their consideration of 12 related aspects
safety elements:

1. Vehicle Cybersecurity 7. Human Machine Interface

2. System Safety 8. Crashworthiness

3. Operational Design 9. Post-Crash ADS Behavior
Domain 10. Data Recording

4. Object and Event 11. Consumer Education and
Detection and Response Training

5. Fallback (Minimal Risk 12. Federal, State, and Local
Condition) Laws

6. Validation Methods

/ DDT\ BACKEND SECURITY
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B - ’ e =N : 2 in S
and Waypoint —'9}_' L motion control ™ motion Al e S
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Planning

Longitudinal vehicle |
motion control VEHICLE SECURITY

ﬂ Basic vehicle motion control

AR

Operational functions

/ Planning and execution for event/object

avoidance and expedited route following FAD DRIVING FUNCTION
Tactical functions . '

TRAJECTORY PLANNING DRIVING STRATEGY

/ Route and destination timing and selection

Strategic functions

* source : DOT-NHTSA, ISO



MBSE linked standard verification & validation process

Database of

Relevant Traffic
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* source : PEGASUS
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Digital engineering for safety & cyber-security of AD functions

Digital Safety Management
Safety Analysis and V&YV Plan, Safety Case & KPI's

Safety Management & Safety Case

— d
Safety Requirements, Test Results,

Analysis Work Products, Evidences
Evidences

Drive Analysis, Safety Requirements,
Activities Drive Test Strategy,
Test Plan

Safety & SOTIF Analyses Scenario-based validation
Inductive and Deductive Safety Analysis Manage and perform validation cases
Methods using simulation and analyze results

Safety by Design Safety by Validation & Verification

* source : ANSYS
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Testing to ensure safety & cyber-security based on test scenario

p Scenario Analysis & 5 Implementation " & Testi ‘t Reflection of Results
: Quality Measures s Process >} Seing \ & Embedding

= |s the concept
sustainable?

= How can complete-
ness of relevant test

= Which tools, methods
and processes are

= What human capacity
does the application

require? necessary? runs be ensured?
= How does the process
= What about technical = What do the criteria of embedding work?
capacity? and measures for these

. p test runs look like?
= |s it sufficiently
accepted? = What can be tested in

labs or in simulation?
What must be tested on
proving grounds, what
must be tested on the
road?

= Which criteria and
measures can be
deducted from it?

Control A

External Perception \ Traffic
Environment Camera \ Pamclpants Path/&pced plan \

\
: ‘ Posmon
< E / " i
— LDAR _ - /

Pgrgr eption Scenario Vehlcle Stablllty Dlsturbance
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o ex. steep cut-in,

Camera
Low signal from a target in the darkness

Lidar
. Low reflection caused by dark color of a target

Radar
ghost from multiple reflection

obstacles after cut-out,

= ;"‘" | LE == ﬂ’; '.

ex. side wind, low friction road
surface, pot hole,

Simulation

Functional
safety

Public road testing

Closed course testing

Scenario-based Statistical safety
testing testing
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Test scenario simulation based on digital twin

e

Design Driving Scenarios

Driving S io Desi A Drivi :
OpenDRIVE riving Scenario Designer App - . rl\sggds:enarlo
OpenStreetMap L T T— +—>| - Lane markings
HERE HD Maps 5 = + Barriers & guardrails
Zenrin Japan Map API - i + Vebhicle trajectories
Custom meshes b > ;\ > OpenDRIVE
> OpenSCENARIO

Driving Scenario API

| ds = drivingScenario();
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