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Why does HL Mando need Cyber Secure Coding Guidelines?

v Strengthen safety requirements and regulations : UN Regulation N0.155
v Cyber Security Management System (CSMS) certificate Is required

v One of the main items of CSMS includes verification of the cybersecurity

management system of parts companies.
v One of the verification items is cyber secure coding.

v Increasing market and customer software requirements
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Cyber security coding project
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v" Need to meet various projects and different requirements

= Polyspace Server / Access
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Static Verification

} SW Unit Verification: Cyber security Coding Rule

Sys. Regq. analysis System Reg. testing

Sys. Architecture design System Integration testing
SW Req. analysis SW Req. testing

SW Architecture design : SW Integration & integration testing

L e Cyber security coding rule
- e MISRA-C compliance analysis
- 0 Code metric analysis

- 0 Runtime error analysis
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Challenges to comply with Cyber Secure Coding

Re-run analysis with the integrated code

Y Cﬁl

Source Code m e

Repository e |
a 1 » x

Pre-justification

Analysis Result

o

Administrator

Developers

./

’?@View & Impro¥®

- Administrator manually performs the analysis and distributes the result to
developers by e-mail

- Each developer manually runs the analysis only for their own code on the
developer’s computer, and each developer adds pre-justification in a code

= Administrator manually performs the analysis and distribute it repeatedly
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Verification using Polyspace as You Code <i]

as You Code
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Re-analysis by
administrator & developers
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Verification using Polyspace as You Code <i]

Analysis by
administrator

Review & Improve
by developers

as You Code
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Cyber Secure Coding analysis on Cl(Continuous Integration)

Bug Finder Server ¢ Access

A/ / POLYSPACE' A/ POLYSPACE’
€5

= Cl :Jenkins
= Analysis : Polyspace Bug Finder Server

« Review In Web: Polyspace Access
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Implement Polyspace Access

&7 &g

Team Lead/
Developers Manager

0 cece

= Administrator / _ _ _
Developers Build Engineer Collaborative Review in Web

e l\\r

Server #1 @ Server #2

Running analysis NG Managing analysis
automatically ‘?‘g results & review
U

\

Source Code

Bug Finder
Repository Pull source code

Upload analysis results Analysis Results

(SVN)

\/ POLYSPACE' \/ POLYSPACE'

Cﬁ Bug Finder Server Access
g /N /
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Automated Cyber security coding rule analysis(1)

v Polyspace Bug Finder Server

= Set Source Code path

= Analysis option-file opfile [making txt files]

-allow-build-error -allow-overwrite -cutput-cptions-file options from build.txt

..\..\BuildScript\dbs build.bat

= Create ‘options.txt’ file with your options

Verifying sources com pliance ...
COptions us ed with Werifie
-prog=I1DBZ2_CEER

-lang=C

-polyspace-wversion=3.8 (R2022a Update 5)

-wverif-version=1.0

-results-dir=D:#W DB S¥#WrepositonyWIDB2_Polyspace CEERWIDBZ_CEER_Result
—date=14,05,/2024

HIL. Mando
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Automated Cyber security coding rule analysis(2)

v Polyspace analysis automation for each OEM and HL Mando guidelines

Execute Windows batch command 7

0

ommand

Sees the list of available environment variables

L L WBUG TdScriptWPol vspace_MXS_THMED. bat

echo Running Polyspace analysis...
"$bug fir i

=r_command®" -options-file options from build.txt -options-file

A \PolyspaceScripts\HIﬂ{C_Secure_Coding_C_RZ 02 Sa\ﬁ,nalysis_ﬁutumatiun_Options_For_HI-IC_Secure_Coding_Guidelines_RZ02 Ja.txt -results-dir

echo Running Polyspace analysis...

-options-file options_from build.txt -options-file ..\..\PolyspaceScripts\HL Mando_Coding_Rule Secure Coding C R2023a\Analysis RAutomation Options_For HMC Secure Coding Guidelines_R2023a

echo Running Polyspace analysis...

-options-file options_from build.txt -options-file ..\..\PolyspaceScripts\ISO/IEC_TS_l179€l_Secure_Coding_C_R2023a\Analysis_Automation Options_For_ HMC Secure_Coding_Guidelines_R2023a

HIL. Mando
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Review findings in Polyspace Access (1)

Polyspace Analysis Report

Folyspece Bug Finder anslysis is completed

¥ POLYSPACE'

MNumber of CWE violations 2080

Number of CERT-C violations 8015 Sign in to your account

shinae lee

Mumber of Defects 275

‘'ou can open more details in Polyspsce Access URL st below

Pnalysis Access URL :

[Fou can open Jenkins Job detsils at below link.

Build : “hitp-//172.20.112.238:8080/jobIDB1 cyber Security F job/HMC JX1 PEfjob/HMC JX1 PE Polyspace TEST/03/™

o] shinae lea

> = i e BTy g H e
\osty / Manage S Open. o v 0

| v

v

:

v

v

v

,

v

v

,

;

:

:

;

v

: :

e Scope o
.
H). Mando S

12



Review findings in Polyspace Access (2)

Detail Result

HIL. Mando

REVIEW

@ Current| ID 17 - Labels 1.0 - hd ] % @ Code Metries = E: E: =: Show only| C t, fil
0-.. ) - . ly| Comment, filena
Dashboard - J Apply / Manage = Open To Do In Filter out | Comment, filena
v - Progress
APPS RUN CUSTOM FILTERS FAMILY FILTERS FILTERS
Showing: 1854 / 230967 AND  Open @&
z Results List
% Faﬂly ID Type GroEp o Check Inforﬂma‘tion Detail . File B o
% E 2217450  SEI CERT C Integers (INT) INT02-C Understand int... Category: Recomme
E e 2217454  SEICERT C Integers (INT) INT02-C Understand int... Category: Recomm
é (9] = 2217458  SEI CERT C Integers (INT) INT02-C Understand int... Category: Recomm
i @ - 2217462  SEI CERT C Integers (INT) INTO2-C Understand int... Category: Recomm
1) [Tl T Imezame Trenare T 1102 O T [T 25T T A 0 =TS T TRV T T T - S e = S e TP TS T V=S YRS e

Detail Comment

Violation Code

Rule Violation

[variable trace

@ SEI CERT C INT02-C (Recommendation) (7)

Understand integer conversion rules

Conversion from type unsigned int 16 bits to type int 16 bits might overflow.
Additional Info

Expected values: [-32768 .. 32767].

Actual values: [0 .. 32768]

Fix: Ensure that the destination type is larger than or same as the source type.

Risk: Truncation or wrap-around of value to fit destination type might lead to unexpected results.

=
[ 1 if predicate allows the failure with value -3... Ve'
2 Assignment to local variable "VicAbsTemp* Ve
3 Return of function 'LDVLC_u16Abs’ Ve
4 Exiting function 'LDVLC_u16Abs Ve
\ ) AR R i a iU - e
Location

/

jSusTime()
JSusTime()

VehLgtCoorr_Hdc_Detn.c / LDHDC_vChkVehDirWhgSusTin|

Status Enter your comment
here.

Severity

Assigned to

Developer Comment

You can edit the Result Details fields only for the latest ry

Source Code

Test Printc *| Com Lcfg.c * | loc_k_mk_adc
lcs16HdcThetaG F_diff

VSinﬂB)LD\
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Cyber security Coding Rule Violation trend

Coding Rule trend analysis whenever

Rule Violation Cyber Security Coding Rule SW registered

1000

Version 2 . Review and remediation work for next
900 improvement.

800
Version 1
700
600
500
400

300

200

6 7 8 9 1

1 2 3 4 5 0 11 12 13 14

HL mando Cyber security coding rule No
HI. Mando
14



Future Plan

| SW Design Guide

Data Analysis = %«

Raw Data
collection

< Output >

| SWquality weakness

SW Quality Analysis
Results

— Cyber security coding : Rule type , violation type

HIL. Mando
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Conclusion

v Easy to verify cybersecurity coding rules by Polyspace Bug Finder Y/ (g

v Access Dashboard globally and check code %/ &7

v Early verification on Developer’s PC by Polyspace as You Code "¢ <3

v Analyzes the trend of rule violations in cyber secure coding Y/ (7

v and improves SW quality %/

HL. Mando \__

* Run Polyspace Access on

Windows

« Automate project creation

more smoothly

~
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