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▪ Why does HL Mando need Cyber Secure Coding Guidelines?

▪ HL Mando Cyber Security Coding Rules Using Polyspace Bug Finder

▪ Future Plan & Conclusion

Agenda
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✓ Strengthen safety requirements and regulations : UN Regulation No.155

✓ Cyber Security Management System (CSMS) certificate is required 

✓ One of the main items of CSMS includes verification of the cybersecurity 

management system of parts companies.

✓ One of the verification items is cyber secure coding.

✓ Increasing market and customer software requirements

Why does HL Mando need Cyber Secure Coding Guidelines?
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유럽

ASIA

Electric vehicle

AMERICA

Cyber security coding project

✓ Need to meet various projects and different requirements

➔ Polyspace Server / Access 

ISO



44

Static Verification 

SW Unit Verification : Cyber security Coding Rule  

Cyber security coding rule

MISRA-C compliance analysis 

Code metric analysis

Runtime error analysis

System Req. testing

System Integration testing

SW Req. testing

SW Integration & integration testing

SW Unit Verification

Sys. Req. analysis

Sys. Architecture design

SW Req. analysis

SW Architecture design

SW Unit design & implementation
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▪ Administrator manually performs the analysis and distributes the result to 

developers by e-mail

▪ Each developer manually runs the analysis only for their own code on the 

developer’s computer, and each developer adds pre-justification in a code

▪ Administrator manually performs the analysis and distribute it repeatedly

Challenges to comply with Cyber Secure Coding

Administrator
Mail

Analysis Result

Developers

Submit code Source Code 

Repository

R
eview & Improve

Reporting

Pre-justification

Re-run analysis with the integrated code
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Verification using Polyspace as You Code

Mail Submit code

Analysis by 

administrator

Review & Improve

by developers

Re-analysis by 

administrator & developers
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Verification using Polyspace as You Code

Mail Submit code

Analysis by 

administrator

Review & Improve

by developers

Re-analysis by 

administrator & developers

Polyspace를 활용한 현대자동차 보안 코딩 가이드 준수 방안
https://content.mathworks.com/viewer/63365e0b28b33be6d988e7d3

https://content.mathworks.com/viewer/63365e0b28b33be6d988e7d3
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Cyber Secure Coding analysis on CI(Continuous Integration) 

▪ CI : Jenkins 

▪ Analysis : Polyspace Bug Finder Server 

▪ Review in Web: Polyspace Access

Bug Finder Server Access
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Implement Polyspace Access

Collaborative Review in Web

Developers Team Lead/
Manager

Bug Finder

Analysis Results

Server #2
Managing analysis

results & review

Access

Source Code 

Repository

(SVN)

Server #1
Running analysis

automatically

Bug Finder Server

T
rig

g
e

r

Upload analysis results

Developers

Pull source code

S
u

b
m

it

Administrator / 

Build Engineer
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Automated Cyber security coding rule analysis(1)

✓ Polyspace Bug Finder Server

▪ Set Source Code path

▪ Analysis option-file opfile [making txt files]

▪ Create ‘options.txt’ file with your options
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Automated Cyber security coding rule analysis(2)

✓ Polyspace analysis automation for each OEM and HL Mando guidelines
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Review findings in Polyspace Access (1)

12
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Review findings in Polyspace Access (2)

Violation Code Location

Detail Comment
Developer Comment

Detail Result

Rule Violation
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Cyber Security Coding Rule

Version 1

✓ Coding Rule trend analysis whenever 

SW registered

✓ Review and remediation work for next 
improvement.

Cyber security Coding Rule Violation trend

Rule Violation 

HL mando Cyber security coding rule No 

Version 2
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Future Plan

< Output >

Cyber security coding : Rule type , violation type 
SW Quality Analysis 

Results

Data Analysis

SW quality weakness

SW Design Guide

Raw Data 

collection
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✓ Easy to verify cybersecurity coding rules by Polyspace Bug Finder

✓ Access Dashboard globally and check code

✓ Early verification on Developer’s PC by Polyspace as You Code

✓ Analyzes the trend of rule violations in cyber secure coding

✓ and improves SW quality

Conclusion

• Run Polyspace Access on 

Windows

• Automate project creation 

more smoothly
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